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Introduction

(Thisintroduction is not a part of IEEE Std 1100-1999, | EEE Recommended Practice for Powering and
Grounding Electronic Equipment.)

This recommended practice is a publication of the Industry Applications Society (IAS) of the
IEEE and is one of the books in the IEEE Color Book Series, which relates to industrial and
commercia power systems. The purpose of this recommended practice is to provide consen-
susfor installing and providing power to electronic equipment inliterally all sectorsand power
system environments. This has been a growing area of concern as incompatibilities between
power system characteristics and equipment tolerances have caused operating problems and
loss of productivity in all kinds of power systems.

Asload and source compatibility concerns have become more common, the facility engineers
and system designers have been in the spotlight to provide solutions. Power and microelec-
tronic equipment designs also have arole in solving the problems. Electronic equipment can
be a contributor to, and a victim of, powering and grounding incompatibilities in power
systems. A cooperative effort is required among power system designers, equi pment manufac-
turers, and the electric utilities to provide and maintain an acceptable level of load/source
compatibility.

To address this multidisciplined area, the Working Group on Powering and Grounding Sensi-
tive Electronic Equipment was formed in 1986 to write a recommended practice, which was
first published in 1992 and subsequently revised in accordance with IEEE-SA rules. The
project was sponsored by the IAS Industrial and Commercial Power Systems Department,
Power Systems Engineering Committee. This practiceisintended to complement other recom-
mended practices in the IEEE Color Book Series and has been coordinated with other related
codes/standards, as well as nationally recognized testing laboratories.

iv Copyright © 1999 IEEE. All rights reserved.
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IEEE Recommended Practice for
Powering and Grounding
Electronic Equipment

Chapter 1
Overview

1.1 Scope

This recommended practice presents recommended engineering principles and practices for
powering and grounding electronic equipment in commercial and industrial applications.

The scope of this document is limited to recommended design, installation, and maintenance
practices for electrical power and grounding (including both power-related and signal-related
noise control) of electronic processing equipment used in commercial and industrial
applications.

1.2 Purpose

The main objective isto provide a consensus of recommended practicesin an areawhere con-
flicting information and confusion, stemming primarily from different viewpoints of the same
problem, have dominated. Practices herein address electronic equipment performance issues
while maintaining a safe installation, as specified in the National Electrical Code™ (NECY)
(NFPA 70-1999) [B1]! and recognized testing laboratories’ standards. This recommended
practice is not intended to replace or to take precedence over any codes or standards adopted
by the jurisdiction where the installation resides.

1.3 Background

As electronic loads proliferate in industrial and commercial power systems, so do problems
related to power quality. Powering and grounding electronic equipment has been a growing
concern for commercial and industrial power system designers. This concern frequently
materializes after start-up, when electronic system-operating problems begin to occur. Efforts
to aleviate these problems have ranged from installing power conditioning equipment to
applying special grounding techniques that are not found in conventional safe grounding
practice. Grasping for conditioning equipment or “magic”’ grounding methods is a common
response. In some cases this approach has led to unsafe practices and violations of the NEC,

1The numbers in brackets correspond to those of the bibliography in 1.5.
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without solving operating problems. In response to this situation, this recommended practice
attempts to provide an understanding of the fundamentals of powering and grounding elec-
tronic equipment and the various types of problems that can arise.

The concept of load and source compatibility is not new. The need to provide power with
steady voltage and frequency has been recognized since the inception of the electric utility
industry. However, the definition of steady has changed over the years, reflecting the different
susceptibility of electronic equipment to the departure from steady conditions. Some of the
early concerns were flicker of light bulbs due to voltage variations, and overheating of electro-
magnetic loads or interference of communication loads due to voltage waveform distortion.
Recognition of these problemsled to the development of voluntary standards that contributed
significantly to reducing occurrences.

More recently, transient voltage disturbances associated with short circuits, lightning, and
power system switching have emerged as amajor concern to manufacturers and users of elec-
tronic equipment. The issue of grounding, and particularly how to deal with noise and safety
simultaneously, is complicated by conflicting philosophies advocated by people of different
backgrounds. Power-oriented engineers and signal-oriented engineers often differ in their
perception of the problem and potential solutions.

Since the earliest days of electric power, users have desired that utilities provide electricity
without interruptions, surges, or harmonic waveform distortions. Reducing such power line
disturbances has always been a concern for utilities. Recently, however, new sources of dis-
turbances have begun to proliferate, just as many |loads are becoming more sensitive to these
same power disturbances. Some of these disturbances are generated by adjacent equipment
and by inadequate wiring and grounding practices. These developments have presented utili-
ties and users with a new set of complex power quality issues that require wide-reaching
cooperative efforts in order to be resolved.

Today's complaints about the quality of power are not easily resolved because they involve
both a multitude of different causes and a variety of specific sensitivities in the affected
equipment. A commonly applied solution to power incompatibilities is to install interface
equipment between commercial power and sensitive loads. Difficulties in assessing the need
to apply power interface equipment include

a) Theinability to quantify precisely how much downtime is power related; and

b) The subjective nature of estimating the cost of sensitive load misoperation that is
attributable to power line disturbance.

The cost/benefit aspects of the problem can be addressed from a technical point of view in
standards, but detailed economic analysis and specific decisions remain the prerogative of the
user. Power system designers, utility companies, and manufacturers of electronic equipment
need to cooperate with each other to find effective solutions to reduce the potential sources of
interference, reduce the susceptibility of the load equipment, or apply power conditioning
equipment.

2 Copyright © 1999 IEEE. All rights reserved.
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As in the past, voluntary consensus standards are also needed. Focusing on the technical
issues, dispelling misconceptions, and recommending sound practices can assist the user in
making informed economic decisions. Two of the goals of this recommended practice are to
promote a better understanding of the significant issues and to dispel misconceptions.

Fortunately, powering and grounding an electronic system is fundamentally the same as any
electrical system. Estimating the load, matching current and voltage requirements, or planning
for future growth involves the same basic information. Similarly, designing an appropriate
electrical distribution system, selecting and coordinating overcurrent protection, and assuring
voltage regulation makes use of the same engineering practices. Even the principles of
grounding for safety can be applied to electronic loads in the same way as to any other load.

The IEEE Color Book Seriesis an excellent reference library available for designing com-
mercial and industrial power systems of all types. Each Color Book provides recommended
practices in a specific subject area. The objectiveisto assist in the design of safe, reliable, and
economical electric power systems by providing the consensus of knowledge and experience
of the contributing |EEE members. The IEEE Emerald Book is directed specifically at power-
ing and grounding e ectronic equipment.

1.4 Text organization

The following chapter descriptions provide the reader with a road map of this recommended
practice.

Chapter 2 provides definitions of the terms that pertain to power quality issues and that are
generaly not otherwise available in IEEE standards. A description and a definition of power
disturbances are included. Also provided is alist of terms that have been deliberately avoided
in this recommended practice because they have several different meanings and no generaly
accepted single technical definition.

Chapter 3 provides general needs guidelines. This chapter is intended to identify the relevant
codes and standards, as well as the existing electrical environments to which equipment is
typically subjected. These guidelines are established as a basis for the treatment of instrumen-
tation, site surveys, selection of equipment, and recommended practices in subsequent chap-
ters.

Chapter 4 introduces the reader to the fundamental concepts necessary for understanding and
applying recommended practices for the design of a compatible and essentially hazard-free
interconnection to the power system. Fundamentals not unique to electronic and electrical
equipment are treated lightly, or by reference to other standards.

Chapter 5 presents information on available measurement instruments that are useful for
investigating and diagnosing problems in power systems that serve electronic equipment.

Chapter 6 covers site power analyses and site surveys. This chapter presents the fundamen-
tals of how to conduct a site survey for problem identification and diagnosis. The recom-

Copyright © 1999 IEEE. All rights reserved. 3
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mended approach is to start with wiring and grounding checks and progress through voltage
disturbance measurements to harmonic analysis.

Chapter 7 (formerly Chapter 8) presents the myriad of available power enhancement equip-
ment from the points of view of basic technology, performance, and function. Specification,
performance verification, and maintenance are also covered.

Chapter 8 (formerly Chapter 9) covers the recommended design and installation practices for
powering and grounding electronic equipment. The intent is to present the Working Group’s
collective engineering experience and judgment of effective practices.

Chapter 9 is anew addition to IEEE Std 1100-1999 and covers the recommended design and
installation practices peculiar to the powering and grounding of distributed computer systems
and telecommunications equipment. The chapter makes extensive use of existing industry
standards, such as ANSI T1 standards, and industry specifications, such as those by Bellcore
and BICSI.

Chapter 10 (formerly Chapter 7) presents case histories. These case studies provide examples
of real-world performance and safety problems that have been encountered in the field. Cases
that are presented illustrate the need to follow specific recommended practices, and indicate
potential results when recommended practices are not followed.

1.5 Bibliography

Additional information may be found in the following source:

[B1] NFPA 70-1999, National Electrical Code™ (NECY).?

2The NEC is published by the National Fire Protection Association, Batterymarch Park, Quincy, MA 02269, USA
(http://www.nfpa.org/). Copies are also available from the I nstitute of Electrical and Electronics Engineers, 445 Hoes
Lane, PO. Box 1331, Piscataway, NJ 08855-1331, USA (http://www.standards.ieee.org/).

4 Copyright © 1999 IEEE. All rights reserved.



Chapter 2
Definitions

2.1 Introduction

The electronic power community is pervaded by terms that have no scientific definition. One
of the purposes of this chapter is to eliminate the use of those words. Another purpose is to
define those terms that aid in the understanding of concepts within this recommended
practice.

Where possible, definitions were obtained from |[EEE Std 100-1996. The second choice was
to use other appropriate sources, and the final choice was to use a new definition that conveys
a common understanding for the word as used in the context of this recommended practice.

The remainder of this chapter is divided into three parts. First, an alphabetical listing of defi-
nitions is provided in 2.2. The reader is referred to IEEE Std 100-1996 for all words not
listed herein. The second part (2.3) lists those terms that have been deliberately avoided in
this document because of no generally accepted single technical definition. These words find
common use in discussing distribution-related power problems, but tend not to convey sig-
nificant technical meaning. The third part (2.4) lists abbreviations that are employed
throughout this recommended practice.

2.2 Alphabetical listing of terms

The primary source for the definitions in this clause is IEEE Std 100-1996. This clause does
not include any device or equipment definitions (e.g., isolation transformers and uninterrupt-
ible power systems); the reader is advised to refer to the index. Most pertinent equipment is
described in Chapter 7.

2.2.1 bonding: (A) The electrical interconnecting of conductive parts, designed to maintain a
common electrical potential [see the National Electrical Code™ (NEC™) (NFPA 70-1999)].
(B) The permanent joining of metallic parts to form an electrically conductive path that will
assure electrical continuity and the capacity to conduct safely any current likely to be
imposed. (Seethe NEC.)

2.2.2 bonding network, common (CBN): (A) The principal means for affecting bonding
and earthing inside a building. (B) The set of metallic components that are intentionally or
incidentally interconnected to form the (earthed) bonding network (a mesh) in a building.
These components include structural steel or reinforcing rods, metallic plumbing, ac power
conduit, equipment grounding conductors, cable racks, and bonding conductors. The CBN
aways has a mesh topology and is connected to the grounding electrode system. Note: The
CBN may aso be known in the public telephone network as an integrated ground plane.

L nformation on references can be found in 2.5.

Copyright © 1999 IEEE. All rights reserved. 5
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2.2.3 bonding network, isolated (IBN): (A) A bonding network that has a single point of
connection (single-point ground) to either the common bonding network (CBN) or another
isolated bonding network. (B) Typically a system-level grounding topology used by the orig-
ina equipment manufacturer (OEM) to desensitize its equipment to suspected or known site
environmental issues such as power fault and surge, lightning, and grounding potential rise.
The IBN requires the use of a single-point connection location (also known in the telephone
industry as a ground window) to interface the rest of the building metallics (the CBN). The
IBN should not be confused with the isolated grounding receptacle (IGR) circuit discussed in
Section 250-146(d) of the NEC. Note: The IBN may also be known in the public telephone
network as an isolated ground plane.

2.2.4 commercial power: Power furnished by an electric power utility company.

2.2.5 common-mode noise (longitudinal): The noise voltage that appears equally, and in
phase, from each current carrying conductor to ground. Note: For the purposes of this
recommended practice, this abbreviated definition extends the existing definition in
|EEE Std 100-1996 (previously given only for signal cables) to the power conductors sup-
plying electronic equipment.

2.2.6 coupling: The association of two or more circuits or systems in such away that power
or signal information may be transferred from one system or circuit to another.

2.2.7 crest factor (of a periodic function): The ratio of the peak value of a periodic function
(ypeak) to the rms value (yyp,g); cf = ypeek/yrms.

2.2.8 critical load: Devices and equipment whose failure to operate satisfactorily jeopardizes
the health or safety of personnel, and/or resultsin loss of function, financia loss, or damage
to property deemed critical by the user. Note: This definition refers to function of the device,
whereas the IEEE Std 100-1996 definition links the device to the quality of its power supply.

2.2.9 customer premises equipment (CPE): Any equipment connected by customer pre-
mises wiring to the customer side of the demarcation point (network interface). (See
ANSI T1.318-1994.)

2.2.10 degradation failure: See: failure, degradation.

2.2.11 differential-mode noise: See: transver se-mode noise.

2.2.12 direct-reading ammeters: Ammeters that employ a shunt and are connected in series
and carry some of the line current through them for measurement purposes. They are part of
the circuit being measured.

2.2.13 displacement power factor: See: power factor, displacement.

2.2.14 distortion factor: The ratio of the root square value of the harmonic content to the

root square value of the fundamental quantity, expressed as a percent of the fundamental.
Note: Also referred to astotal harmonic distortion. (See IEEE Std 519-1992.)

6 Copyright © 1999 IEEE. All rights reserved.
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2.2.15 dropout: A loss of equipment operation (discrete data signals) due to noise, voltage
sags, or interruption. (See |EEE Std 1159-1995.)

2.2.16 dropout voltage: The voltage at which a device will revert to its de-energized posi-
tion, i.e., the voltage at which a device fails to operate.

2.2.17 earth, remote: The point beyond which further reduction in ground electrode or grid
impedance resultsin negligible effects. (See ANSI T1.318-1994.)

2.2.18 efficiency: The output real power divided by the input real power.

2.2.19 equipment grounding conductor: The conductor used to connect the non-current-
carrying parts of conduits, raceways, and equipment enclosures to the grounding electrode at
the service equipment (main panel) or secondary of a separately derived system (e.g., isola-
tion transformer). Note: Thisterm is defined more specifically in Section 100 of the NEC.

2.2.20 failure, degradation: Failure that is both gradual and partial. Note: In time, such a
failure may develop into a complete failure.

2.2.21 failure mode: The effect by which afailure is observed to occur.

2.2.22 flicker: A variation of input voltage, either magnitude or frequency, sufficient in dura-
tion to allow visual observation of a changein electric light source intensity.

2.2.23 foreign potential: Any voltage and resultant current imposed on telecommunications
plant or equipment that is not supplied from the central office or from telecommunications
equipment.

2.2.24 form factor (periodic function): The ratio of the root square value to the average
absolute value, averaged over afull period of the function.

2.2.25 forward transfer impedance: An attribute similar to internal impedance of a power
source, but at frequencies other than the nomina (e.g., 60 Hz power frequency). Knowledge
of the forward transfer impedance allows the designer to assess the capability of the power
source to provide load current (at the harmonic frequencies) needed to preserve a good output
voltage waveform. Generally, the frequency range of interest is 60 Hz to 3 kHz for 50 to
60 Hz power systems, and 20 to 25 kHz for 380 to 480 Hz power systems.

2.2.26 frequency deviation: An increase or decrease in the power frequency from nominal.
The duration of afreguency deviation can be from several cycles to several hours. Note: The
|EEE Std 100-1996 definition is “ system frequency minus the scheduled frequency.”

2.2.27 ground: (A) A conducting connection, whether intentional or accidental, by which an
electric circuit or equipment is connected to the earth, or to some conducting body of rela-
tively large extent that serves in place of the earth. (B) High-frequency reference. Note:
Grounds are used for establishing and maintaining the potential of the earth (or of the conduct-
ing body), or approximately that potential, on conductors connected to it and for conducting
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ground currents to and from earth (or the conducting body). See also: signal reference
structure.

2.2.28 ground electrode: A conductor or group of conductors in intimate contact with the
earth for the purpose of providing a connection with the ground. (See the NEC.)

2.2.29 ground electrode, concrete-encased: Also known as a ufer ground. A grounding
electrode completely encased within concrete, located within, and near the bottom of, a con-
crete foundation or footing or pad, that isin direct contact with the earth. Note: Thisterm is
defined more specifically in Article 250 of the NEC.

2.2.30 ground grid: A system of interconnected bare conductors arranged in a pattern over a
specified area on, or buried below, the surface of the earth. Normally, it is bonded to ground
rods driven around and within its perimeter to increase its grounding capabilities and provide
convenient connection points for grounding devices. The primary purpose of the ground grid
isto provide safety for workmen by limiting potential differences within its perimeter to safe
levels in case of high currents that could flow if the circuit being worked on became ener-
gized for any reason, or if an adjacent energized circuit faulted. Metallic surface mats and
gratings are sometimes utilized for this same purpose. Note: This term should not be used
when referring to asignal reference structure, which is defined in this clause.

2.2.31 ground impedance tester: A multifunctional instrument designed to detect certain
types of wiring and grounding problems in low-voltage power distribution systems.

2.2.32 grounding conductor (telecommunications), direct current equipment (DCEG):
The conductor used to connect the metal parts of equipment, raceways, and other enclosures
to the system grounded conductor (battery return), the conductor providing the system
ground reference, or both, at the source of adirect current system (dc power plant).

2.2.33 ground loop: A potentially detrimental 1oop formed when two or more points in an
electrical system that are nominally at ground potential are connected by a conducting path
such that either or both points are not at the same ground potential.

2.2.34 ground potential shift: The difference in voltage between grounding or grounded
(earthed) structures such as the opposite corners of a metal building. Generaly, ground
potential shift increases with distance of separation of ground locations and with the fre-
quency or wave front rise time of the resulting current flow. Ground potential shift problems
are generally exacerbated by surge events from lighting and utility power sources.

2.2.35ground, radial: A conductor connection by which separate electrical circuits or equip-
ment are connected to earth at one point. Sometimes referred to as a star ground.

2.2.36 ground, ufer: See: ground electrode, concrete-encased.
2.2.37 ground window: The area through which al grounding conductors, including metal-

lic raceways, enter a specific area. It is often used in communications systems through which

8 Copyright © 1999 IEEE. All rights reserved.



IEEE
DEFINITIONS Std 1100-1999

the building grounding system is connected to an area that would otherwise have no ground-
ing connection.

2.2.38 harmonicdistortion: The mathematical representation of the distortion of the puresine
waveform. See also: distortion factor and Figure 2-1.2

Horizontal 5 milliseconds/division Vertical 50 volts/division

Source: The Dranetz Field Handbook [B3].

Figure 2-1—Distortion example

2.2.39 impulse: See: transient.

2.2.40 input power factor (of a system): Theratio at the input of active power (measured in
watts or kilowatts) to input apparent power (measured in volt-amperes or kilovolt-amperes) at
rated or specified voltage and load. See also: power factor, displacement; power factor,
total.

2.2.41 input voltage range (of a power system): The range of input voltage over which the
system can operate properly. (See ANSI C84.1-1995.)

2.2.42 inrush: The amount of current that aload or device draws when first energized.
2.2.43 interruption: The complete loss of voltage for atime period.

2.2.43.1 interruption, momentary (power quality monitoring): (A) A type of short dura-
tion variation. (B) The complete loss of voltage (< 0.1 pu) on one or more phase conductors
for atime period between 0.5 cyclesand 3 s. (See |EEE Std 1159-1995.)

2The numbersin brackets in the source for Fi gure 2-1 correspond to those of the bibliography in 2.6.
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2.2.43.2 interruption, sustained (power quality monitoring): The complete loss of voltage
for atime period greater than 1 min.

2.2.43.3interruption, temporary (power quality monitoring): (A) A type of short-duration
variation. (B) The complete loss of voltage (< 0.1 pu) on one or more phase conductors for a
time period between 3 sand 1 min. (See |EEE Std 1159-1995.)

2.2.44 isolated equipment ground: An isolated equipment grounding conductor runsin the
same conduit or raceway as the supply conductors. This conductor is insulated from the
metallic raceway and all ground points throughout its length. It originates at an isolated-
ground-type receptacle or equipment input terminal block and terminates at the point where
neutral and ground are bonded at the power source. Note: This term is defined more specifi-
cally in Sections 250-96(b) and 250-146(d) of the NEC.

2.2.45 isolation: Separation of one section of a system from undesired influences of other
sections.

2.2.46 linear load: A load that draws a sinusoidal current wave when supplied by a sinusoi-
dal voltage source.

2.2.47 noise, common-mode:; See: common-mode noise.
2.2.48 noise, differential-mode; See: transver se-mode noise.
2.2.49 noise, eectrical: Unwanted electrical signals that produce undesirable effects in the

circuits of the control systems in which they occur. Note: For this recommended practice,
control systemsisintended to include electronic equipment in total or in part (see Figure 2-2).

Horizontal 5 milliseconds/division Vertical 200 volts/division

Source: The Dranetz Field Handbook [B3].

Figure 2-2—Noise example
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2.2.50 noise, normal-mode: See: transver se-mode noise.
2.2.51 noise, transver sesmode: See: transver se-mode noise.

2.2.52 nonlinear load: A load that draws a nonsinusoidal current wave when supplied by a
sinusoidal voltage source. (See |[EEE Std 519-1992.)

2.2.53 nonlinear load current: Load current that is associated with a nonlinear load. See
also: nonlinear load.

2.2.54 notch: A switching (or other) disturbance of the normal power voltage waveform, last-
ing less than a half cycle; which is initially of opposite polarity than the waveform, and is
thus subtractive from the normal waveform in terms of the peak value of the disturbance volt-
age. Thisincludes complete loss of voltage for up to a half cycle. (See Figure 2-3.) See also:
transient.

Horizontal 10 milliseconds/division Vertical 200 volts/division

Source: The Dranetz Field Handbook [B3].

Figure 2-3—Notches

2.2.55 output (reversetransfer) impedance (of a power source): Similar to forward trans-
fer impedance, but it describes the characteristic impedance of the power source as seen from
the load, looking back at the source. See also: forward transfer impedance.

2.2.56 overvoltage: When used to describe a specific type of long duration variation, refersto
an RMS increase in the ac voltage, at the power frequency, for a period of time greater than
1 min. Typical values are 1.1-1.2 pu. See also: swell; transient. (See IEEE Std 1159-1995.)

2.2.57 pathway: A facility for the placement of telecommunications. (See TIA/EIA 607-1994.)
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2.2.58 phase shift: The displacement between corresponding points on similar wave shapes,
and is expressed in degrees leading or lagging.

2.2.59 power disturbance: Any deviation from the nomina value (or from some selected
thresholds based on load tolerance) of the input ac power characteristics.

2.2.60 power disturbance monitor: Instrumentation developed specifically to capture power
disturbances for the analysis of voltage and current measurements.

2.2.61 power factor, displacement: (A) The displacement component of power factor. (B)
The ratio of the active power of the fundamenta wave, in watts, to the apparent power of the
fundamental wave, in volt-amperes.

2.2.62 power factor, total: The ratio of the total power input, in watts, to the total volt-
ampere input. Note: This definition includes the effect of harmonic components of current
and voltage and the effect of phase displacement between current and voltage.

2.2.63 power quality: The concept of powering and grounding electronic equipment in a
manner that is suitable to the operation of that equipment and compatible with the premise
wiring system and other connected equipment.

2.2.64 radial ground: See: ground, radial.

2.2.65 recovery time: Specifies the time needed for the output voltage or current to return to
avalue within the regulation specification after astep load or line change. (Clarification notes
from IEEE Std 100-1996 are excluded.) Note: For this recommended practice, recovery time
may also indicate the time interval required to bring a system back to its operating condition
after an interruption or dropout.

2.2.66 safety ground: See: equipment grounding conductor.

2.2.67 sag: An rms reduction in the ac voltage, at the power frequency, for durations from a
half cycle to a few seconds. (See Figure 2-4.) Note: The IEC terminology is dip. See also:
notch; undervoltage.

2.2.68 shield: Braid copper, metallic sheath, or metallic-coated polyester tape (usually cop-
per or aluminum) applied over the insulation of a conductor or conductors for the purpose of
reducing electrostatic coupling between the shielded conductors and others that may be either
susceptible to, or generators of, el ectrostatic fields (noise). When electromagnetic shielding is
intended, the term electromagnetic is usually included to indicate the difference in shielding
requirement and material.
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Horizontal 10 milliseconds/division Vertical 5(7)7 volts/division

Source: The Dranetz Field Handbook [B3].

Figure 2-4—Sag

2.2.69 shielding: The process of applying a conducting barrier between a potentially disturb-
ing noise source and electronic circuitry. Shielding is used to protect cables (data and power)
and electronic circuits. Shielding may be accomplished by the use of metal barriers, enclo-
sures, or wrappings around source circuits and receiving circuits.

2.2.70 signal reference structure: A system of conductive paths among interconnected
equipment that reduces noise-induced voltages to levels that minimize improper operation.
Common configurations include grids and planes.

2.2.71 dew rate: Rate of change of (ac voltage) frequency.

2.2.72 star ground: See: ground, radial.

2.2.73 star-connected circuit: A polyphase circuit in which al the current paths of the cir-
cuit extend from a terminal of entry to a common terminal or conductor (which may be the
neutral conductor). Note: In a three-phase system this is sometimes called a 'Y (or wye)
connection.

2.2.74 surge: See: transient.

2.2.75 surge protective device (SPD): A device that is intended to limit transient overvolt-
ages and divert surge currents. It contains at least one nonlinear component.

2.2.76 surge reference equalizer: A surge protective device used for connecting eguipment
to external systemswhereby all conductors connected to the protected load are routed, physi-
cally and electricaly, through a single enclosure with a shared reference point between the
input and output ports of each system.
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2.2.77 surge suppressor: A device operated in conformance with the rate of change of cur-
rent, voltage, power, etc., to prevent the rise of such quantity above a predetermined value.

2.2.78 swell: Anincreasein rms voltage or current at the power frequency for durations from
0.5 cycle to 1.0 min. Typica values are 1.1-1.8 pu. (See |IEEE Std 1159-1995.) (See also
Figure 2-5.)

RMS Variation
120
115 1
110 L
105 4
100 L

95
QOF ! 1 i
0 005 01 015 02 025 03 035

Time (s)

Vollage (%)

Vollage (%)
£
i1

B

50 75 100 125 150 175 200

Time {ms}

25

Source: IEEE Std 1159-1995.

Figure 2-5—Swells occurring upon recovery from a remote system fault

2.2.79 telecommunications. Any transmission, emission, and reception of signs, signals,
writings, images, and sounds, i.e., information of any nature by cable, radio, optical, or other
electromagnetic systems. (See TIA/EIA 607-1994.)

2.2.80 telecommunications equipment room (TER): A centralized space for telecommuni-
cations equipment that serves the occupants of the building.

2.2.81 total harmonic distortion (THD): See: distortion factor.

2.2.82 transfer time (uninterruptible power supply): The time that it takes an uninterrupt-
ible power supply to transfer the critical load from the output of the inverter to the alternate
source, or back again.
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2.2.83 transient: A subcycle disturbance in the ac waveform that is evidenced by a sharp,
brief discontinuity of the waveform. May be of either polarity and may be additive to, or sub-
tractive from, the nominal waveform. See also: notch; overvoltage; swell.

2.2.84 transient voltage surge suppressor (TVSS): A device that functions as a surge pro-
tective device (SPD) or surge suppressor.

2.2.85 transver se-mode noise (with reference to load device input ac power): Noise sig-
nals measurabl e between or among active circuit conductors feeding the subject load, but not
between the equipment grounding conductor or associated signal reference structure and the
active circuit conductors.

2.2.86 unbalanced load regulation: A specification that defines the maximum voltage differ-
ence between the three output phasesthat will occur when theloadson thethree are of different
levels.

2.2.87 undervoltage: When used to describe a specific type of long duration variation, refers
to an RMS decrease in the ac voltage, at the power frequency, for a period of time greater
than 1 min. Typical values are 0.8-0.9 pu. (See |IEEE Std 1159-1995.)

2.2.88 voltage distortion: Any deviation from the nomina sine waveform of the ac line
voltage.

2.2.89 voltage regulation: The degree of control or stability of the rms voltage at the load.
Often specified in relation to other parameters, such as input voltage changes, load changes,
or temperature changes.

2.3Words avoided

The following words have a varied history of usage, and some may have specific definitions
for other applications. It is an objective of this recommended practice that the following
ambiguous words not be used to generally describe problem areas nor solutions associated
with the powering and grounding of electronic equipment:

—  Blackout

— Brownout

— Clean ground

—  Clean power

— Computer grade ground

— Conducting barriers

—  Dedicated ground

— Dirty ground

—  Dirty power

— Equipment safety grounding conductor
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—  Frameground
—  Freguency shift

— Glitch

— Natural electrodes
— Power surge
— Raw power

— Raw utility power

—  Shared circuits
—  Shared ground

— Spike

—  Subcycle outages
—  Typel, I1, 11l power disturbances

2.4 Abbreviations and acronyms

The following abbreviations are utilized throughout this recommended practice:

ALVRT

ASAI

ASD

CAD

CATV

CBEMA

CBN

CEA

CG

CMR

COoTC

CPC

CPE

CPU

16

automatic line voltage regulating transformer
average service availability index

adjustable speed drive

computer-aided design

cable accessed television

Computer and Business Equipment Manufacturers Association
common bonding network

Canadian Electrical Association

cloud to ground

common-mode rejection

central office trunk cable

computer power center

customer premises equipment

central processing unit
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CRT

CT

CVvT

DCEG

DVR

EFT

EGC

EMC

EMI

EMT

EPRI

ESD

FCC

FFT

FMC

GTO

HF

IBN

IEC

IGR

IMC

ITC

ITE

IEEE
Std 1100-1999

cathode-ray tube

current transformer

constant voltage transformer

direct current equipment grounding conductor (telecommunications)
dynamic voltage restorer

electrical fast transient

equipment grounding conductor
electromagnetic compatibility
electromagnetic interference

electrical metallic tubing

Electric Power Research Institute
electrostatic discharge

Federal Communication Commission
fast Fourier transform

flexible metal conduit

gate turn-off

high frequency

isolated bonding network

International Electrotechnical Commission
isolated/insulated grounding

isolated grounding receptacle
intermediate metal conduit

information technology

Information Technology Industry Council

information technology equipment
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LDC

MCT

M-G

MTBF

NEC

NEMA

NEMP

NIST

NPL

NRTL

OEM

OSHA

PABX

PDU

PTN

PWM

RFI

RMC

RMS

ScTP

SDS

18

line drop compensator

metal cable tray

motor-alternator/generator

mean time between failures

National Electrical Code

National Electrical Manufacturers Association
nuclear electromagnetic pulse

National Institute of Standards and Technology
National Power Laboratory

nationally recognized testing laboratory
original equipment manufacturer
Occupational Safety and Health Administration
private automatic branch exchange

personal computer

point of common coupling

power distribution unit

power quality

public telephone network

pulse-width modulation

radio-frequency interference

rigid metal conduit

root mean square

silicon-controlled rectifier

screened twisted pair

separately derived ac system

CHAPTER 2
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SE

SMPS

SPD

SPG

SRGG

SRGP

SRP

SRS

SSB

SSTS

STATCON

Telco

TER

THD

TIA

TTE

TVSS

UL

UPS

UTP

VDT

VFD

IEEE
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service entrance

switched mode power supply
surge protective device
single-point ground

signal reference ground grid
signal reference ground plane
signal reference plane

signal reference structure
solid-state circuit bresker
solid-state transfer switch

static condenser

telephone company

telecommuni cations equipment room
total harmonic distortion
Telecommunications Industry Association
telephone terminal equipment
transient voltage surge suppressor
Underwriters L aboratories
uninterruptible power supply
unshielded twisted pair

video display terminal

variable-frequency speed drive
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2.5 References

This recommended practice shall be used in conjunction with the following publications.
When the following standards are superseded by an approved revision, the revision shall

apply.

ANSI C84.1-1995, American National Standard for Electric Power Systems and Equip-
ment—\Voltage Ratings (60 Hz).2

ANSI T1.318-1994, American National Standard for Telecommunications—Electrical Pro-
tection Applied to Telecommunications Network Plant at Entrances to Customer Structures or
Buildings.

|EEE Std 100-1996, | EEE Standard Dictionary of Electrical and El ectronics Terms.*

|IEEE Std 142-1991, |EEE Recommended Practice for Grounding of Industrial and Commer-
cial Power Systems (IEEE Green Book).

IEEE Std 519-1992, IEEE Recommended Practice for Harmonic Control in Electric Power
Systems.

|EEE Std 1159-1995, | EEE Recommended Practice for Monitoring Electric Power Quality.
| EEE Surge Protection Standards Collection (C62), 1995 Edition.
NFPA 70-1999, National Electrical Coded (NECL).®

TIA/EIA 607-1994, Commercial Building Grounding/Bonding/Requirement Standard.®

2.6 Bibliography
Additional information may be found in the following sources:

[B1] IEEE Std C62.41-1991, IEEE Recommended Practice on Surge Voltages in Low-Volt-
age AC Power Systems.

SANSI publications are available from the Sales Department, American National Standards Institute, 11 West 42nd
Street, 13th Floor, New York, NY 10036, USA (http://www.ansi.org/).

4EEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, PO. Box
1331, Piscataway, NJ 08855-1331, USA (http://www.standards.ieee.org/).

5The NEC is published by the National Fire Protection Association, Batterymarch Park, Quincy, MA 02269, USA
(http://www.nfpa.org/). Copies are also available from the Institute of Electrical and Electronics Engineers, 445 Hoes
Lane, PO. Box 1331, Piscataway, NJ 08855-1331, USA (http://www.standards.ieee.org/).

SEIA publications are available from Global Engineering, 15 Inverness Way East, Englewood, CO 80112-5704,
USA, tel. (303) 792-2181 (http://global.ihs.com/).
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[B2] McEachern, Alexander, Handbook of Power Sgnatures, Foster City, CA: Basic Measur-
ing Instruments, 1989.

[B3] The Dranetz Field Handbook for Power Quality Analysis, Edison, NJ: Dranetz Technol -
ogiesInc., 1991.
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Chapter 3
General needs guidelines

3.1 Introduction

The need to provide reliable power with a steady voltage and frequency has been recognized
since the inception of the electric utility industry. However, the engineering reality of alarge
power system isthat disturbances are unavoidable. These disturbancesin the quality of power
delivered can occur during the normal operation of the electric power system, like switching
of a power factor correction device, or during abnormal events, like clearing a feeder short
circuit. Depending on end-user equipment or process immunity, damage, operational upset,
or no effect may be the result. An incompatibility may be corrected at the utility, at the equip-
ment, or by adding some power conditioning in between, and blame is difficult to place. This
dichotomy may be a source of misunderstandings, at best, or a source of disputes, at worst,
between suppliers and users of electric power, and between manufacturers and users of sus-
ceptible sensitive equipment. One of the goals of this recommended practice is to promote
better understanding of the significant compatibility issues and to dispel some misconcep-
tions about how to avoid or correct problems of incompatibility.

This chapter presents a brief description of the nature of power quality problems, of possible
solutions, and of the resources available for dealing with these problems. A brief historical
review of the evolution of interest in power quality and resolution of some of the earlier con-
flicts provides a perspective on solving today’s problems.

3.1.1 Historical perspective

As public expectations of uniform lighting intensity grew and as more manufacturers began
to use electric motors to drive production lines, utilities adopted stricter standards for voltage
regulation. During the 1930s, utilities also found that they had to pay increasing attention to
voltage disturbances caused by customer equipment on their distribution lines. Research
showed that flicker in incandescent lamps caused by voltage fluctuations could be perceived
even if the pulsation on the power line was only athird of avolt on a120V system. Thistype
of problem led to an increasing number of industry standards for end-use equipment aimed at
reducing voltage fluctuations sent back along a power line.

A somewhat different problem arose during the 1950s as air conditioners rapidly became
popular. When early models were switched on, so much energy was used to get their com-
pressors started that the incoming line voltage was temporarily reduced and the motors often
could not reach operating speed, ran poorly, or stalled. Fortunately, in this case, aremedy was
readily available—adding power-factor correction capacitorsin the system.

The reason why today’s complaints about the quality of power cannot be handled so simply
is that they seem to reflect both a multitude of different causes and a variety of specific sen-
sitivities in the customer equipment most affected. Just as the air conditioner problems were
eventually solved by a coordinated effort among affected parties, so too can new standards
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on equipment and on levels of permissible voltage distortions help guide the design and
application of both sensitive electronic equipment and heavy-duty apparatus. Such standards
will have to be applied much more selectively than in the past, however, and address a much
more complex set of issues.

3.1.2 Proliferation of power electronic equipment

The advent of electronic power conversion has been widely applauded by users, but the draw-
backs from the point of view of power quality have not always been recognized. The very
advantages of solid-state devices that made possible modern switching power supplies,
inverter-rectifiers, high-frequency induction heating, and adjustable-speed drives also make
these power converters into generators of harmonic currents and additional sources of line-
voltage drops. Thus, in addition to the disturbances generated by the normal operation of the
familiar power delivery and load equipment, the disturbances resulting from the new elec-
tronic loads must be taken into consideration.

Harmonic currents caused by many types of customer load and utility equipment provide an
example of this complexity. For many years, harmonic currents originated mainly from afew
large-scal e sources, such as arc furnaces and high-voltage dc transmission terminals. In these
cases, they could be removed with relative ease by placing a large (and expensive) filter
between the source and the main power line. Today, however, significant power line harmon-
ics are being caused by many small, widely dispersed customer loads, such as rectifiers and
solid-state controls for adjustable-speed motors. At the same time, an increasing number of
other customers are using sensitive equipment, such as computers, the operation of which
may be adversely affected by harmonics.

It would not be economically feasible to detect and filter each small source of harmonics or to
isolate each sensitive load from al power line disturbances. A more practical approach isto
control harmonics by agreement on limits for emission levels with filters installed on major
offending loads, while defining an acceptable susceptibility level for equipment. Unusually
sensitive electronic equipment may be supplied by special power conditioning interfaces,
externa to, or incorporated with, the equipment. Such an approach will require collaboration
among utilities, equipment manufacturers, users, regulatory agencies, and standards-setting
bodies.

3.1.3 Proliferation of microelectronic equipment

Increased use of microelectronicsin equipment, controls, and processes has al so increased the
need to consider the quality of powering and grounding systemsin theindustrial sector. Many
tools and equipment are el ectronic-processor based as factories become more automated and
process intensive. Programmable logic systems control el ectronic adjustable-speed drives and
servos based on inputs from el ectronic sensors and resolvers. Often the mechanical aspects of
these processes, such as web tensioning, spindle acceleration, conveyor speed, extruder flow,
or spray pressure, cannot tolerate variations caused by momentary power dips.
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In the commercial sector PCs, fax machines, copiers, and printers that are now combining
with electronic fluorescent lighting, adjustable-speed heat pumps, and various electronic
communications, will likely lead to an all-electronic and paperless office. Even in the residen-
tial sector, we find electronics in every room from toys and tools to microwave ovens. Per-
sona computers, VCRs, CD players, and digital clocks abound. In the near future we can
expect electronically driven heat pumps, washing machines, and lighting—eventually we will
see microwave clothes drying, electric vehicle battery charging, and the “al electronic
kitchen.”

Many of these electronic-based appliances are sensitive to voltage variations that were not
noticed in the past. We now have more el ectronicsin the power system than ever before and the
forecast is for increasing levels. The bottom line is that our equipment has changed radically
and a key question is, “Can the power supply as designed handle it?’ Disturbance mitigation
and power conditioning equipment, and associated costs, are well known but thereis no clear
assignment of financial responsibility.

3.1.4The need for quality of power standards

Emerging concerns about electronic equipment upset and related issues have resulted in more
attention to the quality of the power necessary for successful operation. Along with the need
for quality power isthe need for practical compatibility levels of end-user equipment, and for
definition of economic responsibility in the producer-user partnership. The term power quality
is now widely used, but objective criteria for measuring the quality of power—a prerequisite
for quantifying this quality—need better definition. A high level of power quality is generally
understood as alow level of power disturbances, however ahigh level of equipment tolerance
may also be an effective solution. Agreement on acceptable levels of disturbances and of tol-
erance to these disturbances is needed.

Another difficulty in assessing the need for an interface between the utility power and sensitive
loads is the subjective nature of estimating the cost of equipment misoperation attributable to
power disturbances. This particul ar aspect is addressed from the technical point of view in this
recommended practice, but the detailed economics are beyond its scope.

3.1.5 Conflicting design philosophies for performance and safety

The issue of power quality is made more difficult by conflicting philosophies advocated by
people of different technical backgrounds and commercial interests. An example of this prob-
lem isfound in the apparent conflictsresulting from interpretations of grounding requirements.
The general requirement of a safe configuration and a safe operation for a power system is
endorsed by all parties (utilities, users, regulatory bodies, voluntary standards organizations,
etc.), but in some instances these requirements trand ate into wiring practices alleged to inter-
fere with smooth operation of electronic systems.

Many anecdotal case histories have been encountered where system designers complain that
the requirements of the National Electrical Code” (NECY) (NFPA 70-1999)! prevent their

L nformation on references can be found in 3.9.
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system from performing in a satisfactory manner. This apparent conflict of philosophy can
only be settled by giving safety the prevailing directive. That prevailing directive is precisely
the purpose of the NEC, and correct application of the NEC articles does not prevent satisfac-
tory operation of properly wired and grounded installations. If any adaptations have to be
made for the system to operate satisfactorily, the equipment manufacturer must incorporate
them in the equipment design, rather than ask for deviations from the NEC.

3.2 Power quality considerations
3.2.1 General discussion

Power systems operate with a constant line voltage, supplying power to awide variety of load
equipment. Power levels range from a few watts to megawatts, and the voltages at which the
energy is generated, transported, and distributed range from hundreds of volts to hundreds of
kilovolts. Transmission and primary distribution of this power are made at high voltages, tens
to hundreds of kilovolts, in order to provide efficient and economic transportation of the
energy over long distances. Final utilization is generally in the range of 120V (typical resi-
dential) to less than one thousand (industrial), and afew thousands for larger loads.

At al these voltage and power levels, no matter how high, the equipment is dependent upon
maintenance of a normal operating voltage range. At higher than normal levels there is lim-
ited capability for components voltage withstand. At lower than normal levels, the equipment
performance is generally unsatisfactory, or there is a risk of equipment damage. These two
disturbances, excessive voltage and insufficient voltage, are described with different names
depending on their duration. There are also types of disturbances, as described in 3.2.2, that
involve waveform distortion and other deviations from the expected sine wave.

3.2.2 Classification of disturbances

Four power system parameters—frequency, amplitude, waveform, and symmetry—can serve
as frames of reference to classify the voltage and power disturbances according to their
impact on the quality of the normal sinewave of system voltage. A brief discussion is given
below of the need for evaluation of their impact on sensitive loads.

a) Frequency variations are rare on utility-connected systems, but engine-generator-
based distribution systems can experience frequency variations due to load variations
and equipment malfunctions.

b) Amplitude variations can occur in several forms; their description is inextricably
associated with their duration. They range from extremely brief duration to steady-
state conditions, making the description and definition difficult, even controversial at
times. Their causes and effects need close examination to understand the mechanisms
and to define an appropriate solution.
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¢) Waveform variations occur when nonlinear loads draw a current that is not sinusoidal.
One could also describe an amplitude variation as momentary waveform variation, but
the intended meaning of the term is a steady variation of the waveform, or lasting at
least over several cycles. Thistype of disturbance may be described as harmonic dis-
tortion because it is easy to analyze as the superposition of harmonics to the nominal
frequency of the power system.

d) Dissymmetry, also called unbalance, occurs when unequal single-phase loads are con-
nected to athree-phase system and cause aloss of symmetry. Thistype of disturbance
primarily concerns rotating machines and three-phase rectifiers and, as such, is not
receiving broad attention. It is important, however, for machine designers and users.
The percentage by which one-phase voltage differs from the average of all threeisthe
usual description of thistype of disturbance. A detailed definition of various measures
of voltage and power quality by magnitude, duration, and spectral content is provided
in |[EEE Std 1159-1995.

3.2.3 Origin of disturbances

The term origin of disturbances can be understood in at least two different contexts or inter-
pretations. According to one interpretation, the concernisfor the source of the disturbance and
whether it is external or internal to the particular power system. Typically, the boundary of a
power system is defined as the watt-hour meter, and reference is made to the “ utility side” of
the meter (utility source side), or to the “user side” of the meter (user load side). According to
another interpretation, the concern is for the nature of the disturbance source, and is then
described in technical terms, such as lightning, load switching, power system fault, and non-
linear loads. Depending on local conditions, one can be more important than the others, but all
need to be recognized. The mechanism involved in generating the disturbance also determines
whether the occurrence will be random or permanent, and unpredictable or easy to define.

The first interpretation is motivated by the goal of assigning responsibility for the problem,
and possibly liability for a remedy. The second interpretation is motivated by the goal of
understanding the problem and developing a technically sound remedy. When discussing the
problem among the parties involved, the different points of view must be recognized, lest
misunderstandings occur. In the following paragraphs, the second interpretation leads to a
description of mechanisms producing the disturbances.

The general tendency of users is to attribute most of their equipment upset problems to the
utility source. Many other sources of disturbances, however, are located within the building
and are attributabl e to operation of other equipment by the end user. Finally, there are sources
of disturbances—or system errors—not associated with the power input of the equipment,
such as electrostatic discharges to the equipment enclosure or cables, radiated electromag-
netic interference (EMI), ground potential differences, and operator errors (see Figure 3-1).
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Figure 3-1—Sources of load disturbances (both internal and external)

3.2.4 Expectation of voltage sag disturbance

Power system faults occur on both sides of the meter, resulting from power system equipment
failure or external causes (vehicle collisions, storms, human errors). These disturbances can
range from a momentary voltage reduction to a complete loss of power lasting for minutes,
hours, or days. Their accidental origin makes them unpredictable, although the configuration
of a power system and its environment can make it more or less prone to this type of distur-
bance (see Key [BlZ]).2 Figure 3-2 shows typical number of sag events per year by severity
level, from a monitoring study conducted in the U.S.

3.2.5 Prediction of sag-related upset and damage

Low-voltage conditions are primarily upsetting to the equipment that cannot ride through
periods of reduced available voltage. However some automated processes may be disturbed at
a critical time where either the processing equipment or the end product may be damaged.
For example, a data processing system or network communication loss can corrupt the infor-
mation, while low-voltage trip of an automobile glass processing line may |eave overheated
windows sized to rollers or rough finished windows with blemishes or scars.

Typical low-voltage trip times based on lab testing for several different types of equipment
are asfollows:

a) Digital clocks: 1-10 seconds
b)  Microprocessor-controlled equipment (PLC, PC, TV, VCR, etc.): 1-20 cycles
¢) Induction motors: 10 cycle-seconds

2The numbersin brackets correspond to those of the bibliography in 3.10.
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d) Motor starters and contactors: 1-2 cycles

e) Adjustable-speed drives: 1 cycle-second (control dependent)

Number of Sags per Year

90%

o
80%

5 70%

20 _ 15

10

o 60%
50%

40%

30%

Magnitude Sag to %

20%

10%
0 0.2 04 0.6 0.8
Sag Duration in Seconds

Example data: Not intended to represent typical performance.

Source: EPRI [B5].

Figure 3-2—Sags per year for 222 sites (from 6/1/93 to 6/1/95)

3.2.6 Expectation of surge disturbance

Some disturbances occur at random and are not repeatable or predictable for a given site
athough statistical information may be available on their occurrence (see IEEE Std C62.41-
1991). Other disturbances, especially those associated with the operation of other equipment,
can be predicted, are repeatable, and can be observed by performing the operating cycle of that
equipment.

Lightning surges are the result of direct strikes to the power system conductors as well asthe
result of indirect effects. Direct strikes inject the total lightning current into the system. The
current amplitudes range from a few thousand amperes to a few hundred thousand amperes.
However, the rapid change of current through the impedance of the conductors produces a
high voltage that causes secondary flashover to ground, diverting some current even in the
absence of an intentional diverter. As a result, equipment connected at the end of overhead
conductors are rarely exposed to the full lightning discharge current. Indirect effects include
induction of overvoltagesin loops formed by conductors and ground-potential rises resulting
from lightning current in grounding grids or the earth.
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A lightning strike to the power system can activate a surge arrester, producing a severe reduc-
tion or a complete loss of the power system voltage for one half-cycle. A flashover of line
insulators can trip a breaker, with reclosing delayed by severa cycles, causing a momentary
power outage. Thus, lightning can be the obvious cause of overvoltages near its point of
impact, but also aless obvious cause of voltage loss at a considerable distance from its point
of impact. Clearly, the occurrence of this type of disturbance is unpredictable at the micro-
scopic level (e.g., specific site). At the macroscopic level (e.g., genera ared), it is related to
geography, seasons, and local system configuration.

Induction of surges by nearby lightning dischargesis aless dramatic but more frequent event.
The resulting surge characteristics are influenced not only by the driving force—the electro-
magnetic field—but also by the response of the power system—its natural oscillations. This
dual origin makesageneral description of the occurrenceimpractical, neverthel essaconsensus
exists on representative threats for various environments. Figure 3-3, the classic isokeraunic
map of the U.S., shows the average number of days that thunder is heard.

Source: Adapted from MacGorman et al. [B20].

Figure 3-3—Isokeraunic map showing number of thunderstorm days

Thunder heard indicates that a lightning discharge has occurred. It may be either from cloud
to ground, or within a thundercloud. Most discharges occur within thunderclouds. Cloud-to-
ground (CG) lightning occurs less frequently than lightning within clouds, but the CG is the
primary hazard to people or objects on the ground. Figure 3-4 shows a map of the average
annual ground flashes per square kilometer in the U.S. between 1989 and 1995.
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1989 - 1998 Average U.S. Lightning Flash Density
flashes / km / year

Lightning data provided by the U.S. National Lightning Detection Network
(Measured Lightning Flash Density Corrected for NLDN Detection Efficiency)

Source: Global Atmospherics, Inc.

Figure 3-4—Average annual cloud-to-ground flashes per km? per year
in the continental U.S.

Note that most of the continental U.S. experiences at least 2 CG flashes’km?/y. About one-
half of the areawill see 4 CGl asheﬂkmzly, which is equivalent to about 10 discharges/mizly.
The maximum flash densities are found along the southeastern Gulf Coast and the Florida
peninsula, where the values approach 20 CG flashas/kmzly. Overdll, about 20 million CG
flashes strike the U.S. each year, and lightning is clearly among the nation’s most severe
weather hazards.

It is useful to estimate how often a normal-sized structure, such as a house, will be struck
by lightning. For this, case data from the national lightning detection network are used to
identify the typical number of CG flashes. We assume that the house is located in a geo-
graphic region that has an average of 4 CG flashes’km?/y (see Figure 3-4). We also assume
that the area of the house is about 10 x 20 m? and that there will be a direct strike any time
a stepped leader comes within about 10 m of this area. In this case, the effective area of the
house is about 30 x 40 = 1200 m?, and the house is predicted to be struck, on average,
(1200 x 4)/1 000 000 = 4.8 x 10~ 3 times a year, or about once every 200 years. Another
way to think of this hazard is that, in the 4 CG flashes/km? region, 1 of 200 houses is pre-
dicted to be struck each year, on average.
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Load switching is a common cause of surges in power wiring. Whenever a circuit containing
capacitance and inductance is being switched on or off, a transient disturbance occurs
because the currents and voltages do not reach their final value instantaneously. This type of
disturbance is inescapable and its severity depends on the relative power level of the load
being switched and on the short-circuit current of the power system in which the switching
takes place. Switching large loads on or off can produce long-duration voltage changes
beyond the immediate transient response of the circuit. Whether the switching is done by the
utility or by the user isimmaterial from atechnical point of view, although the responsibility
may be the subject of a contractual dispute.

More complex circuit phenomena, such as current chopping, prestrikes, and restrikes, can
produce surge voltages reaching ten times the normal circuit voltages, involving energy levels
determined by the power rating of the elements being switched. These complex surges can
have very destructive effects, even on rugged equipment, and must be controlled at the source
aswell as mitigated at the loads.

The occurrence of load switching disturbances is somewhat predictable, but not necessarily
under controlled conditions. The introduction of power conversion equipment and voltage
regulators that operate by switching on and off at high frequency has created a new type of
load switching disturbance. These disturbances occur steadily, although their amplitude and
harmonic content will vary for a given regulator as the load conditions vary.

Electrostatic discharge is awell-known phenomenon, responsible for interference and damage
to electronic components and circuit boards when handled in a careless manner. However,
from the point of view of a power system engineer, electrostatic discharges do not represent a
significant threat because the high frequencies involved, just like in the case of the fast tran-
sient bursts, quickly attenuate the surge with distance. The discharge of electrostatic charges
built upon the human body or objects, can also inject unwanted voltages or currents into the
circuits. This phenomenon is associated with operator contact with the equipment (e.g., key-
boards, panel switches, connectors) rather than with the quality of the incoming power. Thus,
it is not included in the scope, but should of course not be ignored when troubleshooting
equipment problems.

3.2.6.1 Nature of lightning strike damage

Most lightning strikes cause damage as a result of the large current that flows in the return
stroke or the heat that is generated by this and the continuing current. If lightning strikes a
person, for example, the current can damage the central nervous system, heart, lungs, and
other vital organs. Also, many types of electronic circuits can be damaged or destroyed when
exposed to an excess current or to an excess voltage produced by that current.

If lightning strikes on or near an overhead electric power or telephone line, a large current
will beinjected into or induced in the wires, and the current can do considerable damage both
to the power and telecommuni cations equipment and to anything else that is connected to the
system. If alightning surge enters an unprotected residence by way of a power circuit, the
voltages may be large enough to cause sparks in the house wiring or appliances. When such
flashovers occur, they short-circuit the power system, and the resulting ac power arc can
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sometimes start afire. In these cases, the lightning does not start the fire directly but causes a
power fault; the power system itself does the damage.

When a building or power line is struck by lightning, or is exposed to the intense electro-
magnetic fields of a nearby flash, the currents and voltages that appear on the structure are
determined by the currents and fields in the discharge, and by the electrical response of the
object that is struck. The grounding system of the structure is a critical part of the equation
in determining what the response to the transient will be. For example, the voltages that
appear on the electronics inside a grounded metal building are frequently produced by the
fastest rising part of the return stroke current. This fast current excites resonant oscillations
on the exterior of the building (like the resonance of a bell) that then couple into the struc-
ture via apertures in the metal, such as doors and windows.

The exact mechanisms by which lightning currents cause damage are still not completely
understood. In the human body, the current heats tissue and causes avariety of electrochemical
reactions. In the case of metals, large currents heat the surface of the conductor by interactions
between the air arc and the surface, and theinterior of the conductor by electron collisionswith
the metal lattice. If this heat islarge enough, the metal melts or evaporates (see Figure 3-5).

Figure 3-5—Lightning damage to electronic circuits on a circuit board

3.2.6.2 Nature of surge effects in power and communication systems

Power line surges, whether caused by lightning, circuit switching, or other events, typically
represent the biggest threat because of larger exposure aress than, for example, a lightning
strike. Although damage in the electrical wiring may occur, interactions between power line
surges and victim equipment is the main concern. Consider the devices and equipment that
may become the victims of asurge, and their failure mechanisms. After-the-fact investigations
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and experimental data show a wide range of surge-related upset and failure mechanisms.
These include insulation breakdown, flashover, fracture, thermal and instantaneous peak
power overloads, and dV/dt and di/dt limits being exceeded. The following list gives some
generic types of surge victims and the typical failure or upset mechanisms:

a)

b)

0

d)

Electrical insulation breakdown or sparkover

Thefailure mechanism (breakdown or sparkover) is principally afunction of the surge
voltage, and rise time of the leading edge. Failure rate increases as surge magnitude
and/or rise time increases. Insulation is to be taken in the broadest sense of solid or
liquid material separating energized conductorsin equipment, clearances on a printed
circuit board, edges of semiconductor layers, etc. A distinction must be made between
theinitial breakdown of insulation, related to voltage only, and the final appearance of
the damaged insulation, related to the total energy dissipated in the breakdown path.
In another situation, the insulation of the first turns of awinding may be subjected to
higher stress than the others as the result of the uneven voltage distribution resulting
from a steep front rather than only the peak value of the surge.

Surge protective device failure

Normally the voltage across the device is essentially constant, and the energy is a
function of the surge current level and duration. One failure mode of such a device
will occur when the energy dissipated in the bulk materia raises the temperature
above some critical level. Failure modes associated with the current level, such as
flashover on the sides of a varistor disc, failure at the boundary layers of the varistor
grains, or fracture of large discs, have also been identified and may not be related to
energy.

Semiconductor device damage

Inadvertently, devices such as thyristors responding to the rate of voltage change can
be turned on by a surge, resulting in failure of the device or hazardous energizing of
the load they control. In a similar way, a triac may be turned on by a voltage surge
without damage, but till fail by exceeding the peak power limit during a surge-
induced turn-on with slow transition time.

Power conversion equipment nuisance trip

An example of this is a front-end dc link where the filter-capacitor voltage can be
boosted by a surge, resulting in premature or unnecessary tripping of the downstream
inverter by on-board overvoltage or overcurrent protection schemes.
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e) Data-processing equipment malfunction

f)

In this case the malfunction (data errors), not damage, may be caused by fast rate of
voltage changes (capacitive coupling) or fast rate of current changes (inductive
coupling) that reflect the initial characteristic of the surge event. This response is
insensitive to the “tail” of the surge, where all the “energy” would be contained
according to the misleading energy-related concept.

Light bulbs fail prematurely

Lamps may withstand the short burst of additional heating caused by a few microsec-
onds of surge-caused overcurrent. However, they also fail under surge conditions
when a flashover occurs within the bulb, triggering a power frequency arc that melts
the filament at its point of attachment. This is another failure mechanism originating
with insulation breakdown.

Table 3-1 presents a matrix of surge parameters and types of equipment, showing for each
type of victim which surge parameter is significant or insignificant. The authors have sought

to identify all types of potential victims (and invite additions to thislist).

Table 3-1—Surge parameters affecting equipment failure modes

Surge parameters
Type of equipment
ypeorequip Source Peak Maximum Tail Repetition 12tin
impedance | amplitude | rateof rise duration rate device?
Insulation
- Bulk X X
- Windings X X
- Edges X X
Clamping SPDs
- Bulk X X X
- Boundary layer X
Crowbar SPDs X X
Semiconductors
- Thyristors X X
- Triacs X X X X
-1IGBTs X X
Power conversion
- DClevel X X X X
- Other X X
Data processing X X X
malfunction

aThel%t inthe deviceis actually the result of the combination of surge parameters and device response to the surge. Like

other power- and energy-related equipment stress, 1%t isnot an independent parameter of the surge.
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3.2.7 Measurement of power quality

There has been atendency to attribute disturbances and failures to power surges, aterm often
used by the media but rather ill-defined. The ambiguity results in part from an unfortunate
dua definition of the word surge.

a) To some people, a surge is indeed the phenomenon being discussed here, that is, a
transient voltage or current lasting from microseconds to at most a few milliseconds,
involving voltages much higher than the normal (two to ten times).

b) To other people, a surge is a momentary overvoltage, at the frequency of the power
system, and lasting for afew cycles, with voltage levels slightly exceeding the five to
ten percent excursions that are considered normal occurrences.

The term swell has been adopted by this recommended practice to describe this second type
of overvoltage; perhaps one day it will supplant the usage of surge for that meaning. It would
be a mistake to attempt protection against these long-duration power frequency swells with a
surge protective device that is designed to absorb large but short impulses of energy. Thereis
a growing recognition that the horror tales of surge protective device failures are more likely
to be caused by swells rather than by large surges.

Nonlinear loads draw nonsinusoidal currents from the power system, even if the power sys-
tem voltage is a perfect sine wave. These currents produce nonsinusoidal voltage drops
through the system source impedance, which distort the sine wave produced by the power
plant generator. A typical nonlinear load is a dc power supply consisting of rectifiers and a
capacitor-input filter, such as used in most computers, drawing current only at the peaks of
the voltage sine wave. This current has a high third harmonic content that has also created a
new concern, that of insufficient ampacity of the neutral conductor in a three-phase system
feeding power supplies (see Chapter 4 for adiscussion of this problem).

3.2.8 Power quality survey data

Power quality site surveys have been performed and reported by a number of investigators.
However, the reports are difficult to compare because the names of the disturbances and their
thresholds vary among the reports. Manufacturers of disturbance recorders have defined the
events reported by their instruments at some variance with other sources of definitions. To
help resolve the confusion, |EEE Std 1159-1995 provides unique definitions for each type of
disturbance. The results of this effort, however, will take some time to be generally recog-
nized and accepted. In the meantime, terms used by different authors might have different
meanings, leaving on authors the burden of defining their terms and leaving for readers the
burden of being aert for possible ambiguities.

One example of such ambiguities occurs when attempting to summarize data from different
surveys. For instance, two surveys have been widely cited (Allen and Segall [B1] and Gold-
stein and Speranza [B7]); each was aimed at defining the quality of power available for the
equipment of concern to the authors. As a result, each author categorized the disturbances
according to the criteria significant to that equipment, including the threshold below which
disturbances are not recorded by the instrument. With hindsight, it is not surprising that the
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criteria were different; when comparing the data from the two surveys expressed in percent-
ages (leading to pie chart representations by some authors of application papers), a puzzling
difference was found. By analyzing the detail of the survey premises and definitions, the dif-
ferences can be reconciled to some extent (see Martzloff and Gruzs[B14]).

Advancements in power line monitoring technologies enable sophisticated analyses of the
electrical environment. Among the devel opmentsthat cleared the way for comprehensive, geo-
graphically dispersed power line surveys are automated data-acquisition software and remote
programming capability of multiple monitoring units. Three of the most recent comprehensive
power quality surveysinclude those conducted by the Canadian Electrical Association (CEA)
(seeHughes et a. [B9]), the National Power Laboratory (NPL) (see Dorr [B3]), and the Elec-
tric Power Research Ingtitute (EPRI) (see Sabin et al. [B19]), al conducted in North America.
The information collected during these three surveys provides a detailed picture of the
expected electrical environment in which end-use appliances are intended to be used. The
scope of each survey is described in the following paragraphs. (For a detailed description of
how the results of these surveys are being presented, see Dorr et al. [B4].)

a) CEA Survey

In 1991, the CEA began a three-year survey of power quality. The objective of the
survey was to determine the genera levels of power quality in Canada. The results
would serve as a baseline against which future surveys could be compared to deter-
mine trends. The results would also familiarize utilities with making power quality
measurements and interpreting the data gathered. Twenty-two utilities throughout
Canada participated in the survey, with a total of 550 sites monitored for 25 days
each.

Residential, commercial, and industrial customer sites were monitored at their 120V
or 347 V service-entrance panels. Monitoring was done at the service-entrance panel
because it was considered to offer a blended average of the power quality throughout
the customer’'s premises. CEA decided that monitoring further into the premises
could have made the results unduly influenced by electrical loads on an individual
branch circuit. Monitoring at the distribution feeder would not have shown distur-
bances originating within the customer’s own premises. Only line-to-neutral voltages
were monitored. Neutral-to-ground voltages were not monitored because neutra is
bonded to ground at the service-entrance panel.

b) NPL Survey

In 1990, NPL initiated a five-year survey of single-phase, normal-mode electrical dis-
turbances. The objective of the survey was to provide a large, well-defined database
of recorded disturbances that profiles power quality at typical points of power usage.
Single-phase, line-to-neutral data was collected at the standard wall receptacle. The
disturbances found at this point of utilization are often coupled into computers and
other electronic appliances. Data was collected from 130 sites within the continental
U.S. and Canada.
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The sites included a broad range of building locations, building types, building ages,
and population areas. Included were locations where participants felt they had power
quality problems and also those where no problems were perceived. The diversity of
locations yielded a representative climatic and geographic cross section of the U.S.
and Canada as well as arepresentative cross section of the major types of utility loads
(heavy industry, light industry, office and retail stores, residential, and mixed).

c¢) EPRI Survey

In 1992, EPRI conducted a survey to determine the quality of power on ac distribu-
tion feedersin the U.S. This project was intended to monitor and then to simulate the
electrical disturbances recorded at the selected feeders. Twenty-four geographically
dispersed U.S. utilities participated in the survey. The objective of the monitoring
portion of the survey was intended to provide a statistically valid set of datareflecting
the number and types of electrical disturbances typically found at ac distribution
feeders. The survey includes monitoring at 300 locations. Table 3-2 summarizes the
parameters of the three surveys.

Table 3-2—Summary overview of the CEA, NPL,
and EPRI power quality surveys

Survey | Monitorperica | Qutiyddats, | tmber | et
CEA 1991 to 1994 530 550 Voltage
NPL 1990 to 1995 1200 130 Voltage
EPRI 1992 to 1995 5400 300 Voltage and current

80ne monitor month is 30.4 days of data from one monitor.

3.3 Grounding considerations
3.3.1 Grounding for safety

A lot has been written on grounding for industrial and commercial power systems. Proper
grounding is essential to safe and satisfactory performance of a power system. There are gen-
eraly three requirements for such grounding:

a) Providing alow-impedance path for the return of fault currents, so that an overcurrent
protection device can act quickly to clear the circuit;

b) Maintaining alow potential difference between exposed metal parts to avoid person-
nel hazards;

c) Overvoltage control.
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A very comprehensive discussion of these considerations, applicable to any installation, can
be found in other books in the IEEE Color Book Series: |IEEE Std 141-1993, |EEE Std 142-
1991, and | EEE Std 446-1995.

3.3.2 Referencing for performance

This aspect of grounding is much less well defined than the safety grounding practice. Elec-
tronic equipment and systems vary greatly with respect to noise and transient immunity.
Some el ectronic processing system configurations are very difficult to adequately ground in a
typical factory or office building installation.

Three particular system installation scenarios tend to experience more grounding- or refer-
encing-related upsets, surge damage, and undesired processing performance than others.
When these difficult installation scenarios are encountered then specia attention to ground-
ing detailsislikely to be required. A summary of what to look for is given in Table 3-3.

Table 3-3—Electrical measures and equipment symptoms of
difficult installation scenarios

Difficult installation
scenarios

Troublesome
electrical condition

Typical electronic
equipment symptoms

What and whereto
measure

1. Separately located
and powered compo-
nents of the same
system

Different signal refer-
ence levels or induced
currents on data cables

Temporary or chronic
data errors, hangs or
lockups, slow trans-
fers, more retries, or
1/0 damage

Measure for 60 Hz
voltage level between
equipment chassis

2. Multiple external
connectionsto ports of
asingle appliance or
system

Transient voltages and
currents at data and
signal port connections

Intermittent lock ups,
corrupted signals, or
damage of exposed 1/0
circuits and communi-
cation ports

Monitor for transient
voltages at equipment
terminals

3. A single appliance
or system sharing a
grounding path with
other equipment

Sray currents and
common-mode noise
in equipment ground-
ing conductor and on
data cables

Random data errors or
dow transfer, particu-
larly in analog- rather
than digital-based
systems

Check for stray cur-
rents above 1-2 A in
green-wire ground

3.3.3 Difficult installation scenario 1—An electronic processing system with
separately located and powered components interconnected by data or con-
trol cables

Here the trouble is different system components (e.g., a computer, a printer, a data network,
an industrial process control, or a PC-connected security system) interconnected by data
cables and powered from different circuits in the building electric system. This arrangement
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is often vulnerable to differences in ground reference voltage levels between components or
induced currents in data lines, which occur by connection of data cable grounds. For exam-
ple, along printer cable RS-232 interface, or a network coax cable shield connected between
different processing system components experience differencesin ground reference voltages.

The ground referencing problem scenario has two critical factors to look for. First, it occurs
where one component, such as the printer, is ground referenced to another system compo-
nent, such as the PC, via data line. Second, the electronic components in this scenario are fed
by different branch circuits or from different points in the power system, as shown in
Figure 3-6. The data cable link may have either one or both ends of the cables grounded to
the equipment chassis. With both ends grounded, transient or steady currents will flow on the
link. With only one end connected, transient or steady voltages appear at the open terminal.
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| L | |
. crr | | PRy NET
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Figure 3-6—CPU and peripheral interfaces with various wiring and circuit
reference grounding paths

These conditions sometimes cause data-transfer problems during transient events such as surge
currents or voltagesin ground conductors. Typical equipment symptoms of areferencing prob-
lem are temporary data hangs, slowdown of data transfer, multiple retries and permanent lock
ups, or in the worst case, I/0 damage. However, sensitivity varies between electronic equip-
ment models and designs because of differences in upset thresholds, dependence on stable
ground reference, and degrees of data line isolation.

Site conditions that may lead to ground referencing problemsin an electronic processing sys-
tem are
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a) Long data cables, e.g. RS-232 longer than 8 m (25 ft), and coax and twisted pair
longer than 30 m (100 ft).

b) Long distances from a common power reference, e.g., when any of the components
(servers, printers, or PCs) are on a different branch circuit, different power panel, or
in the worst case, a different power service entrance.

c¢) Exposureto transient currents in nearby conductors (which induce current transients
when the cable shield is connected at both ends and voltage transients when the cable
shield is connected at only one end).

3.3.4 Difficult installation scenario 2—A single electronic component has con-
nections to more than one external utility system

In this arrangement the trouble is that one electronic component (such as a modem or PC) is
referenced to more than one external system, and may experience transient voltages and cur-
rents between these systems. Typical external system connections include electric power,
telephone, cable TV, and local area networks. These separate utility systems are difficult to
maintain at the same voltage level, especially if they are grounded at different locations and
enter the building or equipment area from different sides. This condition invites exposure to
upsetting or damaging transient voltage problems.

The typical symptoms are slowdown of data transfer, retry, lockup and even damage of
exposed 1/0 components. Key variables that will determine the likelihood of transient over-
voltage problems are

a) How far apart the different systems enter the building or area in the building where
the processing system is located; and

b) How effectively the different systems' ground references are bonded together.

Figure 3-7 shows the typical example of exposure to transient voltages for afax machine con-
nected to the telephone system.

Lightning
Fax
Electric Machine I~
Service
Entrance ’
Damage Tele

| Voltage Difference —>

Figure 3-7—Impact of transient voltage surge in the telephone system on
a fax machine
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If the power line surge momentarily raises the fax machinetip or ring reference level, then the
entire surge voltage may appear between the tel egphone line interface and the power cord of the
fax. Signal interference or tuner damage may be expected. An isolated/insulated grounding
(IG) circuit is not going to help in this scenario because it does nothing to equalize voltages
between different system interfaces with equipment. In fact an |G is likely to exaggerate this
problem by eliminating local ground bonds.

Transient upset or damage problems also can occur when a data modem is connected to the
local telephone and power systems. The telephone jack input to the modem becomes the
point where the two utility systems come together. This interface may experience alarge volt-
age difference between the two utility systems when a surge current is induced in one of the
utility systems and not in the other. Such transient potential differences can be equalized by
referencing all external conductors to the same ground window.

3.3.5 Difficult installation scenario 3—An electronic processing system with
power, data, or control cables exposed to stray currents

In this scenario the trouble occurs when several different processing system components (i.e.,
a computer, a printer, a data network, a server, etc.) are physically separated, but intercon-
nected by various data cables, and may be fed by different branch circuits of the same electric
power system. This arrangement may be vulnerable to stray currents in power or data lines,
which enter via bonding of power grounds or the connection of data cable grounds and cable
shields. For example, an RS-232 printer interface cable or the shields of network coax cables
are grounded at both ends. Also the grounding conductors of power circuits are bonded to
metal enclosures and the building grounding electrode system. Here bonding may promote a
stray current problem.

Stray ground currents and common-mode electrical noise between components of the system
cause either voltage differences or EMI of data communications. Stray currents are more
likely to occur when branch circuits feed a variety of electronic and other equipment, and
thereislittle or no control over the type and condition of the other equipment sharing the cir-
cuits. Symptoms that may be observed when these conditions exist are seemingly random
electronic process or data transfer upsets, particularly in digital- rather than anal og-based sys-
tems.

3.3.5.1 Stray currents and voltages related to isolated grounding techniques

To recognize the presence of stray ground currents and related voltages, look for symptoms.
Stray ground currents usually exceed the normal mA-level leakage on the ground conductor
expected from various connected load equipment. When these currents flow, the normal wir-
ing impedance leads to stray voltages. Conditions that cause stray currents are sometimes
transient (as opposed to continuous). For example, stray ground currents come from an elec-
trostatic dischargeto ametal enclosure, faultsinwiring or equipment, and capacitive-coupling
from nearby circuits when equipment is energized or a surge current isin the area. However,
miswiring in building electrical circuits or inside connected equipment is probably the most
common cause of stray ground currents.
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Typical wiring errors that allow stray ground currents. Wiring errors such as neutral-to-
ground bonds in subpanels, neutral-ground reversals in receptacles, or miswiring in
equipment are a common cause of stray currents. A neutral conductor that is inadvertently
grounded downstream of the main disconnect will alow normal currents to stray into the
ground system as shown in Error 1 of Figure 3-8. Error 2 describes another source of stray
current from a neutral-to-ground reversal wiring error in an electric outlet. Sometimes wiring
errors or component breakdown occursinside individual load equipment, such as an inadvert-
ent neutral-ground connection. This connection, which can cause stray ground currents, is
pointed out in Figure 3-8.

Conduit
Ground
Panelboard Load
Service
Entrance
—~
N
Conduit
Ground
Error #3; Improper N-G
oA connection in
{oad equipment (may
N Error #2: ocecur when a load
Neutral and ground offers an optional
G reversal at receptacle connection or a device
(typically an original connected N-G fails to
= wiring error overlooked ~ a shorted condition).
= / during ingpedctiqn oran
Error #1: error made during
Improper neutral to ground retrofit).

connection at an interior
panelboard (due to using
a service entrance
panelboard as an interior
panelboard).

Figure 3-8—Typical wiring errors on a branch circuit

Stray ground currents are intermittent currents in the green wire that exceed the normal mA
leakage current expected from various connected load equi pment. These currents are common
in virtually every power system and can occur under a variety of conditions, many of which
are transient (as opposed to continuous). For example, stray ground currents may come from
an electrostatic discharge to enclosures, short circuits in wiring or equipment, and capacitive
coupling from nearby circuits when equipment is energized or a surge is produced. However,
miswiring in building circuits or in connected equipment is probably the most common cause.
A neutral conductor that is inadvertently grounded downstream of the main disconnect will
allow normal currentsto stray.

These stray currents in the equipment grounding conductor or ground reference path can
cause variations in the ground potential levels throughout the equipment grounding system.
Inadvertent neutral-to-ground bonds or neutral-ground reversal wiring errors are probably the
most common cause of stray currents. Suspect stray ground currents or EMI when you have
these wiring conditions exist and symptoms of electronic processing upsets are observed, par-
ticularly in digital- rather than anal og-based data systems. For example, when random upsets
in existing electronic processing systems are occurring, branch circuits feed a variety of
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electronic and other equipment loads, and thereis little or no control over the type and condi-
tion of the other loads sharing the circuit.

3.4 Protection of susceptible equipment
3.4.1 General information

The concept of protection implies preventing a hostile environment from affecting suscepti-
ble equipment. Protection of the equipment against the hostile environment is the goal of the
technology of electromagnetic compatibility (EMC). Discussing the need for protection,
therefore, takes on two aspects: characterizing the environment and characterizing the sus-
ceptibility of the equipment. Disturbances to the environment have been briefly discussed in
the preceding paragraphs. More complete descriptions can be found in other |EEE standards,
such as |EEE Std 519-1992 and |EEE Std C62.41-1991.

One aspect that many protection strategies do not address is the significance of the rate of
change in voltage disturbances. Thisrate of change isimportant in two aspects:

a) A fastrate of change has greater capability of producing adisturbance in adjacent cir-
cuits by capacitive and inductive coupling; and

b) A dow rate of change can make ineffective a protective device based on inserting a
series inductance in the power line.

Detailed analysis of the rate-of-change issue is beyond the scope of this chapter, but
Figure 3-9 takes the concept one step further in identifying the issues.

3.4.2 Noise protection

Noise on the power line is generally understood as a disturbance of low amplitude, a small
fraction of the system voltage (and high frequency relative to the power system), while asurge
on the power lineis generally understood as a disturbance of larger fraction, or a multiple of
the system voltage. The boundary between the two phenomena is not clear, and documents
prepared by groups of different backgrounds and interest can vary on the definition of this
boundary. Noise effects are often lumped under the label of EMI and addressed by frequency-
domain-oriented specialists. Surge effects are generally addressed by time-domain-oriented
specialists more concerned with damaging effects than upset effects. These different points of
view are also reflected in Figure 3-3. IEEE Std 518-1982, Morrison [B17], and Ott [B18] pro-
vide comprehensive discussions of noise-reduction practices.
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Figure 3-9—Relationship between disturbance characteristics and their
effects on equipment

3.4.3 Surge protection

Surges can have many effects on equipment, ranging from no detectable effect to complete
destruction. In general, electromechanical devices withstand voltage surges until a dielectric
breakdown occurs, while electronic devices can have their operation upset before hard failure
occurs. At intermediate levels, progressively more intense upset occurs until breakdown takes
place. The semiconductor junctions of electronic devices are particularly susceptible to pro-
gressive deterioration. Definitions of the level beyond which a transient overvoltage becomes
athreat depend on the type of victim equipment. While electromechanical devices can gener-
ally tolerate voltages of several times their rating for short durations, few solid-state devices
can tolerate much more than twice their normal rating. Furthermore, data processing equip-
ment can be affected by fast changes in voltage with relatively small amplitude compared to
the hardware-damaging overvoltages.

The issue of survival or undisturbed operation of the equipment can be attacked in three
ways. eradication of the cause of surges (e.g., the elimination of lightning); building equip-
ment immune to any level of surges, no matter how high; or the obvious choice, finding the
best economic tradeoff. Moderate surge-withstand capability is built into equipment, and the
worst surges occurring in the environment are reduced, by application of suitable protective
devices, to a level that the equipment can tolerate (see IEEE Surge Protection Standards

Collection [B10]).
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L ow-voltage, end-user-type surge protective devices are often described as “transient suppres-
sors,” but their operation is really a diversion of the surge current through a low-impedance
path preventing the rise of high voltages across the load terminals. For large surge currents,
this diversion is best accomplished in several stages. The first diversion should be performed
at the entrance to the building, typically by conventional surge arresters rated for this duty.
Then, any residual voltage resulting from the action of the arrester can be dealt with by a
second protective device at the power panel of the computer room, or at the terminals of a con-
nected load, or both. In this manner, the wiring inside the building is not required to carry the
large surge current to and from the diverter at the end of abranch circuit. Such along path for
the current would produce inductive voltage drops in the branch circuit wires, resulting in a
rise of the neutral or grounding conductor terminals with respect to local grounds. A potential
problem, however, is associated with the multistage protection scheme; if not properly coor-
dinated, a downstream protective device may attempt to divert al of the impinging surge and
fail inthe process. Thus, proper attention must be given to coordination of cascaded surge pro-
tective devices (see Martzloff [B13]). Additionally, proper attention must be given to insuring
that surge protection on the power port is coordinated with the surge protection devices on all
other ports of entry to the equipment, such as modems, network cables, and printer cables.

3.4.4 Sag protection

Sag protection consists of providing some source of energy to make up for the momentary
loss of input power. Sag protection can vary from short ride-through provided by added
capacitance to a full UPS system (see 7.2.8, 7.2.9, |EEE Std 446-1995, and |EEE Std 1346-
1998 for more information). A more detailed discussion of sag immunity testing is given in
3512

3.5 Information technology equipment (ITE)
3.5.1 Powering ITE

The powering requirements for common office equipment such as personal computers, fax
machines, copiers, alarm systems, as well as awide assortment of consumer electronics prod-
ucts fall into a range such as £10%. All of these devices typically have some level of built-in
immunity to voltage variations, which can be defined by power quality performance testing to
define what is commonly referred to as the CBEMA-type curve or profile for the device
under test. A CBEMA curve approach is simply the application of atwo-dimensional grid to
plot the input voltage vs. time duration performance of any electronic appliance. These plots
are a useful way to compare the power quality performance of different electronic products.
In effect, this is the input vs. output energy performance for that product (or power supply)
because we are comparing the amount of input energy (either high, low, or nominal) to the
ability of the power supply to support its output load without interference or upset.

The classic example of this approach is the switch-mode power supply that is found in mod-
ern single-phase electronic products. The front end of the power supply is a bridge rectifier
with a bulk capacitor for energy storage. The input ac is converted to a dc voltage that isin
turn stepped down or converted to the appropriate dc voltages required by the output |oads.
Monitoring this output load voltage for “out of limits’ deviations, while injecting sags,
swells, transients, interruptions, and steady-state voltage variations at the input terminals to
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the power supply yields the input voltage vs. duration performance plot referred to as that

product’s “CBEMA-type curve.”

The susceptibility level of the equipment, however, is a subject that is more difficult to quan-
tify because it requires the disclosure by manufacturers of information that some are reluc-
tant to provide, lest it be misunderstood or misused. Nevertheless, the consensus process has
produced a useful graph of typical susceptibility levels—or the converse, tolerance levels for
single phase equipment such as personal computers, copiers, fax machines, and other ITE
devices. This graph has been widely published, but has been recently revised to more accu-
rately reflect the tolerance capabilities of the aforementioned equipment, and is reproduced
here as Figure 3-10. Note that the graph only addresses the magnitude of the voltage, with a
corresponding duration.

Part (a) of Figure 3-11 shows an example of power supply ride through avoltage sag, and part
(b) of Figure 3-11 shows an example of power supply ride through avoltage interruption. The
input voltage drops to zero and several cycles later, the output dc bus beginsto drop. For this
case, one data point would be plotted at 0V and 5 cycles, which is the point where the dc bus
dropped from 5 to 4.75 V. The arbitrary pass/fail criteria selected here is -5% of nominal or
4.75V dc for the 5V dc bus, which isalevel specified in many digital logic data books as the
lower limit for guaranteed performance of a given logic chip. Similarly, by injecting other
high- and low-voltage events at the power supply input terminal, and monitoring a low- or
high-output threshold, enough data points may be gathered to fill in or plot the CBEMA-type
curve for the example switch-mode power supply.

If the product being tested were an adjustable speed drive (ASD) instead of a PC power sup-
ply, some other arbitrary pass/fail criteria would have to be selected. In the ASD case, this
could possibly bethe speed in RPM of the output motor. Because thereis such awide diversity
in pass/fail performance criteriathat may be selected for a given product or a given process, it
is important to emphasize that the new CBEMA curve shown in Figure 3-10 is intended for
single-phase ITE and is not intended to reflect the performance of all electronic-based equip-
ment. There are simply too many variables, such as power supply loading, nominal operating
voltage level, and process complexity, to try to apply a“one sizefitsall” CBEMA curve.

3.5.1.1 History of the CBEMA curve

The origination of the CBEMA curve goes back to 1977 when the Computer and Business
Equipment Manufacturers Association’s (CBEMA) ESC-3 Working Group was asked to pro-
videtheir input into an energy performance profile for computer equipment that was proposed
for publication in |EEE Std 446-1995 (IEEE Orange Book). After some minor modifications
to the proposal, the ESC-3 Working Group approved this initial version of the curve, which
remained unchanged until early in 1996. Throughout the nearly twenty years that the original
version was published, it grew in stature from a simple curve describing the performance of
mainframe computer equipment (PCs were hot available), to a curve that was used to attempt
to define everything from specification criteria for electronic equipment to the basis of power
quality performance contracts between electric utilities and large industrial customers.
Obvioudly thisis quite an extension from theinitial intent of describing the power quality per-
formance of typical mainframe computers.
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Because of this elevated stature, the ESC-3 Working Group and several sponsors took on the
task of developing a curve revision that would be more representative of the power quality
performance of modern PCs and other ITE. The basis of this new curve is supported by tests
that were conducted on a representative sample of eight PC power supplies supplied by eight
different manufacturers. Armed with performance knowledge from the PC power supply test
results and some very insightful product performance input from the ESC-3 Working Group,
anew curve was defined that was more in line with the expected performance of modern elec-
tronic equipment. This new CBEMA curve is shown in Figure 3-10 with an overlay of the old
CBEMA curve. There is not much curvature to the new performance envelope, but it will
continue to be officially referred to as the “CBEMA curve” with afootnote stating that it was
revised in 1996 by the Information Technology Industry Council (ITIC), formerly the
CBEMA. The ITIC isthe new international representative of the I TE manufacturers.

3.5.1.2 Testing equipment to the new CBEMA limits

Because this new CBEMA curve has some carefully negotiated data points, each of these
points may be useful as criteriato test the performance of a given product. The description of
how to test to these points has been devel oped.

In general, testing on the RM S portion of the curveisto be performed with nominal linevoltage
applied to the power supply. For example, to determine whether a given product can withstand
an interruption of 20 mswithout upset, power is removed from the unit under test and the out-
put is monitored to determine whether or not that particular unit’s output remains unaffected
for at least 20 ms. Similarly, the data point at 70%-0.5 s can be evaluated by sagging the input
to 70% of nominal for 0.5 s and then bringing the input back to normal. If the output is unaf-
fected, then the product has met the criteria for this data point. It should be noted that the sag
to 70% may last longer than 0.5 s, but if the output is not affected until sometime after 0.5 s,
then the product has met the limit described by the new CBEMA curve.

On the high-voltage side of the curve, the testing is slightly more difficult because a transient
surge generator and an amplifier are required to test for the data points to the left of, and
including, the 3 ms duration point. A surge generator is used to inject |EEE C62.41-1991 and
|EEE Std C62.45-1992 [B11] defined “combination wave” transients [x] to determine if the
product is upset by a transient surge with an amplitude 500% of the nominal peak voltage
(850 V ey for 2170V nominal peak-rated product). The transient is applied at the 90° peak
of the nominal waveform or may be applied at other phase angles if desired. For the data
point at 200%-1 ms, an amplifier is used to simulate a capacitor-switching transient wave-
form. The amplitude of this waveform would be 340V (2 times peak) measured from zero to
peak if the unit under test israted 120V RMS. The initia ringing frequency (f) for this tran-
sient is determined by the equation

f=1/ )
where t istime (in seconds).
Thisyieldsafrequency of 1 kHz whenweplugin 1 msfor time. An example of the 200%-1 ms

capacitor-switching transient is shown in Figure 3-12.
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Figure 3-12—Sample capacitor-switching oscillatory transient

Similarly, the data point at 140%-3 ms is tested with a capacitor-switching waveform having
a zero to peak magnitude 1.4 times the nominal voltage peak and an initial ring frequency of
approximately 330 Hz. All points to the right of the 3 ms mark can be tested in a manner
identical to the testing described for the low voltage points, with the exception that a swell or
overvoltageis applied for the prescribed duration.

3.5.1.3 Evaluation of what the new CBEMA curve covers

Even with the new look, a CBEMA-type criteria has some important limitations. It is not in
itself sufficient criteria for typica office systems. This subclause identifies what should be
expected, and what cannot be obtained from a CBEMA-type criteria.

Most modern commercial buildings have a large amount of electronic data processing equip-
ment or I TE. These equipment are usually interconnected to form business-critical IT systems.
Often some sort of network links users internally and provides a window for communication
with the outside world. For these systems to operate trouble free in their electrical environ-
ment, the following three criteria should be met:

a)  Power should be provided continuously and with adequate quality;
b) Datalinks should operate as intended, without noise-related interference;
¢) Reference grounds should be at equal potentials and free of transient voltage shifts.

A wesak point in any one of these areas of the electrical environment will compromise the IT
system’s immunity.
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The CBEMA curve addresses most of criterion (a), excluding noise immunity. This criterion
is referred to as the energy delivery criterion. It is the voltage levels and durations at the
equipment terminals that represent acceptable energy delivered by the power system. For
example, during a short-duration, low-rms event, or sag, the CBEMA curve limit tells us the
time available before the ITE has insufficient energy to operate. At zero voltage, or outage,
the curve shows the ITE ride-through time, when no energy is delivered. A high voltage for a
short period of time, less than 10 ms, gives the ITE peak voltage limit, indicating too much
energy. For longer time periods both the overvoltage and undervoltage limits of the curve
indicate required RM S voltage regulation, or “criteria for the wrong potential energy.” These
energy-related criteria are covered well by the new CBEMA curve.

In contrast, criterion (b) is not related to energy, and here the CBEMA curve has only indirect
relevance. This data transfer criterion is concerned with the performance of data links and
interactions between power and datalines. For example, the CBEMA surge voltage withstand
is shown to be quite high at the ITE terminals, perhaps hundreds or even thousands of volts
peak. When these same surges are somehow coupled into data lines, a greatly reduced immu-
nity is anticipated. It may be said that the back door, or communication port entry, represents
an increased susceptibility not depicted by a power port-oriented CBEMA curve.

Likewise, criterion (c), referred to as equal references, may also bring a vulnerability level to
the IT system not depicted by the CBEMA. Considering two typical scenarios, a printer may
be ground referenced to a different point than the central processing unit (CPU) driving it, or
power to amodem may be referenced to adifferent point than its telephone serviceinput. Cri-
teriafor ground referencing or equalizing potential differences between grounds do not show
on the energy-related CBEMA curve. Yet a few volts induced by an otherwise harmless
power line surge may halt data transfer or damage an 1/0 interface.

So it can be seen that the latest CBEMA curveis necessary, but isonly a partial picture of the
required immunity limits in modern office electronic systems. It provides a very useful
energy- and power-interface criteria. However more work is needed to define other criteria
for the complete system, particularly for multiport I TE and their interconnecting networks.

3.5.2 Grounding ITE

All equipment incorporating at least two ports is classified under IT systems: a data port for
input and output of signals, and a power supply port. The data port can be linked to the public
telephone network, to a dedicated terminal, or to a communications bus or system. The sig-
nificant aspect of such equipment is its two-port configuration; in many instances, the power
port design and connections are regulated by one set of standards, while the data port is regu-
lated by another set of standards, if any.

Safety aspects of grounding practices are fulfilled with no conflict by power system design-
ers. On the other hand, designers of IT systems may have different criteria or practices from
those of the power system designers. Signal circuits are not always grounded by alow (zero)
impedance bond to their equipment (chassis, enclosure) ground. Some of these systems use a
reference that is grounded. Others use balanced pairs that may or may not carry their own
ground reference. However, at the high frequencies associated with disturbances, all circuits
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are capacitively coupled to ground, and to adjacent circuits. Therefore, noise can be injected
in these data circuits by power system ground or fault currents, by EMI from other systems or
lightning, and by other sources. Remedies to noise problems proposed by IT specidists are
sometimes at variance with the requirements for effective grounding from the point of view
of power system faults or lightning current protection.

One especially troublesome problem is that of systems featuring several elementsin different
locations, powered from different branch circuits, but linked by a data cable that carries its
own zero reference—a conductor linking the grounding connectionsin the different locations.
Under moderate conditions, the ground loop thus formed can couple noiseinto the signal path.
Under more severe conditions, such as a power system fault or a surge being diverted through
the grounding conductors, substantial differences can exist between the “ground” potential of
two distant elements of the system; thisdifferencein potential can cause component failuresin
the circuits.

3.6 Shielded, filtered, enclosed EMI/EMC areas
3.6.1 General information

EMI/EMC requirements are intended to limit the spurious emissions given off by elec-
tronic equipment and to ensure that electronic equipment is not adversely affected by such
emissions. Typical EMI/EMC requirements are contained in CFR 47 [B2] or in documents
promulgated by Technical Committee 77 (Electromagnetic Compatibility) of the Interna-
tional Electrotechnical Commission (IEC). The requirements implied by TEMPEST have
different motivations. TEMPEST is a government term referring to the concerns over com-
promising emanations from any information processing equipment. Many years ago,
Department of Defense personnel learned that it is possible to intercept the radio emissions
given off by electronic equipment and that, with the aid of computers, classified informa-
tion could be extracted from these signals by unauthorized parties. As the use of computers
has become more commonplace in the office and the “decoding” business, the probability
of such interceptions has increased.

TEMPEST requirements are usually achieved by placing a shielded enclosure around the
equipment emanating the compromising signal. EMC requirements are achieved the same
way. This metal enclosure reflects or absorbs the signals and attenuates them to an undetect-
able level. In recent years, TEMPEST interest has increased in hongovernment agencies.
Some computer manufacturers now offer TEMPEST shielded computers and peripherals for
commercial use.

3.6.2 Electrical safety requirements

Shielding hardware and power distribution system designed to meet the objectives of EMI/
EMC and TEMPEST must always meet the requirements of the NEC). In particular, the
grounding and bonding of shields and associated components must comply with Article 250
of the NEC. Distribution systems and equipment within the shielded area are bonded to the
interior of the shield while the outside of the shield is bonded to the facility grounding system

Copyright © 1999 IEEE. All rights reserved. 53



IEEE
Std 1100-1999 CHAPTER 3

(see MIL-HNDBK-419 [B15]). Although this external connection has little or no effect on
the equipment within the shield, it is essential to prevent the enclosure from reaching danger-
ous potentials relative to its surroundings.

3.6.3 Other requirements

A Faraday cage that provides an electromagnetic and radio-frequency shield enveloping the
equipment to be protected best describes the basic requirements of EMI/EMC and TEM PEST.
This shield isolates the protected circuits from spurious external signals and also attenuates
TEMPEST emanationsto levelsthat are too small to be intercepted or analyzed. To be usable,
this shield must have penetrations for personnel and equipment access, power lines, control
cables, and ventilation. The number of shield penetrations must be held to a minimum since
each penetration is a potential leakage source and will require additional maintenance. For
those penetrations that cannot be eliminated, proper construction to eliminate leaks is essen-
tial. Also, equipment and hardware installed within the shielded area must comply with EMI/
EMC requirements in order to tolerate any residual internal electromagnetic fields. Topologi-
cal grounding methods should also be employed. That is, each shielded region (topological
zone) should have a separate grounding system making contact with both the inner and outer
shield defining the zone (see Graf and Nanevicz [B8]). For more information on shielded
areas, see MIL-HNDBK-419 [B15] and MIL-STD-188/124 [B16].

3.7 Safety systems

Safety systems protect life and property from damage or loss due to accidents. For equipment,
the degree of protection should be based on the value and criticality of the facility. Personnel
safety is covered rigorously in the NEC and many other standards. Defining this degree
requires an in-depth knowledge of the installation and its function. The following questions
should be considered when designing these systems:

a) How long will it take to replace the equipment and at what cost?
b)  Can thefunction of the facility be performed elsewhere?
c¢) Lossof what key component would result in operation interruptions?

Safety systems can be as simple as a manually operated emergency power-off button, or as
complex as a fully interlocked system. However, the more complex afully integrated system
becomes, the higher the probability of system confusion or failure. Typical systems include
the following functions:

— Smoke and fire protection
—  Environmenta control

—  Smoke exhaust

— Fireextinguishing

— Emergency lighting

—  Security
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The interfacing of a safety system is generally unique for each installation and requires a
logical design approach. Through a well-defined logic matrix and sequence priorities, it is
possible to develop a system that can be maintained, modified, or expanded with little confu-
sion and minimum expense.

Generally, safety systems operate from 120V ac, 24V ac, or 24V and 12V dc. In any case,
these systems must remain powered at all times. The quality of the power supplied to these
systems is as important as that of the power delivered to the IT system. Disturbances in the
power supply of the safety system can cause shutdown of the protected system.

3.8 Coordination with other codes, standards, and agencies
3.8.1 General information

There is a large body of guidelines, standards, and codes that address the issues of power
quality, safety, and operational integrity of a power system and its connected equipment.
These documents are prepared by diverse organizations, including voluntary consensus stan-
dards such as the IEEE documents, national position standards such as the recommendations
of the IEC, safety standards such as those of the Underwriters Laboratories (UL), perfor-
mance standards prepared by users' organizations, interchangeable standards prepared by
manufacturers trade organizations, and regulatory standards promulgated by local and
national agencies.

While conflicts are not intended among these documents, the wide diversity of needs and
points of view unavoidably create ambiguities at best and conflicts at worst. Asindicated ear-
lier, however, the safety and legal aspects of any conflict mandate a prevailing role for the
NEC.

3.8.2 National Electrical Code (NEC)

The NEC is adocument prepared by consensus of a number of panels where national experts
develop a set of specific and detailed requirements. These requirements are based on long-
established practices, complemented by a permanent review process with a three-year cycle.
The NEC is generally adopted by loca jurisdictions, either in its entirety or with some
modifications, and thus becomes enforceable by local inspection authorities. Conspicuous
exceptions exist, however, in the domain of application: the power generation and distribution
facilities of electric utilities are not regulated by the NEC, but have their own safety stan-
dards; U.S. government facilities are not regulated by the NEC, although installations are
generally made in accordance with the NEC; some jurisdictions, notably large cities in the
U.S., have their own local codes that are usually based on the NEC with additional
requirements.
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3.8.3 UL standards

UL is an independent, not-for-profit organization operating in the field of public safety. It
operates product safety certification programs to determine that manufactured materials and
products produced under these programs are reasonably safeguarded against foreseeable haz-
ards. UL publishes standards, product directories, and other information. Approximately 500
published standards now exist. These standards are generally recognized by inspection
authoritiesin the U.S. Note, however, that there are other competent testing agencies that can
conduct certification programs based upon UL standards.

3.8.4 Other laboratories and testing agencies

Other laboratories and testing agencies have also performed tests on equipment, for the pur-
pose of listing or for providing an independent verification of performance. The Occupational
Safety and Health Administration (OSHA) requires listing only by a “recognized” testing
agency, without defining such agencies.

3.8.5 National Electrical Manufacturers Association (NEMA) standards

NEMA develops product standards, some of which are recognized as Accredited Standards
Committee standards. These standards are generally concerned with equipment interchange-
ability, but also contain documentation on operation and safety features.

3.8.6 National Institute of Standards and Technology (NIST)

NIST (formerly the National Bureau of Standards) is a U.S. government agency established
initially for the purpose of maintaining standards of measurements and calibration of instru-
ments, including tractability. Over the years, the role of NIST has expanded to include a
broad range of research activities. The staff of NIST is active in many standards-writing
groups, through individual contributions of experts in each specific field. However, NIST
does not promulgate standards in the meaning of documents such as IEEE, IEC, or ANS|
standards.

3.8.7 International standards

International standards are developed by adifferent processthan thetypical voluntary standard
process used in the U.S,, as exemplified by the present book. The prevalent set of standardsis
developed by the IEC, and covers most of the engineering and application aspects of electro-
mechanical and electronic equipment. Technical Committees involved in the development of
documents related to power and grounding include the following:

a) Technical Subcommittee 28A, for insulation coordination concerns. A report pre-
pared by this subcommittee (IEC 60664-1:1992) discusses in detail an approach
whereby overvoltage categories would be assigned to various types of equipment.
The overvoltage capability of the equipment would become part of the equipment
namepl ate information, ensuring proper installation in known environments.

b)  Technica Committee 64, for fixed (premises) wiring considerations.
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c) Technica Committee 65 WG4, for electromagnetic compatibility of industrial pro-
cess control equipment. This working group has produced and continues to update a
family of documents addressing surge immunity, fast transients, and electrostatic dis-
charges (IEC 6100-4-1: 1992).

d) Technical Committee 77, for electromagnetic compatibility. Within the broad scope
of all possible disturbances to EMC, this committee is developing documents related
to conducted disturbances. These documents are generic descriptions and classifica-
tions of the environment, leading to the specification of immunity tests in general.
Detailed test specifications for agiven equipment are left to the relevant product com-
mittee.

3.9 References

This recommended practice shall be used in conjunction with the following publications.
When thefollowing standards are superseded by an approved revision, the revision shall apply.

IEC 60664-1: 1992, Insulation coordination for equipment within low-voltage systems—
Part 1: Principles, requirements and tests.®

IEC 61000-4-1: 1992, Electromagnetic compatibility (EMC)—~Part 4: Testing and measure-
ment techniques—Section 1: Overview of immunity tests. Basic EMC Publication.

IEEE Std 141-1993, IEEE Recommended Practice for Electrical Power Distribution for
Industrial Plants (|EEE Red Book).*

|IEEE Std 142-1991, |EEE Recommended Practice for Grounding of Industrial and Commer-
cial Power Systems (IEEE Green Book).

|IEEE Std 446-1995, |IEEE Recommended Practice for Emergency and Standby Power Sys-
tems for Industrial and Commercia Applications (IEEE Orange Book).

|EEE Std 518-1982 (Reaff 1996), IEEE Guide for the Installation of Electrical Equipment to
Minimize Noise Inputs to Controllers from External Sources.

IEEE Std 519-1992, IEEE Recommended Practice and Requirements for Harmonic Control
in Electric Power Systems.

|EEE Std 1159-1995, | EEE Recommended Practice for Monitoring Electric Power Quality.

SIEC publications are available from the Sales Department of the International Electrotechnical Commission, Case
Postale 131, 3, rue de Varembé, CH-1211, Geneve 20, Switzerland/Suisse (http://www.iec.ch/). IEC publications are
also available in the United States from the Sales Department, American National Standards Institute, 11 West 42nd
Street, 13th Floor, New York, NY 10036, USA (http://www.ansi.org/).

4IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, PO. Box
1331, Piscataway, NJ 08855-1331, USA (http://www.standards.ieee.org/).
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IEEE Std 1346-1998, |IEEE Recommended Practice for Evaluating Electric Power System
Compatibility with Electronic Process Equipment.
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Power Systems.

NFPA 70-1999, National Electrical Coded (NECLO).®
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Chapter 4
Fundamentals

4.1 Introduction

Successful, reliable operation of electronic equipment requires adherence to the fundamen-
tals of physics. This chapter reviews appropriate fundamental concepts, with the objective of
establishing an appreciation of how things work and their related failure modes. This focus
on fundamental s prepares the reader for recommended design practices given in Chapter 8.

Rapid changes in the electronics and communications industries make it aimost impossible
for design engineers to be expertsin al related disciplines. Therefore, a further objective of
this chapter isto forge a consensus on related design issues and the expression of these issues
viaacommon language.

4.2 Impedance considerations

An understanding of electrical impedance is fundamental to the design of power systems for
electronics. The total system impedance can be grouped into four fundamental parts. the
power source; the distribution; the load impedances; and very importantly, the grounding/
bonding system’s impedances (e.g., power/safety and performance parts). It is important to
note that the nature and magnitude of these impedances vary with frequency. The impedances
and their frequency-related considerations are discussed in this clause.

4.2.1 Frequencies of interest

The most distinguishing characteristic of power systems and the associated grounding/bond-
ing systems for electronic equipment isthat they must behavein an orderly fashion from dc to
tens of megahertz. Thistotal frequency range can be conceptualized as two distinct frequency
ranges. a power/safety range and a performance range.

4.2.1.1 Power/safety range

The power/safety range typically encompasses a frequency range from dc to severa tens of
harmonics above the power source’s nominal frequency (e.g., 60 Hz). Harmonics as high as
the 50th are typically of interest, placing the upper frequency limit to about 3 kHz for the
power/safety range. Note that thisis all well within the audio frequency range. Impedancesin
thisrange tend to be dominated by lumped resistance, inductance, and capacitance. Designers
of typical industrial and commercial power systems are generally familiar with the needs and
design standards of this frequency range, especially in relation to safety issues [see the
National Electrical Code” (NECY) (NFPA 70-1999)! and |EEE Std 446-1995].

L nformation on references can be found in 4.9.
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4.2.1.2 Performance range

Theterm performance range is defined here to be in the frequency range between tens of kHz
and tens of MHz. It iswithin thisrange that conducted, coupled, and radiated electromagnetic
energy in the conducted mode and both the near- and far-field modes can significantly impact
the operational performance of most forms of el ectronic equipment.

The upper portion of this range has historically been the domain of radio-frequency engi-
neers, and in genera isidentified as a specialty area, distinctly different from power engineer-
ing. Accordingly, there is often a need to apply wave and transmission line theory to the
conductors and circuits operating in the performance range as the use of circuit theory is not
adequate once conductors achieve significant portions of a wavelength at a given frequency,
and this occurs with regularity over the performance range.

In general, once aconductor becomes approximately = 1/20 A at some given frequency, circuit
theory no longer applies, so wave and transmission line theory must be used to explain the
path’s conditions of impedance, how the current and voltage distribution occurs on it, and how
signals are reflected and propagated across it as functions of time and velocity factor in the
transporting medium. Nowhere is this more important than on grounding and bonding con-
ductor systems. Impedances in this range tend to be characterized by distributed resistive,
inductive, and capacitive elements, particularly at the higher frequencies (see NFPA 75-1999).

Wiring techniques that are adeguate in the power/saf ety frequency range are typically unsuit-
able for use over most of the performance frequency range, unless augmented by special
design techniques. These are discussed later in this chapter and are presented in recom-
mended practice form in Chapter 8.

4.2.2 Power source dynamic impedance

Knowledge of the power source’s dynamic impedance is key to the understanding of critical
load-source interactions. Power source dynamic impedance, Z, is the ratio of incremental
internal voltage drop within the same source, dE, to the incremental 1oad current supplied by
that source, dI; i.e.,

Q.

z:—'lE

Impedance of a power source can be further delineated as being a static or dynamic internal
impedance, forward transfer impedance, and output impedance. These basic concepts of
source impedance can be illustrated by a simplified equivalent diagram of a transformer.
Figure 4-1 shows such a diagram where, for purposes of clarity, the magnetizing inductance
of the core is neglected, as are other stray coupling paths.
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Figure 4-1—First order model of transformer impedances

4.2.2.1 Internal impedance

Internal impedanceis theimpedance of the power source at its design frequency. In practiceiit
is more convenient to express this as a percentage that can be applied for whatever range of
kVA that the subject transformer is available in. For example, the determination of a trans-
former internal impedance (%2) istypicaly done at field level per Equation (4-1).

|
%Z = 100 0] “ful-load [] (4-1)

[I short-circuit maximum

Theinternal impedance and %Z is often provided on transformer namepl ates.

Due to the method of testing in atransformer factory or test-stand setting, the calculation of
%Z requires knowledge of the following:

a) Theinput voltage necessary to make the current in a short-circuited secondary equal
to the rated current;

b) Therated input voltage.

Then, the transformer internal impedance, again expressed as a percent (%Z2), is the ratio of
item (@) to item (b), multiplied by 100.

Typical dry-type power transformers suitable for most types of electronic equipment areiden-
tified in IEEE Std C57.110-1998 [B29].2 These transformers tend to have impedances in the
range of 3-6% at their nominal design frequency (e.g., 60 Hz).

Two examples of %Z and its use follow:

— A transformer with a 5% internal impedance allows 20 times its rated current to flow
during short-circuit conditions [(100/5) = 20], assuming sufficient fault current is
available on its primary. This is more than sufficient to ensure swift operating times
for overcurrent protective devices clearing faults. Conversely, a 20%Z would limit
available fault current to no more than 5 times full-load current, and this would not be

2The numbersin brackets correspond to those of the bibliography in 4.10.
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sufficient to ensure a prompt operation of a main overcurrent protective device (at
least 10 times current is often recommended).

— Although not to be confused with the subject of voltage regulation, the %Z of atrans-
former does have arel ationship to load changes and output voltage stability asfollows:

A transformer with a 5% internal impedance also allows a 5% voltage variation to
occur on its output when a step change from no-load to full-load occurs. With atrans-
former of 2.5%2Z, thiswould be reduced to a2.5% variation. Conversely, a20%Z rating
would allow a 20% voltage variation and this may be too great for most electronic
loads to tolerate without malfunction (see FIPS Pub 94-1983).

It is desirable to have alow internal impedance, such that supply voltage variances are small
for normal swings in load currents. However, if the source impedance is too low, possible
short-circuit current can be excessive to the point that special circuit breakers or supplemen-
tary current-limiting fuses are required to interrupt fault current.

Note that to determine the full range of voltage variation from a transformer’s output under
varying load conditions, the impedance characteristics of the primary circuit supplying it
must also be considered. Such series impedance will act in concert with the transformer’s
%2Z, and will in almost al cases produce larger voltage variations than indicated above for
%Z done.

4.2.2.2 Forward transfer impedance (transformers)

Forward transfer impedance is an attribute similar to internal impedance, but at frequencies
other than the nominal power system’s fundamental frequency (e.g., 60 Hz). Forward transfer
impedance is often an important part of a transformer-based power conditioning device's
specification and the related performance claims made by its original equipment manufac-
turer (OEM). Forward transfer impedance assumes that a signal source exists on the input
side of the transformer and the secondary-connected load is the target. Knowledge of the for-
ward transfer impedance allows the designer to assess the capability of the power source to

a) Provideload current at the harmonic frequencies needed to preserve a suitable output
voltage waveform. Generally, the highest frequency of interest is 3 kHz for 50-60 Hz
power systems (h = 50), and 20-25 kHz for nominal 400 Hz power systems (whichis
also about 50 times the supply frequency).

b) Pass unwanted frequencies, such as transverse-mode noise, between the input and
output terminals.

Of the two above parameters, the second is more important in typical cases, such as where
transformer-based power conditioning equipment is being considered for an application.

A common method for determining forward transfer impedance of transformers (and filters) is
to measure simultaneously an input test signal voltage and short-circuited output current. The
ratio is the forward transfer impedance. Testing may be done at a single frequency of interest,
or more often it isundertaken over awide range of frequency to determine the overall bandpass
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characteristic for forward transfer impedance. This may be done by using a suitably amplified
output from asignal generator and plotting the results of several spot-frequency measurements.
Alternately, asweep signal generator with slow sweep-rate and slaved x—y recording indicator
may be employed for the dynamic development of bandpass curves.

Generally, the forward transfer impedance will increase with increasing frequency. During
testing, points of resonance may be encountered within the test frequency range and very
high or low impedances may be noted to occur at these points, depending upon whether the
resonance is from series or paralel parasitic elements. These resonances may act to further
beneficially attenuate, or to unwantedly accentuate, the transfer of signal across the trans-
former, again depending upon the type of resonance.

Itisdesirable to have aminimum forward transfer impedance at the nominal power frequency
(this relates to transformer efficiency) and impedance as low as possible for its low-order
harmonics (e.g., up to 50th harmonic). At frequencies above the 50th harmonic, a high value
of forward transfer impedance is highly desirable to attenuate transient voltages conducted by
the power system toward the load. In most cases testing should be undertaken to at least sev-
eral hundreds of kHz, and should not be stopped when the first or subsequent resonant points
are reached. Testing to at least 1 MHz is recommended.

4.2.2.3 Output impedance (transformers)

Output (reverse transfer) impedance of a power source is an attribute similar to forward trans-
fer impedance, but it describes the impedance of the power system as seen from the load
looking into the transformer from the secondary side.

If the load generates harmonic currents (e.g., it is a harmonic current source), then these cur-
rents circulate on the wiring system between the load and the power source in much the same
manner as fundamental currents do. Similar to fundamental currents, these higher-frequency
currents produce voltage drops across the distribution wiring system’s impedance and the
source's internal impedance—all of which algebraically add to (or subtract from) the power
system voltage. Therefore, the amplitude and waveshape of the line voltage can change signif-
icantly, and harmonic voltage waveform distortion results. Accordingly, it is very important
that the power source path (and particularly the supply transformer) have low-output imped-
ance to present to both the fundamental and to these harmonic currents.

At higher frequencies than those produced by the harmonics, a high-output impedance pro-
vides some beneficial filtering of high-frequency transients as generated from the load(s) (e.g.,
due to —e = L di/dt switching), and which can attenuate them before they can be unwantedly
impressed onto the transformer’s input supply circuit. Once this occurs, they are unwantedly
propagated upstream to other parts of the distribution system. Transformer output impedances
generaly rise with frequency, but parasitic reactances within the transformer can allow series
resonances that may lower output impedance at specific frequencies and unwantedly allow
these frequencies to easily pass across the transformer from the output to the input.
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4.2.2.4 Interwinding electrostatic shielding (transformers)

A solidly grounded bypass capacitor that creates a capacitive voltage divider and current
shunt can be introduced into the interwinding capacitance between the primary and second-
ary in thetypical isolation transformer by adding a metal foil between the windings, and then
by suitably bonding it in low-inductance fashion to egquipment ground within the isolation
transformer (see Figure 4-2 and Lewis [B34]). This has three major effects:

a) Interwinding short circuits are largely prevented due to the introduction of a solidly
grounded fault-current path as provided by the electrostatic shield (see Figure 4-2).

b)  High-frequency currentsin the common mode (CM) are capacitively shunted into the
grounding system in bidirectional fashion from either the primary or the secondary
circuits (see Figure 4-3).

c) The capacitive voltage divider action reduces the available noise voltage to be cou-
pled capacitively between the two windings (see Figure 4-3).

The benefits from effect (a) are obvious, but the conditions in effects (b) and (c) produce
mixed results. For example, the capacitive shunting action beneficially reduces the amount of
CM current coupled across the transformer from either direction, but also increases the CM
current flow in the grounding system the transformer and its shield are referenced to. With a
suitably designed signa reference structure (SRS) grounding system, per Chapter 8, thisis
not normally a problem. However, if nonrecommended grounding system designs are
employed this can be a significant problem—especially with single-point ground (SPG)
designs and most variations of them (see Chapter 8).

Also, if the shield's grounding/bonding conductor is not installed as a low-inductance path-
way, then per Figure 4-3 it can be seen that it will act to defeat the shunt and voltage divider
action provided by the electrostatic shield since it is an inductance added in conjugate with
the capacitance provided between the electrostatic shield and the associated faces of the
windings. Bypass capacitors must be grounded via low-inductance means if they are to be
fully effective, and if the exhibition of unwanted resonancesis to be avoided.

Electrostatic shielding can produce practical reductionsin CM noise transfer across the trans-
former in ranges from approximately —20 dB to —40 dB and sometimes to —60 dB across
some reasonably defined range of frequencies. This will be strongly influenced by specific
product design, number of phases, input and output voltage, kVA rating, and the physical size
of the transformer involved. Practical attenuation values above this are generally not realiz-
able in real-world installations of the transformer—particularly when the installation con-
formsto the requirements of the NEC. Typical industry-favored performance attenuation tests
based upon the MIL-STD-T-27(d) method, and which involve factory-specified and artificial
capacitive voltage divider actions, are generally not a valid means of determining the perfor-
mance of the electrostatic shielding system in practical cases (see Lewis[B34]).
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Figure 4-2—Typical electrostatically shielded isolation transformer
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Figure 4-3—Electrostatic shield in transformer that forms a capacitive voltage
divider within the isolation transformer for CM noise currents
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Adding more (ungrounded) shields to the primary and secondary windings and operating
them at their associated winding's line-voltage potential permits a beneficial reduction in
common-mode to transverse-mode noise conversion across the transformer. Severa tens of
decibels of attenuation across a wide range of frequencies can be realized by this ssimple
method of additional shielding.

At higher frequencies, where wave and transmission line theory must be used, the interwind-
ing shield appears as a point of impedance mismatch from which transient currents (and volt-
ages) can be reflected and re-reflected. This produces attenuation on the downstream side of
the point of impedance mismatch. Also, reflections initiated by travelling waves on the ac
power wiring to and from the shield, are also found on the grounding conductor(s) and
grounding system to which the shield has been connected for reference purposes. This latter
point is very important and underscores the reason that specialized broad-band SRS ground-
ing techniques, as discussed in Chapter 8, must be used when avoiding noise problemsin the
grounding system, as opposed to SPG and related hybrid designs.

4.2.2.5 Add-on filter components (transformers)

Transformers can be enhanced by using additional capacitors and inductors to create low-
pass filter arrangements that use the reactances of the transformer as an integral part of the
filter's design. If this is carefully done, the resulting low-pass filter will usefully attenuate
high-frequency transients above the filter's —3 dB cutoff point and within the energy han-
dling capability of the add-on reactances used in the construction of the final product.
However, as noted in 4.2.2.4, any noise current that is shunted into the grounding system
(e.g., via an electrostatic shield or any shunt-connected capacitors to ground) can cause
problems depending upon the design of the grounding system (see 8.5 and Lewis [B34]).

Transients with rise time in microseconds and ring frequenciesin the kilohertz range, such as
the ring wave defined in |EEE Std C62.41-1991, are not attenuated rapidly by typical power
transformers or building wiring (see |IEEE Std 141-1993 [B27] and Martzloff [B35]). Switch-
ing of reactive loads, such as transformers and capacitors, create transients in the kilohertz
range. Figure 4-4 and Figure 4-5 illustrate waveforms that are not unusual. It is on these and
similar types of transients that add-on filter components may be highly useful.

Electromechanical switching devices also interact with the distributed inductance and capaci-
tance in ac distribution and loads to create electrical fast transients (EFTS), as shown in
Figure 4-6. EFTs are associated with a broad band of frequencies.

4.2.3 Building ac distribution system impedance

The impedance of local electrical distribution systems is mostly resistive and inductive at
power frequenciesof most interest (60 Hz to 3 kHz, h =50) and mostly inductive and capacitive
at higher frequencies, especially above 1 MHz (see Table 4-1). Therefore, local ac distribution
wiring can be used to significant advantage in attenuating unwanted high-frequency noise volt-
ages and short first-transition time surges. Thisis made clear in |[EEE Std C62.41-1991 where
reference is made to the attenuation provided on long feeders and branch circuits as opposed
to short ones, and to the test waveforms used, which are designed to simulate the effects of
lightning (see Lee [B32]).
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Horizontal 5 milliseconds/division ~ Vertical 50 volts/division

Source: The Dranetz Field Handbook [B54].

Figure 4-4—Phase-neutral transient resulting from addition of capacitive
load to the electrical system

Horizontal 10 milliseconds/division Vertical 10 volts/division
Source: The Dranetz Field Handbook [B54].

NOTE—Neutral-ground transients must typically be measured at a panelboard that is
remote from the involved ac system'’s neutral-to-ground/chassis bond for ac system ground-
ing. Otherwise, the only voltage to be observed will be that developed across the N-G bond
jumper itself, and this is likely to be close to zero.

Figure 4-5—Neutral-ground transient resulting from addition of inductive
load from the electrical system
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Figure 4-6—Phase-neutral transient resulting from arcing and bouncing
contactor

Actua impedances of ac feeders and branch circuits vary considerably, due both to their con-
figurations and loads. For purposes of analysis and modeling, equivalent circuits of ac branch
circuits have been identified (see Golde [B15] and Sunde [B52]). Figure 4-7 depicts the
resulting ac branch circuit impedance for such amodel as reported in Golde [B15]. The gen-
eral behavior of impedance with frequency, shown in Figure 4-7, is typical for most ac feeder
and branch circuits; but actual impedances can vary considerably and resonances above
1 MHz can greatly alter the impedance behavior. It should also be noted that the commonly,
but incorrectly, assumed fixed characteristic impedance of 50 Q for ac distribution circuits
can contribute to significant errorsif used to calculate surge energy levels (see 4.6.6).

100

50~

IMPEDANCE ()

0 ] l
100 Hz 100 kHz 100 MHz

FREQUENCY

Figure 4-7—Typical ac distribution branch circuit impedance vs. frequency
(no load connection)
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(copper cable suspended in free air)

(a) #4 AWG building wire (25 mm?)

Table 4-1—Example cable impedances at high frequencies

IEEE

Std 1100-1999

@1MHz @ 10MHz @ 100 MHz
Lengthin L (uH)
ft (m) (>1MH2) Rf wL=2Z Rf wL=2Z Rf wL=2Z
Q) Q) Q) Q) Q) (kQ)
10 (3) 4 0.05 26 0.15 260 0.5 2.6
20 (6.1) 9 0.1 57 0.3 570 1.0 5.7
40 (12.2) 20 0.2 125 0.6 1250 2.0 12.5
60 (18.3) 31 0.3 197 0.9 1970 3.0 19.7
100 (30.5) 55 05 350 15 3500 5.0 35.0
(b) #4/0 AWG building wire (107 mm?)
@1MHz @ 10MHz @ 100 MHz
Lengthin L (uH)
ft (m) (>1MH2) Rf wL=2Z Rf wL=2Z Rf wL=2Z
Q) Q) Q) Q) (0)) (kQ)
10 (3) 3.6 0.022 23 0.07 230 0.22 2.30
20 (6.1) 8 0.044 51 0.14 510 0.44 5.10
40 (12.2) 18 0.088 113 0.28 1130 0.88 11.3
60 (18.3) 28 0.132 176 0.42 1760 1.32 17.6
100 (30.5) 50 0.220 314 0.70 3140 2.20 314

In the higher-frequency ranges where wave and transmission line theory predominates over
circuit theory, the typical feeder and branch circuit assumes the character of alossy transmis-
sion line of unevenly distributed impedance. It also presents itself with impedance
mismatched terminations at each end (and at any midpoint taps or other connections), which
produce reflections and re-reflections of transient currents (or voltages) being propagated on

the path.
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4.2.4 Load impedance

Electronic equipment typically contains motors, transformers, and rectifiers. Outputs of these
transformers and rectifiers are typically electronically regulated to provide constant voltage to
load circuits. Insight can be gained as to the nature and operation of these loads by analyzing
their basic components.

The basic components of (passive) load impedance each have a distinct variation with fre-
guency. Resistance, R, ideally does not change with frequency. Therefore, its curve is simply
a straight horizontal line, with a magnitude of R ohms above the frequency axis [see
Figure 4-8].

Inductive reactance, X, linearly increases with frequency (of the formy = mx + b). Inductive
reactance vs. frequency is plotted in Figure 4-9, with a slope equal to the inductance, L, of the
inductor and intercepting at the origin (X = wL + 0).

Capacitive reactance, Xc, is a hyperbolic function of frequency of the form yx = k, where the
frequency, w, is the independent variable and —1/C is the constant. Capacitive reactance vs.
frequency [X. = -1/(wC)] is plotted in Figure 4-10. From Figure 4-9 and Figure 4-10 it can be
seen that, as frequency increases, inductive reactance becomes the dominant factor.

3
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Figure 4-8—Passive load resistance vs. frequency
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Figure 4-9—Passive load inductive reactance vs. frequency
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Figure 4-10—Passive load capacitive reactance vs. frequency

4.2.5 AC system resonance considerations
AC circuits characteristically have

a) Capacitive and inductive elements; and

b) Themeansto transfer oscillatory energy between these elements.

At frequencies where the inductive and capacitive reactances are equal, resonance occurs and
the resulting effective impedance can be very high (parallel resonance) or very low (series
resonance).

If an ac current source exists at or near the circuit resonant frequency, the circuit voltage at that
resonant frequency can rise significantly, especially with little or no resistive load to provide
damping { e.g., reduction of “Q” where Q is the quality factor [Q = (1/R)(L/C)” 2]}. The volt-
age or the current will be seen to dramatically rise depending upon where the measurement is
being taken in the circuit and whether the circuit undergoing resonance is of the parallel or
seriestype.

It isimportant to analyze the power system’s frequency response, with the object of avoiding
resonance problems. Most unwanted resonance conditions occur on power system wiring due
to the presence of power factor correction capacitors interacting with the inductance present
on the circuit. To alesser degree, but till of concern, is the contribution of the shunt capaci-
tors provided with LC low-pass filters on ac power entry ports of some types of electronic
load equipment. An example of power system resonanceis shown in Figure 4-11. These reso-
nances tend to occur at harmonically related frequencies to the power system'’s fundamental.
However, resonance conditions in the performance frequency range, as defined in 4.2.1, are
not unknown and can occur when the electrical system’s higher resonant frequencies are
excited by transient current events such as lightning, switching, and fault clearing. The result
is a high-frequency oscillatory, decaying current flowing in the resonant circuit’s path.
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Figure 4-11—Harmonic resonance conditions on typical
ac distribution systems

4.2.5.1 Series resonance

Series resonance on ac power systems results from the series combination of line/transformer
inductances and capacitor banks on the ac power system. Figure 4-12 shows all three reac-
tance elements superimposed on the same impedance vs. frequency graph. Series resonance
occurs at the frequency, wy, where X, | = [Xc|. The minimum circuit impedance also occurs at
the resonant frequency, wy, and is equal to the resistance, R, of the circuit. Series resonance
acts as a low-impedance path for harmonic currents at the tuned frequency of the circuit.
Series resonant currents on the ac power system flow (or oscillate) through the series resonant
circuit's elements, from their source of excitation (e.g., the power source, theload(s), or both),
and the intervening wiring and power transport components (e.g., transformers and overcur-
rent protective devices). In particular, nonlinear |oads acting as current sources at the resonant
frequency, provide current to the upstream circuitsinto which they are connected for ac power.

4.2.5.2 Parallel resonance

Parallel resonance results from “tank” (LC) circuits in the ac distribution system. A parallel
resonant circuit may be thought of as being a series-resonant circuit that has been short-
circuited back onto itself. Hence, at the resonant point where X = X, therewill be avery low
impedance and high levels of current being circulated in the resulting tank. There will also be
an appropriately high voltage being devel oped across each of the reactances due to the voltage
drop that the high current flowing through them at resonance creates. The terminals of the tank
circuit generally appear as points of nearly infinite impedance and maximum circuit voltage at
the resonant frequency. Internally, the tank circuit appears as a near short-circuit to the circu-
lating current, which islimited only by the resistive components R and Rac, present in the path.
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Figure 4-12—Series R-L-C circuit impedance vs. frequency

Due to the fact that parallel resonant paths represent very high impedances for currents at
their resonant frequency, they can create voltage-breakdown conditions on conductors and
components within, or connected to, the circuit. Harmonic currents at the resonant frequency
also may create conditions of high-harmonic voltage across the circuit’s terminals, which are
also connected to the ac source and its load(s). Thus, the resonant tank circuit appears as a
voltage source at the resonant frequency. The resonant tank circuit feeds the distribution sys-
tem in parallel with the fundamental voltage source. As a result, this frequency-dependent
harmonic voltage adds algebraically to the fundamental frequency voltage and to any other
harmonic voltage waveforms on the circuit, to produce harmonic distortion of the fundamen-
tal voltage waveform.

Parallel resonant circuits behave inversely to the series resonant circuit. They exhibit very
high impedance at resonance, whereas the series resonant circuit exhibits a very high admit-
tance (low impedance). A diagram of parallel resonance, Figure 4-13, appears similar to the
series resonance diagram, Figure 4-12, when voltages are replaced by currents, currents
replaced by voltages, and associated parameters are interchanged with their “inverse equiva-
lents’” (see Greason [B18]). The total set of terms utilized in Figure 4-13 and their equivalent
series resonance terms are as follows:
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Figure 4-13—Parallel R-L-C circuit impedance vs. frequency

Considerable current can oscillate between the inductive and capacitive storage elements of
the circuit when nonlinear |oads, with a characteristic harmonic near the paralléel resonant fre-
guency, exist in the circuit. Voltage distortion results from these high oscillating current levels.
Under certain conditions the oscillating currents can also emit el ectromagnetic energy, which
can interfere with adjacent signal circuits.

In summary, and by comparison, series-resonant circuit currents oscillate through the ac sup-
ply system paths and their source, while parallel-resonant circuits confine such current to the
paralel circuit's own loop. Therefore, series resonant circuits involve the supply, load, and
intervening wiring (and all power transport components in the wiring path), with current at
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the resonant frequency; and parallel resonant circuits impress voltages (at the resonant fre-
guency) on their source, load, and on the wiring system. These two conditions represent the
underlying mechanism for the production of the most common forms of harmonic voltage
waveform distortion on the ac wiring system.

4.2.5.3 Resonance on feeders and branch circuits

The conductors used to form feeders and branch circuits possess both distributed self-
inductance and distributed capacitance. These are called stray or parasitic reactances. The
self-inductance portion is series distributed in longitudinal fashion along the length of the
feeder, branch circuit, or both, while the capacitance portion is shunt distributed between all
conductors as well asto equipment ground a ong the same path. Equipment ground is defined
as any enclosing metallic raceway, a “greenwire” [e.g., an equipment grounding conductor
(EGC)], or nearby grounded metal if the raceway is nonmetallic. This arrangement formsinto
atransmission line with reactive circuit elements connected across the ends in the form of the
ac power source and load. Both series and parallel resonant conditions are thus capable of
occurring under proper conditions of excitement. Exciting current is generally provided by
switching in the load-source current path, although an exciting current can a so be introduced
from the equipment ground path via the shunt capacitance.

Loads, such as variable-frequency speed drives (VFDs) for motors, are known to be capable
of producing high-frequency currents sufficient to excite the resonant circuit in the feeder,
branch circuit, or both. Reflected waves from the motor and power source that oscillate
through the intervening wiring path are also associated with this action. This is particularly
true for the modern IGBT (or bipolar) drive used with pulse width modulation (PWM) tech-
niques since very fast transition times can be involved during the transistor’'s switching
between on and off states (on the order of between 50 ns and 200 ns), with switching frequen-
cies of between 2 kHz and 20 kHz. The natural resonant frequency of the typical long-branch
or feeder circuit between 15 m and 1000 m (49.2 ft and 3280 ft) and the involved ac source-
VFD combination is typically on the order of from 1 MHz to 10 MHz (see von Jouanne et a.
[B6Q]).

Theonly real damping or limit onthe“Q” of the resonant circuit in the feeder or branch circuit
is generally provided by the path’s resistance, which is in series with the oscillating current,
and this is typically not sufficient by itself to provide rapid damping. As a result, voltage
impulses (e.g., transients) on the order of from 1.3 kV to 1.55 kV can appear across the tank
circuit and hence the VFD load terminals (see von Jouanne et a. [B60]). Thisis highly detri-
mental to the motor insulation life span and can have similar detrimental or disruptive effects
to any electronic loads connected into the same circuit.

The foregoing condition can generally be ameliorated by the application of a three-phase, E-
core, series-connected choke of commercial design that provides some additional seriesresis-
tance and acts as a low-pass filter in the path of interest. The low-pass characteristic of the
arrangement ensures that only the unwanted high-frequency components of the current are
attenuated and not the lower-frequency ones involved with the efficient transmission of elec-
trical power between the source and load.
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Lightning, and in some cases ground faults, can similarly excite the long feeder or branch cir-
cuit resonances viathe shunt capacitance path from ground. Near-field coupling in the H field
from nearby sources of high-frequency noise sources can also induce excitation current into
the self-inductance of the resonant circuit of the feeder or branch circuit.

4.3 High- and low-frequency regimes defined

Throughout this book and in typical discussions about the control of electrica “noise”
surges, and lightning impul ses, the terms low frequency (LF) and high-frequency (HF) will be
used—typically without any useful definition being rendered at the point of usage. Accord-
ingly, this important subject is addressed in the following paragraphs, which must be under-
stood before going further into the material presented in this and some subsequent chapters of
this book.

This subject is important since techniques and explanations of things that are useful at a fre-
guency of 20 kHz or less are often totally unsuitable for use at higher frequencies. In similar
fashion, the electrical size of the circuit under discussion will have to be specified in order to
know how to discussthe circuit and what techniques need to be applied to control interference
of al types within it (see Goedbloed [B17]). Hence, we begin by defining the basic current
loop.

4.3.1 Definition of the basic current loop

A typical basic current loop is shown in Figure 4-14. Using circuit theory it can be seen that if
asinusoidal voltage Eg is used to drive a current |, in the closed loop to the load Z, , aong
path length L, all current and voltage events around the loop will be considered as occurring
instantaneously and in continuous fashion for the duration for which Eg is applied. Thisis a
low-frequency view of this circuit appropriate for dc and steady-state conditions, but does not
explain what happens at the moment of power application or removal, and at generally higher
frequencies, as will be explained.

However, it isthe electrical length of the current loop, defined by L,,, as the distance between
points |, and |}, that determines the point at which circuit theory, as discussed above, or trans-
mission line (wave) theory, as discussed below, is applied. This demarcation point between
the two regimes is called the boundary point.

Above the boundary point it is seen that not all things happen simultaneously in the current
loop—it takes time for things to occur and when they do, they occur sequentially with atrue
time lag for currents and voltages to travel around in the current loop. Here iswhere transmis-
sion line or wave theory must be used in order to explain what happensin the circuit since cir-
cuit theory does not allow for things that do not occur simultaneously. Note that the time it
takes a wave to move from point a to point b in a physical medium (e.g., awire) as opposed
to avacuum, is significantly longer than the speed of light.
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NOTE—This is a small circuit in relation to the involved current’s highest frequency wavelength if the
electrical distance between a and b is < 1/20A.

Figure 4-14—Typical basic current loop in low-frequency regime suitable for
circuit analysis

4.3.2 Velocity of propagation

The time lag for currents and voltages to travel around in the current loop, as discussed in
4.3.1, is properly defined as the velocity of propagation. Thistime lag is determined from the
timeit takes the first transition point (e.g., the leading edge) on the current waveform to make
the trip from point I, to point Iy, in the basic current loop (see Figure 4-14). This time is
strongly influenced by the relative permittivity, €,, and relative permeability, p, , of the path
so that the velocity, V, of the current’s propagation through the conductive medium is then
found using Equation (4-2).

v =S (4-2)
sl‘ ul‘
where
% is the propagation velocity in m/s,
c is the propagation velocity of an electromagnetic wave in avacuum (3 x 108 m/s).

NOTE—Units of € and p must be the same and cancel.

With the velocity of propagation known, the classification of the subject circuit into the large
or small category may proceed, with circuit theory typically applying to small circuits and
wave or transmission line theory to large circuits.
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4.3.3 Small and large circuits defined

For the most part, a small circuit, where circuit theory may be used with some confidence,
occurs when the amount of current change between |, and 1, is small and the change occurs
in the time determined using Equation (4-3):

t=-: (4-3)

t istime,
| isthe length of the path,
v is the propagation velocity.
Further illustration of the foregoing occurs when the period of a given sinusoidal current is

compared to the propagation time in the current loop as determined using Equation (4-3).
Therefore, using Equation (4-4),

t<<T (4-4)

where

t is the time in seconds from Equation (4-3),

T is equal to 1/fy, (the period of the waveform).
If, for some reason, it is not desired that the propagation time t be measured in order to deter-
mine if a large or small current loop is under consideration, the longest (e.g., worst case)

propagation path length (I) can be compared to the wavelength (A) of the sinusoidal current
being considered. Thisis done per Equation (4-5).

v = Af (4-5)

where

% is the propagation velocity from Equation (4-2),

A is the wavelength of the sinusoidal wave,

f isthe frequency in Hertz.
From an overall standpoint, the foregoing represents the view that the current loop under con-
sideration is considered to be a small circuit suitable for analysis using circuit theory, only

when the length of the current loop is much less than the wavel ength of the highest frequency
sinusoidal wave comprising the waveform on the path. Thisis represented in Equation (4-6).
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| << A (4-6)
where

| isthe length of the current loop’s path,
A is the wavelength of the highest frequency sinusoid in the given waveform.

The approximate ratio of the current in the loop between point |, and |, may be determined
via Equation (4-7).

I a

_ 2 Z
= |coskl + [——smkl} 4-7)
) Z

0

where

la isthe current at input of the loop,

I,  isthecurrent at the end of the loop,

k isequa to 217, i.e., the wavelength number,
I isthelength of the loop in meters,

Z,  istheloop's output-load impedance,

Z, istheloop’'sinput-source impedance.

Equation (4-7) may be presented in graphical form as shown in Figure 4-15. From this graph
it can be seen that up to approximately 0.1 A, the ratio of current for I, and I, is not great and
SO circuit theory can be used on the assumption that the current is flowing at all pointsin the
current loop at the sametime. In general, a0.05 A value is recommended to be used as alimit
in this area, and this coincides with the recommendations in this chapter and in Chapter 8 on
limiting the electrical length of a grounding/bonding conductor to no more than (1/20)A
(i.e, 0.05A), if it isto be effective as a means of equalizing potential across its length. Note
that at 0.1 A theratio of 1.4:1 for 1, and |, exists, and that thisis a point of —3dB. Such a point
is usually suitable for estimation purposes and relatively non-critical or low-susceptibility
equipment, but for most reliable operation of typical digital logic-based equipment, the cur-
rent ratio established at the (1/20)A point, as recommended herein by FIPS Pub 94-1983,
EPRI [B13], and by Ott [B44], isviewed as alimit.

4.3.3.1 Selecting circuit analysis or wave-transmission line theory

As explained previously in 4.3.3, in order to successfully apply circuit theory to the current
loop under consideration, the closed loop path, as measured in meters, must be much smaller
than the wavelength in meters of the highest frequency sinusoid comprising the waveform
under consideration. Thus, it can be assumed that after the leading edge of the impinging
waveform has arrived at the end of the current loop, its main body and trailing edge have not
yet cleared the input point of the loop—current is flowing simultaneously in al parts of the
circuit from the same waveform event and the use of circuit analysisisvalid.
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Figure 4-15—Ratio of current between I, and |, per Equation (4-7) as a
function of the current loop’s length

In the case where the leading edge of the impinging waveform under consideration has not
yet arrived at the end of the current loop, wave or transmission line theory must be used to
determine the response of the circuit during the time period it takes for the leading edge to
arrive. The reverse is also true when the trailing edge of the waveform departs the input end
of the current loop and when there is still current flowing in the remainder of the loop. In the
former case we deal with a strictly limited period of time for aturn-on event, and in the latter
case aturn-off event.

Hence, even with a small circuit, both circuit analysis and wave-transmission line theory
must be used to predict the performance of the circuit if afull explanation of its performance
is desired. Sometimes however, the concern can be limited to only the effects of the leading
edge or the period of time where current is simultaneously flowing in all parts of the circuit.
In this case, one analysis method or the other is applied depending upon what information is
needed, and the other is discarded.

In the typical event where an impulse is being considered and where it is fully contained on
the current loop (e.g., it istravelling down the current loop and its trailing edge has departed,
but its leading edge has not yet arrived), only wave-transmission line theory can be used to
explain the action and to predict performance.

The foregoing is best appreciated when it is noted that the typical “noise” impulse that unde-
sirably affects digital logic-based equipment is of relatively short duration and contains rapid
transitions. Thus, it is almost always necessary to use wave-transmission line theory to
explain and predict events on typical wiring paths, such as grounding and bonding conductors
in buildings that are used to interconnect items of electrical or electronic equipment. Since
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these conductors are lengthy in respect to the impulse’s duration, there is no hope that circuit
theory can be used to explain what is happening or is going to happen—so it must not be
used.

Nowhere is the above more important to understand than when the connection leads for typi-
cal LC filters or surge protective device (SPD) networks are being considered and where
grounding/bonding conductors are used in conjunction with ac-dc power, signal level (all
types), and telecommunications circuits that are associated with digital logic-based equip-
ment. Or, when specialized building grounding conductor systems that are many tens of feet
in length are being considered, such as typica SPG and related TREE designs, or “daisy-
chain” connections.

The foregoing grounding system philosophies are typically, but undesirably, associated with
some forms of process-control equipment, computer systems, and especially dedicated tele-
communications grounding conductor systems such as are installed in relation to the dc
power plant, but in almost all such cases are being misused for HF and surge-current control
grounding purposes. These are classic examples of large circuits that require HF wave-
transmission line theory approaches, but which are typically mistreated as if they are small
circuits that can be analyzed viacircuit theory, or asif they only operate at LF.

In summary, if best performance is required the current loop is kept within the recommended
limit of less than 1/20 A—especially where grounding/bonding conductors are concerned.
Then, it may be assumed that the circuit has simultaneous current flow to all of its partsand it
may then be treated with circuit analysis, which is much simpler to work with than wave-
transmission line theory.

4.4 Electric power supplier’s distribution system voltage
disturbances

Electric power suppliers (which may or may not be regulated utilities) in the U.S. generally
adhere to ANSI C84.1-1995 for the delivery of electrical power. This ANSI document pro-
vides guidelines for steady-state voltage tolerances, as shown in Table 4-2.

Reasonable continuity (e.g., continuous availability) of electrical power to the service at a
given site can generally be obtained from a connection to the electric power supplier’s distri-
bution system, however power quality cannot often be assured to the same degree as continuity.
Most electric power suppliers have available standard power reliability indices such as the
average service availability index (ASALI) (see Edison Electric Ingtitute [B11]).

The typical indices (such asthe ASAI) do not take into direct account the very short duration
interruptions (momentary interruptions) of power. Momentary interruptions, as defined in
these cases by the electric power supplier, generally are considered to be less than 2 min.
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Typically, momentary interruptions are the result of avariety of normal and abnormal opera-
tions in the electric power supplier’s distribution system (see |IEEE Std 446-1995 and Allen
and Segall [B1]). Due to the definition of a power interruption generally used by electric
power suppliersvs. the capabilities of electronic load equipment, distribution circuits that the
electric power supplier might consider to be reliable may be totally inadequate to the user of
electronic load equipment. It is advisable that users of electronic equipment work with their
local electric power supplier to determine operating characteristics of the particular distribu-
tion circuits in question, considering both the frequency of momentary interruptions and
other pertinent reliability indices—including power quality.

Voltage waveform disturbances at the electric power supplier's feeder level have been moni-
tored (see Allen and Segall [B1], Edison Electric Institute [B11], and Golde [B15]), and
compared and contrasted (see Martzloff and Gruzs [B37]). The general conclusion is that
line voltage sags are most frequent, and thus most likely to contribute to electronic load dis-
ruptions. They are followed by surges, interruptions, and swells, in lesser probabilities. The
actual percentage of each type of voltage disturbance varies with time, location, the
response characteristics, and the threshold settings of the particular power quality monitor-
ing instrument being used. All things being otherwise equal, these variances are most highly
influenced by the particular threshold settings utilized on the monitoring eguipment.

User equipment residing near locations where lightning enters the electric power supplier’s
distribution system will experience high-energy surge conditions via the building's service
entry wiring since it provides the interface to the electric power supplier’s ac distribution sys-
tem. But user equipment located at sites further away from the strike location most likely will
experience momentary sag conditions as opposed to surges. Thistypically occurs when one or
morelightning “arrestors’ located on the electrical supply system’s distribution wiring go into
operation, and are located between the strike point and the service entry of the user's site. The
momentary sags correctly result from deliberate current-shunting actions of the el ectric power
supplier’s lightning-protection equipment, which locally load down the ac distribution system
during its operation. To a degree this action can also be randomly duplicated by arcing to
ground from the conductors, or from insulator flashovers on the distribution system’s wiring.

4.5 Load and power source interactions

Interactions of interest between electronic load equipment and their power sources (and
sometimes their grounding systems) primarily result in transient disturbances or nearly con-
tinuous distortions to the system voltage waveform. Under the heading of “Voltage parameter
affecting loads,” Table 4-3 summarizes these sources of voltage waveform disturbances, dis-
tortions, and their general characteristics (see The Dranetz Field Handbook [B54] and
McEachern [B40]). When ameliorating these variances, it is often helpful to know their
related current waveforms. For example, certain source/load interactions (e.g., switching)
result in short first-transition-time voltage transients (surges). The reader isreferred to 4.6 for
adiscussion of surges.
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Table 4-3—Matching sensitive load and power source requirements
with expected environments

Typical immunity of electronic loads

Voltage parameter Typical range

affecting loads of power sources Normal Critical Units affected and comments

Over and undervoltage +6%, —13.3% +10%, —15% +5% Power supplies, capacitors, motors.
Component overheating and data
upset.

Swells/sags +10%, -15% +20%, —30% +5% Same as above.

Transients, impulsive and Varies: Varies: Varies: Dielectric breakdown, voltage

oscillatory, power lines 100-6000V 500-1500 V 200-500V overstress. Component failure and
data upset.

Transients, impulsive and Varies: Varies: Varies: Same as above.

oscillatory, signal lines 100-6000 V 50-300V 15-50V

ESD <45kV Varies widely: Varies widely: Signa circuits. Dielectric break-

10001500 vV 200-500V 1550V down, voltage overstress. Compo-
nent failure and data upset. Rapid
changes in signal reference voltage.

RFI/EMI (conducted) 10V up to 200 kHz Varies widely: Varies widely: Signd circuits. Data upset, rapid

(normal and common mode)  less at higher frequency 3V typica 0.3V typical changes in signal reference voltage.

RFI/EMI (radiated) <50 kV/m, < 200 kHz Varies widely Varies widely Same as above.

< 1.5kV/m, > 200 kHz with shielding with shielding

Voltage distortion 5-50% THD 5-10% 3-5% Voltage regulators, signal circuits,

(from sine wave) capacitor filters, capacitor banks.
Overheating, undercharging.

Phase imbalance 2-10% 5% max 3% max Polyphase rectifiers, motors. Over-
heating.

Current parameter Typical range Typical susceptibility of power sources

affecting sources of load current

Normal Critical Units affected and comments
Power factor 0.85-0.6 lagging 0.8 lagging < 0.6 lagging Power source derating or greater
or capacity source with reduced over-
<0.9lagging all efficiency.

Crest factor 14-25 1.0-25 >25 1.414 normal; impact function of
impedances at 3rd and higher har-
monics (3-6% Z). Voltage shape
distortion.

Current distortion 0-10% total rms 5-10% total 5% max total Regulators, power circuits. Over-

0-5% largest 3% largest heating.
DC current Negligible to 5% or <1% Aslow as 0.5% Half-wave rectifier |oads can satu-
more rate some power sources, trip cir-
cuit breakers.
Ground current 0-10A rms + noise and >05A <01A Can trip GFI devices, violate code,
surge currents causerapid signal reference voltage
changes.

Frequency parameter Typical range Typical immunity of electronic loads

affecting loads of power sources

Normal Critical Units affected and comments

Line frequency +1% +1% +0.5% Zero-Crossing counters.

Rate of frequency change 15Hzs 1.5Hz/s 0.3Hz/s Phase synchronization circuits.

Source: Based on FIPS Pub 94-1983.
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4.5.1 Transient voltage disturbance sources/characteristics

In this subclause, voltage waveform disturbances are considered to be that set of voltage vari-
ances on the power circuits of interest that are

a) Nonsinusoidal at the nominal frequency of the power source; and

b) Theresult of power-source and load characteristics, which interact with the interven-
ing impedances present in the associated ac building distribution system.

These disturbances in system voltage waveform tend to decay rapidly with time.

Load-related changes and switching events cause aimost al voltage disturbances that occur
between equipment and their power sources. Several common |oad-derived sources of volt-
age waveform disturbances and their relative characteristics are presented below.

4.5.1.1 Step loads

Step load changes are one of the most common sources of voltage disturbance. The basic
cause of the voltage disturbance is simply a change in voltage drop caused by the sudden
application or removal of load current and the power system impedance. Simply stated, when
load current abruptly changes, the voltage drop in the path also abruptly changes. Properly
applied ac voltage regulators tend to correct voltage drops within the power distribution sys-
tem, but only after atime delay that is an inherent characteristic of the feedback system used
in the regulator being utilized. All ac voltage regulators have a characteristic time-delay from
the sensing of avoltage variation on their output to the time of correction on their output, and
thisis mainly dependent upon the type of regulator technology chosen in each case.

4.5.1.2 Inrush currents (motors, LC line filters, and power supplies)

Inrush currents are associated with the initial energizing of motors, low-pass type LC line fil-
ters (e.g., with shunt capacitors connected on the supply side of the filter), and various ac-dc
power supplies (e.g., via the initial magnetizing current for an input transformer if one is
used, the initial filter capacitor after the rectifier, or both) are typically found in electronic
equipment.

AC motor starting (inrush) currents are about equal to the locked-rotor currents, which are
typically 5 to 7 times their rated full-load current. These inrush currents can require around
0.3 to 3.0 sto decay to steady-state values, depending on motor acceleration time and motor
load. DC motor-starting currents appear as rectifier loads on the ac power distribution system.

The initial energizing of transformers often create magnetizing current transients (e.g.,
“premag” currents). Inrush currents 10 to 20 times their normal full-load current can exist,
decaying in several cycles under worst-case conditions. Actual inrush currents will depend on
the phase angle of theinitial voltage waveforms and the state of residual magnetic (core) flux
from prior transformer energizing.
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Unless thetypical ac-dc power supply is equipped with a current-inrush limiting feature (e.g.,
“soft-start”), the initial capacitor charging current at power-on time can cause fairly high lev-
els of current inrush, especially when the capacitor is fully discharged and the initially
applied voltage is at its peak value. For example, typical ac-dc switch mode power supply
(SMPS) units often have no input transformer, but instead connect a full-wave, bridge recti-
fier directly across the ac line, which then directly feeds a large filter capacitor bank that is
used for bulk energy storage for the HF inverter stage that follows. This arrangement causes
the capacitor bank to be charged as much as possible on the first half-cycle of the applied cur-
rent, with the current only limited by upstream circuit impedances.

4.5.1.3 Fault currents

Fault currents represent an extreme case of transient current flow and thus ac line-voltage
disturbance. Depending on the power system impedance, severa orders of magnitude of
normal full load current may be available. Severe voltage reductions to adjacent equipment
usualy result until the fault is cleared. Motors that are running during the fault may act as
regeneration current sources and will dump additional current into the fault for up to several
cyclesin worst case conditions.

Some fault conditions do not result in high currents and may not cause overcurrent protective
devices to operate (e.g., arcing ground faults, under certain conditions). These faults often
create significant high-frequency transient voltages of large amplitude. Solidly grounded
power sources tend to minimize this type of fault and rapidly clear them when they do occur.

Fault currents entering and flowing on externally attached EGCs of al types (e.g., supple-
mentary grounding conductors) can pose a transient voltage problem to connected electronic
load equipment that, in turn, is interconnected between units by low-voltage logic, data, or
signaling cables. This occurs because the equipment grounding system often presentsitself as
a source of high transient voltage during ground faults due to the effects of —e = L di/dt
(neglecting the effects of any distributed capacitance). Transients devel oped across the induc-
tance of the involved grounding conductors can then destroy interface electronics at the ends
of the interconnecting cables, telecommunications cables, and on occasion, related ac-dc
logic power supply components.

4.5.1.4\oltage regulator interactions

Voltage regulators present themsel ves to the ac supply line asinverse loads, e.g., they increase
input current as input voltage decreases. For example, on atypical 14 input ac-dc SMPS con-
tained in an electronic load unit, an approximate 25% decrease in input line voltage generally
results in a corresponding 25% increase in rms input line current at the lower input voltage.
This rmsincrease of input current with decreased input voltage would a so occur on an ac-ac
line-voltage regulator that isinterposed between aload and an upstream ac power source. This
is independent of the primary to secondary winding ratio as long as percent is the means of
measurement. The shift in power factor that also accompanies this process will affect the
amount of rms current increase that will be seen for the corresponding voltage decrease, etc.
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Hence, avery low input ac line voltage to a singular voltage regulator may create conditions
of excessive current and additional unwanted line-voltage drop on the upstream branch circuit
(which worsensthe situation even further). Thismay cause problems ranging from overcurrent
protective device operation to conductor and connection overheating. Small, load-dedicated
isolation transformers in the path may also experience overheating due to overload and
increased harmonic current effects when this occurs.

When a single, large voltage regulator or groups of smaller ones are involved and their cur-
rents are combined at some point on the ac supply system, the increased current associated
with a low line voltage can become quite large. This poses overcurrent problems at points
such as panelboards, feeders, and upstream supply sources (e.g., transformers or alternators).
Additionally, thisincreased current causes additional voltage drop, and therefore even poorer
voltage regulation conditions, to occur on these paths.

Due to overloading on supply circuits, as described previously, any downstream circuits may
experience even lower rms line voltage to nonregulated loads (e.g., motors). Additionaly, all
downstream loads will experience generally increased voltage sag problems. This latter con-
dition occurs since the already low ac line means that the involved voltage regul ators are now
operating below nominal and closer to their input’s low-voltage limit. Hence, a small sag that
could otherwise be neglected, can cause a regulator to go out of its regulation band with
unexpected effectsto its served load(s).

Note that a low line voltage due to increased input current to a voltage regulator’s action is
compensated for by that regulator demanding a further increase in input current to again cre-
ate a stabilized output. Thus, a positive feedback (e.g., circular) condition exists and, under
certain conditions, can cause a system-wide overcurrent condition that leads to a power loss
due to the operation of an upstream main overcurrent protection device. This is especialy
possible with very wide input range voltage regulators that are operated at very low input
voltage (e.g., such as when an emergency or back-up ac power supply is in use and, due to
loading effects, is producing alow output voltage). It is also an expected condition when a 3@
voltage regulator is used and is of the type that can be operated under a 1& input line condi-
tion and still produce a nearly proper 3@ output. Under this set of conditions, the ./3 factor is
no longer operative on the input current equation and the full 3@ load output of the regulator
is converted to 1< current on the remaining pair of phases.

Note also that a line voltage regulator being operated under conditions of excessively low
input voltage may then produce a lower output voltage than nominal. Thus the SMPS loads
attached to the regulator see a lower than nominal line voltage on their inputs and then
demand increased current as a means of compensation. This effect then causes the line volt-
age regulator to have to supply even more output current with the usual effect that its output
voltage is again reduced, and so on. The fina effect occurs when the system no longer can
stay in regulation or an overcurrent protective device is opened and the whole involved sys-
tem shuts down.

Finaly, if poorly applied, any voltage regulator may negatively interact in the ac distribution

path. The result can range from a tendency to amplify ac line voltage disturbances to uncon-
trolled oscillations between an upstream (supply) and downstream (load) voltage regulator.
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This typically occurs due to sympathetic regulation time-constant problems between the
upstream voltage regulator and the regulator contained in the electronic load (see
FIPS Pub 94-1983). For example, closely matched ferroresonant transformers (FRT) oper-
ated in series have been seen to act like magnetic “flip-flops.” For example, this can occur
when an item of electronic equipment has an internal FRT and in an attempt to solve some
perceived power quality problem, someone plugs the equipment into an externally installed
FRT.

4.5.2 Potential impacts of transient voltage disturbances

Disturbances of the ac voltage waveform and their attendant current harmonics have been
shown to significantly impact both the ac distribution system and the electronic loads (see
FIPS Pub 94-1983 and Key [B31]). The most significant of these are discussed in 4.5.2.1
through 4.5.2.7.

4.5.2.1 Complete loss of ac power to electronic loads

Excessive motor and transformer inrush currents can exceed the time-current trip curves of
upstream overcurrent protective devices, causing an open circuit to electronic loads.

4.5.2.2 Short-term voltage variances

Temporary reductionsin the ac distribution voltage can be caused by significant step changes
in load current. Thisis particularly true for transformer and motor inrush currents, and large
load systems that dynamically switch on/off their subsystems (FIPS Pub 94-1983). The time
duration of these low ac voltages cause stored-energy problemsin power ac-dc power supply
filter circuits that can exceed their holdup (e.g. ridethrough) time. This acts as the equivalent
of an extreme ac line-voltage sag or longer duration interruption.

For example, the inrush current time is minimized when the motor is connected to an ac sup-
ply of low impedance since the motor’s current demands can be met by this kind of ac supply
without a significant concurrent low-input voltage condition occurring. However, if an ac
supply is used with significant impedance present within it, the resulting low line voltage due
to inrush current demands will cause the motor to take longer to reach its operating RPM and
thusits nominal current input. As aresult of this, it can be fairly concluded that using a volt-
age regulator to serve both motors and other loads that are affected by short-term voltage
variances is not a recommended practice without very careful engineering that correctly
accounts for these dynamic effects.

4.5.2.3 Transient phase shift due to reactive load changes
This effect is primarily the result of dynamic switching (on/off) of inductive and capacitive
load elements (e.g., ac motors and shunt capacitors). These large dynamic changes in load

current, fed by reactive ac circuits, result in voltage and current time-shifts on the ac circuits.

Due to the connection or disconnection of large reactive loads, a phase-shift condition rapidly
occurs between the circuit’s voltage and current on the involved circuit until the new point of
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equilibrium isreached. During this period of rapid power factor phase-shift transition any con-
nected dynamic loads such as voltage regulators, ac-dc power supplies, and motors will act to
readjust their output to compensate for whatever change in energy demand they require at that
moment. This produces momentary electrical disturbances on the upstream ac supply circuits
from these dynamic loads, which can be directly related to the “ slew rate” (e.g., rate-of-change
of time) between peaks or zero-crossings on the voltage, current, or both waveforms as they
seek to readjust to the new cycle-by-cycle timing conditions imposed by the reactive load
changes.

An additional problem can occur when atypical 3@ dry-type transformer is under consider-
ation and a variation in the time between zero-crossings of the ac voltage waveform can be
seen to occur due to phase-shift phenomena related to load changes on the secondary circuit.
In general the number of zero-crossings in atime period will still average out to 60 Hz, but a
variation in time can be seen on individual and several related cycles during the period of
interest. This can affect equipment that uses zero-crossings of the voltage waveform for timing
or triggering considerations where an operating window exists every 8.33 ms that is too nar-
rowly defined to allow a phase-shifted voltage waveform to be acceptable under all conditions.

4.5.2.4 SMPS input voltage selector

Certain SMPS designs have evolved for world-trade purposes where the ac line input to the
SMPS may be either 120 V ac (typically North America) or 240 V ac (typicaly European),
with the only difference being the type of input line cord assembly being used. Thisis gener-
ally accomplished by an electronic circuit in the SMPS that automatically connects its input
according to the ac voltage that is sensed on the line terminals. A momentarily high ac line
voltage can sometimes trigger this circuit into changing the connection from 120 V ac to
240V ac while operating on a 120V ac line. Unless the SMPS is equipped with atime-delay
or other form of protective circuit to prevent this, the problem can occur. The end result of
this unwanted switching action is a malfunction of the SMPS, which will affect its connected
load. This is not a problem on SMPS designs that have the input voltage set by manual
means.

4.5.2.5 DC bhus voltage detectors

A wide range of equipment that is dc operated, but powered from arectifier system that feeds
a dc bus, contains monitoring circuitry to detect when the dc bus voltage goes out of toler-
ance. Upon such detection a protective shutdown of the dc load is generally effected. Typical
equipment of this type is the variable-speed drive (VSD) in which a dc bus is used to power
an inverter, which in turn powers an ac motor.

The usual problem with the foregoing arrangement occurs when a surge or oscillatory voltage
is applied to the ac line input to the rectifier and which, after passing through the rectifier,
then results in a corresponding momentary and oscillating increase-decrease in the dc bus
voltage. A common cause of thisiswhen power factor capacitors are switched on-line by the
serving electrical power supplier, or when customer-owned capacitor banks are connected.
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Some unnecessarily sensitive solid-state uninterruptible power supply (UPS) equipment may
a so be affected by this phenomena, but the usual result in these casesis not a shutdown of the
UPS and its loads. Instead, a momentary no-break transfer to the synchronized bypass line
occurs so that operation of the connected loads goes on in unaffected fashion. However, such
unnecessary transfer switching is generally undesirable with a UPS and is therefore a poten-
tial problem.

4.5.2.6 Digital circuit data upset

Many of the aforementioned disturbances may occur with no other effect on the connected
electronic load eguipment except to create data transfer or storage errors in digital logic cir-
cuits. Since digital logic is also used within equipment for various control purposes, these
disturbances may also be seen to unwantedly activate power quality checking circuits, and to
trigger them into alarm or error status—often on an electronic system-wide basis. In addition
to error and alarm reporting, such circuits may aso be connected to cause the associated
equipment to be placed into a self-restoring standby state (e.g., temporarily off-line as part of
a power “fail-safe” operation) or to be placed into a full power-off state that can only be
recovered from by manual, and often complex, operator intervention.

4.5.2.7 Frequency variations and slew rate

When an on-site generating system, such asan engine-alternator, isused asthe ac power source
for electronic load equipment and is closely matched in size to the load, almost any variations
inloading (particularly step-loading) can cause related variationsin rotational speed, whichin
turn produce atemporary change in the ac supply frequency until the engine-alternator’s speed
governor makes its correction. Increased loading lowers shaft RPM while decreased loading
increasesit. Theamount of shaft speed change during loading changesisclosely related to both
the size/mass of the generating set in relation to the amount of the loading step change and to
the type of speed-control governor employed on the generating equipment. Typically, awell-
controlled correction occurs over several cycles when the recommended isochronous type of
speed governor is used on the engine. Other forms of speed governors are generally not effec-
tive in minimizing this condition in comparison to the isochronous type.

Step-load changes cause the generating unit’s shaft speed to change at a faster rate than will
occur dueto normal corrections controlled by the engine's speed governor. Thisis as the speed
governor is normally set up to limit the maximum rate-of-change of shaft RPM that results
from its feedback input. Hence, the output frequency’s rate-of-change under governor control
islimited as well. However, shaft RPM changes and related output frequency rate-of-change
caused by step-loading variations are not controlled, except by the maximum rate-of-change
in RPM that the equipment’s rotating mechanical mass will alow. Therefore, unacceptably
high rates-of-change in output frequency can be experienced due to step-loading changes.
Thisis called a frequency “slew-rate” problem, and it can be a severe problem affecting the
operation of some types of electronic load equipment.
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An example of the above is load equipment that establishes a clock timing or other synchro-
nizing state based upon zero-crossings of the voltage waveform. This requirement is
particularly susceptible to frequency slew-rate conditions. Typical limits on frequency slew
rate are in the range of 1.5 Hz/s for most electronic loads, and 0.3 Hz/s for critical electronic
loads (see FIPS Pub 94-1983).

Electronically controlled ac power sources that are derived from crystal-clock or phase-lock
governed solid-state inverters, such as in modern solid-state UPS equipment, are virtually
immune to loading-related frequency slew-rate problems. In addition, they are designed to
limit the frequency Slew rate of the inverter, as when it is phase-matching its output to the
bypass source in order to permit its output to be transferred between the inverter and bypass
source in closely synchronized, no-break fashion via a synchronous static-switch. However,
incompatible frequency slew rates between an inverter and an engine-alternator set arrange-
ment can cause synchronous static-switch transfer problems between the inverter’s output
and the bypass circuit provided by the engine-alternator set(s). For example, oscillation
between the two sources via the synchronous static-switch is known to occur and the result is
generaly an inability to make areliable, on-demand, at-any-time transfer from one ac power
source to the other.

4.5.3 Steady-state voltage distortion sources/characteristics
4.5.3.1 Linear and nonlinear loads

Assuming an undistorted voltage waveform, a linear load is one that proportionally draws
current at only the fundamental frequency across the entire period of the applied sinusoidal
voltage waveform, as shown in Figure 4-16, where a resistance is shown. A reactance or
impedance could be substituted for the resistance and the load would still be linear since the
ohmic value of the load remains constant over the entire range of the applied voltage.

Current I=E/R

4A

1Q

45°
0 ' 4 Vv—> Voltage

NOTE—Produces a proportional result for / = E/R over the entire curve for a linear load.

Figure 4-16—Graph of voltage vs. current at a constant load impedance
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When the foregoing linear load’'s current or voltage is translated across a 45° line of reflec-
tion, as shown in Figure 4-17, the resultant waveshape for the voltage or current is exactly the
same as for the wave being used as the input model. No harmonic distortion of the wave
occursin this case using alinear load and sinusoidal voltage waveform.

A Linear Load and
Sinusoldal Voltage
Current Linear

Waveform 45° Retlection
Line

30°—
60°

30°60°90°

Voltage

90 Waveform

NOTE—Developed across a straight 45° (i.e., linear) load impedance reflection line to a
sinusoidal voltage waveform source.

Figure 4-17—Sinusoidal current waveform shape resulting from alinear load

However, when the load does not proportionally draw current in relation to the applied volt-
age over the entire period of the sinusoidal voltage waveform, as does a rectifier or SCR
controlled load for example, and as generally shown in Figure 4-18, it is termed nonlinear.
In this case the ohmic value of the load does not remain constant over the entire range of
the applied voltage waveform, but changes according to a uniquely characteristic curve that
relates to the particular nonlinear load in each case.

The nonlinear load therefore draws current at different rates over the period of the applied
sinusoidal voltage waveform, and it does so only at harmonically related frequencies to the
power system’s fundamental frequency. This resultsin aharmonically distorted current wave-
form for that current being drawn from the supply source by the nonlinear load. An example
of thisis shown in Figure 4-19 where a nonlinear load's characteristic impedanceis plotted as
a curved (e.g., nonlinear) reflection line across which the applied sinusoidal voltage and
resultant harmonically distorted load current waveform’s shape can be determined. This is
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contrasted to the equivalent diagram for alinear load as shown in Figure 4-17 where it can be

seen that an applied sinusoidal voltage waveform resultsin asinusoidal current waveform for
the current flowing through the linear load.

Current I=E/R

19

13 lg#
22 A JLB Q

3Q

5Q

0 4 V —» Voltage

NOTE—Produces a nonproportional result for / = E/R over the entire curve for a nonlinear load
However, | = EIR is always valid on an instantaneous basis.

Figure 4-18—Graph of voltage vs. current at a variable load impedance

Rectifier's forward voltage drop
plus voltage level of filter capacitor. No current
C urre nt flow occurs until both these levels are sxceeded.

Linear -

Nonlinear
Load /

Reflection
Load Line

/
/
//
///
é\

Non-Llneér
Load

30°%.__]

60°

Voltage

NOTE—Developed across a curved (i.e., nonlinear) load impedance reflection line to a
sinusoidal voltage waveform source.

Figure 4-19—Resulting distorted current wafeform shape resulting from

nonlinear load
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If aharmonically distorted voltage waveform is applied to the linear load, it will result in an
identical amount and type of harmonic distortion for the load current’s waveform. However,
thisis not afunction of theload's linearity (or lack of), it isafunction of the waveshape of the
applied voltage across a constant impedance load. But, if a nonlinear load is used with an
already harmonically distorted voltage waveform, the resultant distorted current caused by
the distorted voltage waveform will simply be algebraically added to the waveform from the
current that is related to the load’s intrinsic nonlinearity. Therefore, a new, composite current
waveform with more (or possibly less) harmonic distortion will be the result.

The effect of nonlinear loading is equivalent to adding one or more current sources to the
electrical system that produce characteristic harmonic current flow on and within the supply
system wiring between the source (e.g., the nonlinear load) and the ac power supply itself
(Figure 4-20).

Nonlinear Load Represented as Harmonically
Related Current Sources

Z line r 1
— : — I
rTr—"
i ! ! :
1
: Z 60 Hz Source E 21 Zz Z3 Z4 z 5 i
|
1 | I
Ly | | |
I ! ' l
I ! ! ]
| i ! |
I ! | |
| SRS E—
| 1
1 I 1 I 1 I |
2. line : 1 2 3 4 5o
— H - 1
et | |

Each Current Sourceis Defined as Having
aMagnitude (A) and Phase Angle (&) Asl,=A/@°

Figure 4-20—Nonlinear load modeled as a group of harmonically related
current sources connected in parallel across the supply source of
fundamental frequency

When harmonic currents from nonlinear loads flow through the internal impedance of the ac
supply itself, avoltage drop (e.g., E = 12) is produced across the supply’s internal impedance
for each harmonic current, in addition to that occurring from fundamental current. The
amount of voltage drop in the internal impedance is proportional to the impedance presented
by theinternal reactance of the supply’s windings at each harmonic frequency, and in relation
to the amount of current flow at each frequency. Therefore, on a per-ampere basis, 1 A of 3rd
harmonic will produce approximately three times the voltage drop that 1 A of fundamental
current will, and so on. Also, since the reactance in the power source’s windings presented to
each harmonic current is different as a function of frequency, the produced |Z drops are nor-
mally not in phase with the fundamental voltage and current waveforms, and a phase shift
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results that is unique to each harmonic. In other words, each harmonic will have its own
displacement power factor, as will the fundamental.

The resulting voltage drop occurring within the ac power source from the harmonic currents
flowing through it is algebraically added to the intended fundamental voltage being produced
in the same winding. This produces a harmonicaly distorted voltage waveform from the
power source, which is then applied to al connected loads—Ilinear and nonlinear alike.
Hence, the need for alow-impedance power source used in conjunction with nonlinear loads
is somewhat self-evident if the propagation of nonlinear voltage waveforms on the entire
downstream wiring system from the power source isto be minimized.

In addition to the harmonic currents producing voltage drops within the ac power source's
internal impedance, the same effect occurs on the impedance of al the intervening wiring
between the power source and the nonlinear load(s) connected to it. Hence, with the nonlin-
ear load viewed as a harmonic current source, the amount of harmonic voltage distortion pro-
duced by it on the wiring system will be seen to increase as connections are made closer to
the nonlinear load, and to diminish as the connection moves upstream to the ac power source
(see Figure 4-21). The ac power source will then be the point on the wiring system at which
minimum harmonic voltage distortion will be seen to exist.

i 1 1 | | F— 1 |

More Harmonic Voltage Distortion
if Load is Moved This Way

60 Hz
Source
i Nonlinear

Load(s)

e

&

[-———=

V4
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[=]
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Z

| Less Harmonic Voltage Distortion

if Load is Moved This Way

[ ot s v s e e et e

A

{1 {1

Feeder, Branch Circuit, or Both

Z line
—{—— 1+

NOTE—The load experiences the least amount of voltage waveform distortion when connected
close to the source of power and the most distortion when connected near the nonlinear load(s).

Figure 4-21—Load connected across a power system serving nonlinear loads

The harmonic currents discussed previously are also known to interact with any reactancesthat
exist on the power system, and so excite power system resonances, which produce excessive
voltages and currents on the system and which then stress various power system components
connected on the same ac distribution system. In particular, power factor correction capacitor
banks are of the most concern in these cases and they may be both the cul prit and victim at the
same time. Harmonic disturbances and proposed limits on them are discussed in detail in
|EEE Std 519-1992 [B28].
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Most electronic loads exhibit nonlinear characteristics. AC/DC power supplies using simple
across-the-line, full-wave diode-input rectifiers and large dc filter capacitors are common
examples of thistype of load (e.g., the SMPS). More sophisticated ac/dc power supplies now
exist with improved input power factor and greatly reduced harmonic current demands. The
ac/dc power supplies are becoming available primarily as aresult of industry interest and the
harmonic current limits suggested by IEC 60555-1: 1982 [B23], |IEC 60555-2: 1982 [B24],
and IEC 60555-3: 1982 [B25], but the cost per watt is more than for unimproved types. This
latter fact is slowing the introduction of these newer designs into the market, and thereis still
avery large number of the older types of supplies still in use and which will be in use for the
foreseeable future—especially where initial cost is of most importance to the purchaser.

Exact analysis of ac/dc power supply input current vs. applied voltage is complex, but it can
be said that a load current flows nonlinearly during the ac cycle (see NFPA 75-1999 and
Arrillagaet d. [B3]). For example, thereis no appreciable input current flow until the rectifier
begins to conduct current at the point where the applied input voltage exceeds the existing
voltage in thefilter capacitor plusthe forward voltage drop of the rectifier(s). Hence, charging
current flows in pulse fashion with the peak current being drawn at approximately the 90° and
270° points on the applied voltage waveform, as shown in Figure 4-22. The duration of cur-
rent flow (each half-cycle on each phase) can be described in terms of the conduction angle
for switch-mode power supplies and is 30-60°. Typical current crest factors range from 2to 3
(vs. 1.4 for alinear load fed by sinusoidal ac power).

SMPS 1st.+3rd.+5th.+7th.+9th.+11th.
+13th.+15th.+17th.+19th. Current Waveform

Current Amplitude

0 90 180 270 360
Degrees of Fundamental Current Waveform

Figure 4-22—Nonsinusoidal ac input current to a typical SMPS with peaks
occurring at 90° and 270°
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Figure 4-23 illustrates the harmonic content for the ac input to a typical SMPS aong with
amplitude and phase-angle for each of the currents, which algebraically add together to pro-
duce the resultant current waveform shown in Figure 4-22.

Table 4-4 shows an example of the harmonic current content of a balanced line-to-line and
line-to-neutral rectifier diode-capacitor power supply in athree-phase power system. In three-
phase circuits, the triplen harmonic neutral currents (e.g., odd-order multiples of three such as
the 3rd, 9th, and 15th) add together on the neutral instead of cancelling, so unexpectedly high
neutral currents may exist where line-to-neutral connected nonlinear loads are in use on a
four-wire, wye-connected supply system (see 4.5.4.2 and Gruzs [B20]).

Typical Switchmode Power Supply Harmonic Current Distribution
With Phase-Shifts Indicated

100

90
D=60°

80 A
70
60
50

40
30

20
10

All Currents Expressed as a
Percentage of the Fundamental

15 17 19

Harmonic Currents 1st. to the 19th. Inclusive

Figure 4-23—Frequency domain display of input current to typical SMPS,
both amplitude shown at each harmonic and phase angle

4.5.3.2 Power factor, linear and nonlinear loads

Reactive loads that are linear or mostly so, such as ac motors, low-pass LC power filters, and
other reactive components within loads, normally cause nonunity total power factor to occur
per Equation (4-8). When nonlinear loads are being considered, the following equation is
only valid when true-RMS instrumentation is used to make the necessary measurements, as
frequencies other than the fundamental are present in both the voltage and current waveforms
at the sametime:
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(4-8)

Active power
PF, = cosf = = = POV
P, Apparent power,ya

where
PF; isthetotal power factor where unity PF occurs when PF; = 1.0,
0 is the phase angle between current and voltage,
P is the active power in (kilo)watts,

Py  istheapparent power in (kilo)volt-amperes.

Table 4-4—Example input harmonic current distortion in balanced three-phase
circuits due to rectifier-capacitor power supply

Har monic number Lineto-line he;rmonic Line~t9-neutra] .
current harmonic current

1 0.82 0.65
3 — 0.52
5 0.49 0.42
7 0.29 0.29
9 — 0.13
11 0.074 0.12

13 0.033 0.098
Total phase current 1.00 1.00
Neutral current 0.0 161

@Normalized to phase current

4.5.4 Potential impacts of steady-state current distortions
4.5.4.1 Transformer heating due to harmonic currents

Transformers serving linear loads have no unusual heat losses related to their operation at the
power system’s fundamental frequency. There are the typically expected power losses due to
I°Rin all of the current paths, and hysteresis plus eddy-current losses within the windings,
the core, and any metalic items that stray flux can engage. However, the same linear-load-
rated transformer serving nonlinear (typically electronic) loads will generally exhibit
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exponentially increased internal heat dissipation conditions—sometimes to the point of rapid
transformer destruction.

When harmonic current flows through the transformer’swindingsit generates magnetic flux at
each of the harmonic frequencies (h), with theflux’sintensity being in proportion to the current
at each frequency. Up to about the 15th harmonic, this flux produces exponential eddy-current
heat 10sses per h? wherever it can engage ametallic item with significant cross-sectional area.
At the highest harmonic frequencies the relationship is no longer exponential, but is inverse,
and defined by 1/h. Between the two limitsit isfairly linear and about equal to h.

Additional increased heat loss due to hysteresisin any ferrous metallic item being engaged by
flux isfairly linear, and is simply related to the harmonic’s order h. A linear increase in hys-
teresis heat loss occurs with rising harmonic frequency when the flux engages ferrous metals
(such asin the core).

The foregoing heat losses in the transformer are in addition to those losses already expected
from the action of the current flows at the fundamental frequency. IR, losses due to skin
effect also play arole at higher frequencies and with large diameter conductors, but the losses
associated with skin effects are generally not considered to be very significant in most power
transformer applications and over the most common ranges of harmonics.

The vast majority of the added heat loss in the transformer being operated under harmonic
current conditions is from winding eddy-current loss. The calculated amount of added heat
lossistheoretically exponential, and is determined on the basis of the harmonic order and the
amount of current on a per-ampere basis. For example, if 1 A of fundamental current pro-
duces X amount of eddy-current heat loss in awinding, then 1 A of 3rd harmonic current can
be calculated to produce 32X or 9X the heat per ampere than is produced at the fundamental
frequency. As can be seen from this theoretical example, this is an exponential relationship
and it clearly indicates that it takes much less current at higher harmonic orders to produce
extreme amounts of heat loss in a transformer than it does at lower orders. In practice, the
amount of heat loss that occurs from successively higher orders of harmonics is apparently
somewhat less than the calculated losses would indicate, but they are still very, very great.
Only actual measurement of the heat 10ss on a given transformer can determine what the true
losses are under all conditions of harmonic currents.

An applied primary voltage containing harmonics can also cause additional losses in the
transformer, but in most practical cases the harmonic current-related winding losses related to
the application of nonlinear loading are the major limiting factor for transformer capacity.

4.5.4.1.1 Derating conventional (no K-factor rating) transformers
Typical NRTL-listed transformers that are not K-factor rated (by the NRTL) to be used with
nonlinear loads, are generally restricted to use on circuits with the following characteris-

tics, which are specified by IEEE Std C57-12.00-1993 (for liquid-immersed) and
|EEE Std C57.12.01-1998 (for dry-type) transformers:
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a) Approximately sinusoidal, balanced input voltage; and
b) Load current that does not exceed 5.0% of total harmonic distortion.

These limitations are primarily due to eddy currents induced into the windings that increase
losses and can cause overheating, as discussed in 4.5.4.1.

If acceptable to the electrical safety inspection authority having jurisdiction at the location, a
conventional NRTL-listed power transformer can be derated so that it may serve nonlinear
loads. The clear need to obtain permission for the derating is necessary since typical power
and general-purpose dry-type transformers listed under UL 1561-1999 [B56]° are not evalu-
ated by the NRTL conducting the tests per the following:

“Transformers covered under this category have only been evaluated for use on sinusoidal
supply circuits. They have not been investigated for use where a significant nonsinusoidal
content is present such as that which may occur with uninterruptible power supplies (sic),
data processing equipment and solid state motor speed controllers.” (See UL Electrical
Construction Materials Directory [B58]).

Subsequent to obtaining permission from the electrical safety inspection authority having
jurisdiction at the location, the recommended practice for derating conventional transformers
in applications where nonsinusoidal load currents are present is provided in
|EEE Std C57.110-1998 [B29]. The standard applies the results of studies that found winding
eddy-current |oss, Pq., to be approximately proportional to the square of the rmsload current
at that harmonic, Iy, and the sguare of the harmonic number, h (see Crepaz [B9]).

If the eddy-current loss under rated conditions for a transformer, (Pec.;), is known, the eddy-
current loss due to any defined nonsinusoidal load current (Pg.) and up to about the 15th
harmonic can be expressed as follows (see IEEE Std C57.110-1998 [B29]):

echZ Ih % (4"9)

Pec  isthe power loss due to winding eddy-current losses,

Pec.r isthe power loss due to winding eddy-current losses under rated conditions,

Il isthe RMS current at harmonic h,

h is the harmonic order.
This relationship has been found to be more accurate for lower harmonics (<15th), and an
increasing overestimation of losses for higher harmonics occurs thereafter. The overestima-
tion factor isless on smaller transformers, but can be significant for large diameter windings
and large transformers (see Emanuel and Wang [B12] and Hwang et a. [B21]).

SCoversair-cooled, dry-type transformers of 600V ac and 500 kVA for 100 units and 1500 kVA for 30 units.
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4.5.4.1.2 K-factor rated transformers

The NRTL, UL, and transformer manufacturers have established a recognized rating method
called K-factor, for dry-type power transformers, to indicate their suitability for nonsinusoi-
dal load currents. This K-factor relates transformer capability to serve varying degrees of
nonlinear load without exceeding the rated temperature rise limits.

The calculation of K-factor is based upon predicted losses as specified in the simplified
method of IEEE Std C57.110-1998 [B29]. The limiting factor related to the overheating is
again assumed to be eddy-current lossesin the windings. So that K-factor may be universally
applied to al sizes of transformers, the K-factor is defined on a per unit basisin either of the
two ways that follow (see UL 1561-1999 [B56] and UL 1562-1999 [B57]), although
Equation (4-11) is more generally used than Equation (4-10).

hmax
K=y (I Th?) (4-10)
h=1

where
Ihu) isthe TMScurrent at harmonic h, in per unit of transformer’s rms rated load current,

h is the harmonic order.

The K-factor used in Equation (4-10) is the same as the one seen in Equation (4-11). For rat-
ing purposes UL has specified that the rms current of any single harmonic greater than the
tenth harmonic be considered as no greater than 1/h of the fundamental rms current. Thislim-
itation is an attempt to compensate, in a practical manner, for otherwise overly conservative
results at higher harmonic frequencies.

K=h=i (4-12)

where fy, is the frequency, in hertz, of harmonic h.

The current in Equation (4-11) is expressed on a per-unit basis such that the sum of the indi-
vidual currents times the harmonic number squared is 1 (thisis handy for checking the results
of the calculation). Thus for alinear load current, the K-factor is always one (unity).

For any given nonlinear load, if the harmonic current components are known, the K-factor
can be calculated (or better yet, measured) and compared to the transformer’s nameplate K-
factor. Aslong as the load K-factor does not exceed the transformer K-factor, the transformer
isbeing operated in accordance with this part of its NRTL listing requirements and the rel ated
NEC requirements.
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An example of anonlinear load’s K-factor is shown in Table 4-5. UL lists the K-factor name-
plate rating for dry-type transformers under UL 1561-1999 [B56] and UL 1562-1999 [B57].
Standard K-factor ratings are 4, 9, 13, and 20, with special ratings of 30, 40, and 50 that are
availablefrom somevendors. The K-9 rating isusually skipped over in favor of the K-13 rating
sinceit istypically harder to find on the market.

Table 4-5—Example calculation of a nonlinear load’s K-factor

Harmonic Nonlinear

number load current ) ) 5 2

h I, (%) I in? in iy Ch
1 100 1.000 0.909 0.826 0.826
3 33 0.111 0.303 0.092 0.826
5 20 0.040 0.182 0.033 0.826
7 14 0.020 0.130 0.017 0.826
9 11 0.012 0.101 0.010 0.826
11 9 0.008 0.083 0.007 0.826
13 8 0.006 0.070 0.005 0.826
15 7 0.004 0.061 0.004 0.826
17 6 0.003 0.053 0.003 0.826
19 5 0.003 0.048 0.002 0.826
21 5 0.002 0.043 0.002 0.826
Total 1211 1.000 9.083
K-factor = 9.083

%, = (310

Testing with anonlinear load of appropriate K-factor is the preferred method for transformer
K-factor rating testing. However, due to practical limitations, the most common method used
by the NRTLs at present employs an overload of fundamental load current to simulate har-
monic loading. This test method is described in UL 1561-1999 [B56] and UL 1562-1999
[B57] and requires an adjustment to compensate for harmonic losses. The test is based upon
heat dissipation of the transformer without overheating any of its components or connections.

104 Copyright © 1999 IEEE. All rights reserved.



IEEE
FUNDAMENTALS Std 1100-1999

Transformers that are NRTL K-factor rated also possess certain mandated electromechanical
construction characteristics not normally found in transformers without K-factor rating.
These characteristics are an important part of the safety factor provided by the properly listed
K-factor rated transformer. The most important of these requirements is that the neutral
current path (buses, terminals, etc.) within the 3@, wye-connected secondary transformer be
designed to safely carry a continuous rms current of 2 times the maximum rated rms line
current (e.g., this path is 200% rated for ampacity). Thisis done to ensure that a safe current-
carrying capability existsin this path that is subject to excessively high rms currents resulting
from triplen harmonics associated with line-neutral connected nonlinear loads (see 4.5.4.2).
This important safety feature is typically not found in standard transformers that are not K-
factor rated and that may be operating with harmonic loads under a derating condition, asdis-
cussed previoudly.

4.5.4.2 Triplen harmonic-load-generated overcurrent in neutral path wiring

Excessive current in the neutral path occurs as the triplen currents (e.g., odd-ordered multi-
ples of 3 times the fundamental power frequency) are additive on the neutral path since they
are both in-phase and spaced apart by 120 electrical degrees. Therefore, under worst-case
conditions, the true-rms neutral current can approach 1.73 times (e.g., A3 i mes) the phase
current (see Gruzs [B20]), but its signature will also be predominantly (but not exclusively) at
3 times the fundamental frequency, or 180 Hz. This kind of true-rms current can dangerously
overload the neutral conductor path itself, buses, or the end terminations/connections, unless
they are suitably rated for the increased ampacity. A 200% rated neutral path, buses, and ter-
mination/connection system is generally recommended practice.

As discussed in 4.5.3.1, in three-phase, four-wire circuits where nonlinear loads are con-
nected line-neutral, harmonic currents associated with the triplen (odd multiples of 3) will
algebraically add together in the neutral conductor. In the most common cases this pro-
duces a neutral current containing mostly 3rd harmonic current (e.g., 180 Hz). In theory,
this rms current can approach 1.73 times the line current on the transformer’s secondary.
So, it is necessary to ensure that the entire neutral current path is NEC rated to safely han-
dle the current that this kind of operation requires.

Because current at frequencies other than 60 Hz are also rms currents that possess heating
capability dueto I°R effectsin the path, they are known to have caused electrical fires on wir-
ing systems and in equipment where this was not taken into consideration, with suitable
ampacity being provided in the path. Thisisaparticular problem in that neutral conductorsare
not subject to the normal overcurrent protection in ac distribution systems (see NFPA 75-1999
and |EEE Power Systems Harmonics Working Group Report [B26]).

The most common effect observed to date however, appears to be the burning-open of the
neutral path at a point of connection or splice (e.g., a a transformer’s or panelboard's neu-
tral bus-lug-wire point), with the result that the line-neutral connected nonlinear (and any
other) loads are left connected to a floating neutral. This condition easily results in current
unbalance conditions with the result that victim loads are forced to carry excess line cur-
rent as dictated by the demands of the loads connected across the other two phases and
neutral. They also experience excessive voltage being applied to their input power termi-
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nals during these kinds of events. Therefore, damage to the involved loads is almost certain
and can be very costly if they are associated with electronic equipment and systems.

4.5.4.3 Resonance due to harmonic load currents

The presence of capacitors, such asthose used for power factor correction, can result in paral-
lel resonance, which causes excessive currents as well as excessive ac line voltage distortion
(FIPS Pub 94-1983).

4.5.4.4 Heat losses due to nonsinusoidal voltage source

Depending on the impedance of the power source, nonlinear loads will cause nonsinusoidal
voltage waveforms. Voltage supplied to other equipment (e.g., ac motors and transformers)
with these distorted waveforms can result in additional heat dissipation (see NFPA 75-1999).

Harmonic currents flowing because of source voltage distortions typically cause significant
heating in ac motors, transformers, and generally in any magnetically based electrical
device employing ferrous metal in the flux path. With increasing current frequency stator
windings, rotor circuits, and stator and rotor laminations tend to dissipate additional heat
due primarily to eddy currents (exponential loss), hysteresis (linear loss), and to a lesser
degree, skin effect (linear loss). Leakage (e.g., stray) fields set up by harmonic currents in
stator and rotor end-windings also produce extra heat losses in any surrounding or nearby
metal (seeArrillagaet a. [B3)]).

4.5.4.5 Phase shift (power factor) effects

The total power factor is the combination of the displacement and distortion power factors.
Unless special power-factor corrected designs are used, the total power factors of electronic
loads rarely approach unity (see NFPA 75-1999 and Arrillaga et al. [B3]). Therefore, these
loads should always engender concern for the effects that their harmonic currents will create
on the involved ac power source and the intervening wiring system.

Distortion power factor accounts for the flow of reactive (harmonic) power where the load
current and ac line voltage are neither sinusoidal nor of the same frequency. Nonlinear loads
act as generators of these (harmonic) currents, which areimposed on the power source and on
the intervening wiring and other power transport components in the path, all acting as aload
for them.

4.5.4.6 Subcycle voltage waveform variances

Nonlinear |oads exhibiting large crest factors due to high peak-current demands tend to cause
voltage flat-topping of ac distribution voltage waveforms. This is typically due to the high
voltage drop in the ac power source'sinternal impedance that these peak currents creste at, or
near, the 90° and 270° points on the voltage waveform. These large crest factors can preclude
certain types of load ac-dc power supplies from obtaining needed output filter capacitor re-
charging current on successive half-cycles from the building ac power distribution system.
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While some voltage waveform flat-topping can be tolerated by well-designed (e.g., equipped
with alarge bulk energy-storage filter capacitance) and properly loaded ac-dc power supplies,
excessive flat-topping can cause the equivalent of an ac power sag (see FIPS Pub 94-1983).
Depending upon the design and loading of the ac-dc power supply and the degree of flat-
topping being experienced, the equivalent sag condition may be of short or of along duration
lasting many cycles.

SCR-controlled equipment (e.g., rectifier power supplies, motor controls, and inverters) can
cause repetitive ac distribution voltage disturbances called notching and multiple zero cross-
ings of the voltage waveform that are generally related to momentarily high commutation
currents. These disturbances in turn can upset electronic loads that are connected into these
circuits for their input power and timing activities. They also can create near-field coupled
interference into nearby susceptible cables and connected circuits, and can increase the noise
in the grounding system.

4.6 Voltage surges

Voltage surges typically appear as decaying, oscillatory, subcycle voltage transients of any
initial polarity. They are often of asingular or “burst” nature as opposed to being consistently
repetitive on successive half-cycles of the ac voltage waveform. If the amplitude of these
surges exceeds the nominal peak line voltage, they are a particular concern for many types of
electronic equipment.

Even though most electronic equipment should not be affected if the surge voltage amplitude
is less than the peak voltage of the ac power system’s nominal voltage waveform, very small
voltage surges that have gained access to the ac power input terminals of electronic equipment
have been documented to cause disruption of data flow and integrity (see FIPS Pub 94-1983).

Higher voltage amplitude and higher energy surges applied to the ac input power terminals
are often responsible for the destruction of components within the equipment (see Gallace
and Pujol [B14] and Van Keuren [B59]). At some point, the amplitude and related energy
content of the surge is certain to cause damage and destruction, such as when the characteris-
tics of the surge closely approach or exceed those of the test waveforms used in the lightning
simulation tests described in IEEE Std C62.41-1991. Any electronic equipment not certified
to have been successfully tested to the requirements of this IEEE standard is of unknown
surge immunity.

4.6.1 Sources/characteristics

There exists a large number of potential sources of electrical surges that can cause harm to
electronic equipment and systems. The magjority of these sources can be divided into two
major categories—electrical power circuit switching and environmental causations.
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4.6.1.1 Switching surges

Switching surges are associated with rapid changesin current flow rates (di/dt) within agiven
electrical system and the propagation of an associated voltage wavefront through the involved
system. These surges are generally of the decaying oscillatory type, and they damp-out some-
what rapidly due to the inherent losses in the electrical distribution system. High-frequency
components in the switching surge are more prevalent near to the point of production for the
surge and, due to circuit losses, become progressively attenuated as propagation distance
increases. Accordingly, the lower frequency components of the switching surge will
propagate over longer distances from the point of origination than will high-frequency ones.
However, the decay rates of the surge voltage being propagated are generally slower than
their rise rates, and are long relative to power system time constants.

Switching surges can take several forms, depending on system configuration and rate of
change in operating conditions. For example, one can also visualize switching surges as
involving the very rapid expansion or reduction of magnetic (H) and electric (E) fields into
the nearby space surrounding the conductors used to transport the related switching current
and voltage waveforms. These near-field phenomena are then capable of being coupled into
any nearby victim conductors or equipment, where the effects may range from negligible to
serioudly affecting the operation of the victim equipment. It is not necessary for the switching
surge to actually be conductively applied to the input power (or signal-data) terminals of vic-
tim equipment for disruption of its operation to occur if near-field coupling is used as a means
of surge propagation from the aggressor conductors into victim conductors.

Typical causes of switching surgesinclude the following:

— Energizing or de-energizing the lumped and distributed reactive elementsin premises
power source wiring systems, and connected load equipment;

— Arcing associated with contactor, relay or switch contacts, loose connections, and
ground faults; and

— Unsynchronized and non-current-limited, power-factor capacitor switching.

Figure 4-24 depicts a generalized power network with self-inductances, L, , mutual induc-
tances, L, resistances, R, and capacitances, C. Changes in currents with time for al the
closed circuits (loops) described by Figure 4-12 and Figure 4-13 can be generally described
by Kirchhoff’s laws. Assuming L, Ly, R, and C are constant, the total current flows can be
divided into steady-state and transient components. The transient-current components are of
interest.
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Figure 4-24—Generalized power network (equivalent for circuit analysis)

These transient currents produce transient magnetic fluxes and electric charge levels within
individual components in the circuit. The following results can be shown in ac circuits with
resistance, inductance, and capacitance (see Rudenberg [B46]):

— Thereisno discontinuity in voltage or current at the time of switching;

— A decaying alternating current and voltage devel ops with time;

— The magnitude of the voltage disturbance (switching surge) is determined primarily
by theinitial voltage and circuit capacitance; and

— The effects of —e = L di/dt in the circuit’s inductances are mitigated by the circuit’s
capacitances per Equation (4-12).

L
Vepek) = |0,\/é (4-12)

where

Vepeak)  isthe peak voltage developed across the circuiit,

lo is the maximum rate of change of current in the inductance,
L isthe inductance in henries (lumped or distributed),
C isthe capacitance in farads (parasitic to the inductor).

Applying these concepts to the case of a typical distribution wiring system with a distant
short circuit and interrupted by an overcurrent protection device somewhere in the line
(depicted in Figure 4-25), we can further state (see Rudenberg [B46]):
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— The amplitudes of the transient oscillations are determined by the switching current
in the inductance and the switching voltage across the capacitance.

— The switching current and voltage change sinusoidally and in genera have a phase
difference.

—  Switching surges can attain a theoretical maximum of twice their source voltage.

(>)
)
m
o0
A}
/1
l\’(')
Y|
/1

LOAD
R S R,
4
MA- ® 0/ o ¢ My

Figure 4-25—Typical ac building distribution wiring system
(equivalent for circuit analysis)

Figure 4-26 and Figure 4-27 indicate the general behavior of a switching surge voltage and
current respectively, with a stable arc drawn between the contacts. Note that before interrup-
tion of the switching surge (e.g., viaafuse, circuit breaker, or switch) the voltage across the
closed contacts is zero, but the current flow through them is not. The surge voltage increases
very rapidly after the initial separation of contacts occurs, rises to its permitted maximum,
and then is followed by damped oscillation at the circuit’s resonant frequency (Figure 4-26).
Finally, full circuit voltage appears across the open contacts until the power source is discon-
nected or the contacts are reclosed. Current decreases in oscillatory fashion as the contacts
open and finally drops to zero (Figure 4-27) where it remains until the contacts are reclosed
on an energized power system with a connected |load.

If the switching arc is unstabl e (inductive-capacitive circuit) as the contacts open, then the cur-
rent is often interrupted and reignited severa times before the dielectric strength of the
increasing contact gap distance overcomes the voltage difference across the gap, thus creating
a stable open-circuit condition. Figure 4-27 depicts the surge voltages associated with this
multipleinterruption-reignition across the switch contacts. It should be noted that the multiple
interruption-reignition yields a series of electrical fast transients (EFTS), having a relatively
long first-transition time ending with an abrupt collapse.
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In general, the fast-rising wavefronts of switching surges are slowed by discontinuitiesin the
capacitance and inductance of the building ac distribution system. This is due primarily to
lumped capacitance and inductance from the wavefront’s point of incidence to the equipment
the surge is terminating to (see Standler [B49]). The surge amplitudes (and any accompany-
ing HFs) are reduced as a function of the overall losses per unit of length in the lossy and
impedance mismatched electrical transmission line medium consisting of feeders, branch cir-
cuits, transformers, and related items. That is to say, the closer electrically that the equipment
isto the sources of switching surges, the more there is alikelihood of the surge affecting vic-
tim equipment and that the effect produced would be more severe, and vice-versa.

The generally beneficial attenuating effect of the building ac distribution system, as noted
above, is highly dependent upon the first-transition time of the surge. For example, the maxi-
mum voltage of a5 nsfirst-transition time surge is reduced by afactor of 2, via60-70 m of a
low-voltage, single-phase distribution branch circuit (in steel conduit) (see Martzloff and
Leedy [B38]). Very little voltage attenuation is observed for longer first-transition time surges
asreported in Martzloff [B36]. Three-phase circuits are expected to behave in similar fashion.
Transmission-line effects, such as those involved with reflected voltage waves due to circuit
end-termination impedance mismatch conditions, are principaly (and dramatically) related
to increasing current frequency and increasing transmission line length. Thus, actual design
characteristics and conditions should be assessed in each case (see Cianos and Pierce [B8]
and Rudenberg [B46]).

4.6.1.2 Environmentally induced surges

Lightning is the most obvious and destructive environmentaly (i.e., not man-made) gener-
ated eectrical transient. In addition, large-scale, rapidly occurring nonarcing atmospheric
charge redistribution and ground-based electrostatic discharges (ESD) involving arcing are
significant contributors to data disruption and damage to equipment (see Sunde [B51]). ESD
isaparticular problem when it occurs as an arc between personnel and susceptible equipment
unless effective ESD precautions have been taken, or the equipment has been rendered
immune by design, testing, and construction.

4.6.1.2.1 Lightning-induced surges

Considerable information exists in the literature as to the mechanics of lightning strikes and
their formation. Here it suffices to state that the development of large negative charge centers
in the lower regions of clouds cause a corresponding positive charge center to be induced on
the earth’s surface below them. This results in a potential (voltage) between the cloud and
earth. Such charge centers continue to develop until the voltage gradient, at the cloud base,
exceeds the dielectric breakdown strength of air. The result is alow-current discharge, i.e., a
pilot streamer. The pilot streamer isimmediately followed by a higher-current discharge, i.e.,
a stepped leader, which is followed by one or more (ground-to-cloud) return strikes (see
Boyce [B6] and Standler [B49]).

As many as 40 return strikes have been observed (see McCann [B39]). Their currents range
from afew hundred amperes to more than 500 kA, as shown in Figure 4-28. In much of North
America, 2040 KA is the value that is often used to estimate typical lightning current
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conditions. The strike durations are relatively fast acting, existing only 50-100 ps. Most of
the energy in the lightning strike is concentrated around below 1 MHz, with <1.0 us transi-
tion times. However, much energy exists both above this frequency and down to dc.
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Figure 4-28—Distribution of lightning strike current

Importantly, and because of the HF components in the lightning strike's current path, special
wiring and grounding techniques must be used to properly conduct lightning currents on sites
where electronic equipment isinstalled. The use of appropriate low-inductance wiring means
with appropriate 12t rati ng for the conductor(s) and multipoint grounding (MPG) as opposed
to high rms current-carrying capability techniques and SPG arrangements, are the core of this
special design regquirement.

The large current levels associated with a lightning discharge in the earth create an ionized
volume in the surrounding soil (ionization region). Within this volume of earth, the lightning
energy arcs directly to any highly conductive elements (e.g., buried cables, pipes, and metal-
lic structural elements), thus causing voltage rises considerably higher (and at a more rapid
rate) than in areas of earth that are outside the ionization volume. The shape and size of this
ionization region is a function of the earth’s resistivity, how homogeneous the soil or other
earth mineral structure is, and the current in the lightning strike. This region is of particular
importance in the suppression of the lightning strike's impact on nearby el ectronic equipment
and/or conducting cables.

Figure 4-29 shows the arcing distances for bare conductors and for insulated conductors as a
function of strike current and earth resistivity. Note that arcing distances of over 100 m are
possible with soils having an electrical resistivity of 1000 Q/m or greater (observed in severa
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regions of the U.S.). Outside of this ionization region in the soil, the available lightning-
induced voltage is considerably reduced, and thus the induced voltages into nearby electrical
conductors are also lessened.

" 1000
A
4
1411000 Qm
”
0o v INSULATED SHEATHS
7
Wl
// 100 2m
// I
. v 500 ] - METAL SHEATHS
10 1
4 P .
z 4 —
a / 100l m
g AT
// A I;‘/
> g
/ Pt /
rkd b4
/ AU
| Zd
Pt
< A
/ g
L
ol
1 10 100 1000

STROKE CURRENT kA

Source: Golde [B15].

Figure 4-29—Arcing distances bare and insulated conductors

Buried cables that suffer dielectric failure during a lightning strike to earth, will have light-
ning current directly injected into the cable's conductor(s). Coupling will be of little or no
concern when thisis the case. However, if dielectric failure of the cable’s insulation does not
occur, then the voltage distribution gradient in the soil will enable localized E-field (e.g., via
capacitance) coupling to occur to the cable with maximum effects for that portion running
parallel to the gradient. In similar fashion, the current flow in the earth that is parallel to the
buried conductor will subject any nearby parallel-oriented cable or other conductor to H-field
(magnetic) coupling. These field effects are near field and will rapidly fall off in exponential
fashion as distance is increased between the victim conductor and the source of thefield.
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Aerial conductors are similarly affected by lightning strikes directly to them, or to the nearby
earth. The most damaging form of strike in this case is the direct strike, with anywhere from
al to some of the lightning current being directly injected into the one or more aerial conduc-
tors involved. Insulation damage to aerial conductors generally occurs on multiconductor
cables, as used for signal and power transmission between locations. Insulation damage (as
opposed to damage to insulators) is generally not a factor for typical power distribution con-
ductors that are air-insulated from one another. Both E- and H-field coupling of lightning
surgesinto aerial conductors occur and are both dependent upon proximity and orientation of
the conductor to the charge or flux field of the lightning arc-channel.

The parts of the lightning phenomenon most important in the design of lightning protection
for electronic equipment are the latter stage of the stepped |eader process and the subsequent
high-current return discharges. The most important characteristics of the discharge are its
current, voltage, waveshape, polarity, charge, and frequency of occurrence.

Cloud-to-cloud discharges can aso induce considerable transient energy into aerial and bur-
ied conductors (see Boyce [B6]). In this mode, H-field effects appear to be minimal while
E-field effects predominate.

4.6.1.2.2 Nonarcing and remote-arcing atmospheric charge redistribution

Significant levels of transient energy can be induced into both buried and overhead conduc-
tors from the rapid redistribution of atmospheric (cloud) charge centers. This phenomenon
commonly occurs during and immediately after lightning strikes, and is the result of the
highly mobile charge centers attempting to find equilibrium with the relatively fixed earth
charges and the man-made conductive structures installed on the earth. The rapid movement
of charge causes el ectromagnetic fields similar to those of a cloud-to-cloud strike. The result-
ing voltage and current surges in overhead and buried conductors are modeled similarly to
cloud-to-ground lightning strikes, except with an expanded time base (see Sunde [B51]).

An example of the foregoing might be a high-rise building containing grounded metallic
structural elements and electrical systems, along with grounded metallic plumbing systems.
During acharge build-up, arelatively slow redistribution of charge occurs in these conductive
elements of the building in response to the movement of charge/clouds in the sky. Due to dif-
ferent rates of charge in the building’s various metallic systems, as governed by RLC time
constants, it is possible to have a charge buildup (or reduction) occur in one item at a faster
rate than a nearby one. When this occurs, and when the dielectric breakdown constant of the
air between the two items at some very close point of approach is exceeded, a localized arc
will occur. This can have effects ranging from simple data upset and corruption to actual
equipment damage. And, there may be no first-hand report of any nearby lightning strikes to
associate the event with.

Unless a lightning discharge occurs between the charged building structure and an overhead
cloud, when the cloud and its charge pass overhead to a new location the charge in the build-
ing must also follow and leave the building to find a new point of equilibrium. This means
that the charge’s buildup rate will generally match its reduction rate and nothing unwanted
will be observed to occur—again, unless a nearby lightning strike occurs to some other body,

Copyright © 1999 IEEE. All rights reserved. 115



IEEE
Std 1100-1999 CHAPTER 4

which rapidly discharges the cloud. Then the charge in the building has to find somewhere to
go—and do so quickly.

The charge remaining in the building that does not arc to the overhead cloud can only rush
back into the earth in an attempt to seek a new charge equilibrium in the earth. A movement
of the building's charge to the location of the strike to the nearby structure (or earth) is the
only way this occurs. And, since this occursin rapid fashion, the vertical and diagonal move-
ment of charge through the building's metallic structures towards earth temporarily creates a
new distribution of potential in terms of V/m in the building. Also, since an actual current
flow in the building’s metallic items is occurring with relatively high di/dt rates, it generates a
correspondingly intense and rapidly changing magnetic flux. The rate of change for the flux
(dg/dt) isdirectly related to the rate of current change or di/dt, and as dg/dt increases, its abil-
ity to induce current into nearby conductors similarly improves.

As aresult of the above, power, signal, communications, data, and grounding circuit conduc-
torsin the building are likely to have surge voltage and current impressed upon them during
electrical storms even when no direct lightning strikes are observed to occur to the victim
structure. These unwanted effectsinvolve both localized arcing over small distances and near-
field coupling.

4.6.1.2.3 Localized ESD

ESDs typically have a high reference potential, rapid transition time, and short duration, but
low amounts of energy. The general close proximity of thelocalized ESD to victim equipment
and circuits generally compensates for the lower amounts of energy involved. This is espe-
cially the case when the ESD event occurs directly to some part of the victim equipment or to
acircuit conductor. Localized ESD events are known to produce strong electromagnetic fields
that have been seen to affect victim equipment up to a distance of 6-9 m (20-30 ft). Therefore,
adirect contact ESD to an item of victim equipment is not always necessary for problemsto
occur.

Thetypical localized ESD event is characterized by afirst-transition time on the order of 1 ns
and this produces a bandwidth for the radiated electromagnetic interference (EMI) of about
300 MHz or more (see |EEE Std C57.110-1998 [B29]). The upper range of this bandwidth is
clearly in the VHF-UHF range, so low-frequency grounding/bonding, filtering, and shielding
techniqueswill not prevent problemswith nearby victim eguipment or circuitsfrom occurring.

Localized ESD events are rightfully referred to as miniature lightning bolts. Several charge
generation processes exist, including triboelectrification, induction charging, and corona
charging (see Greason [B18]). Static charge buildup typically results from a*“ rubbing action”
between two materials (solid or liquid) of different surface-energy characteristics, in the
absence of a conductive path between them. This buildup of charge is quickly released when
a conductive path (discharge arc) is established (see Boxleitner [B5]). ESD surges can be
very harmful to semiconductor devices in electronic equipment. Discharge voltages are often
in the range of 540 kV (see Gallace and Pujol [B14]). Energy levels tend to be of the order
of units of millijoulesto tens of millijoules.
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One can further characterize these surges as having very short first-transition times (high
rates of dv/dt) and relatively slow decay rates (as compared to lightning or switching induced
surges). Since ESD surges have little energy, once they get onto a conductor path they can be
relatively easily negated by the use of (fast responding) voltage clamps and capacitors (see
Standler [B49]) that are part of ESD-rated SPD equipment. However, unwanted el ectromag-
netic radiation and coupled near-field effects from that portion of the conductor that is
upstream from the point of injection for the ESD can be a magjor problem. Accordingly, the
proper placement of the SPD, along with correct routing and shielding of the upstream con-
ductors, isacritical part of the ESD immunity process.

Electric-field shielding of circuits is also an effective means of protection. In particular,
proper E-field shielding must be assured on el ectronic equipment enclosures and for any con-
ductors that penetrate the outer shield, unless they are appropriately filtered and clamped for
ESD at the point of penetration.

Fortunately, due to their very short first-transition times and the generally lower impedance
and high-loss characteristics of ac feeder and branch circuit power system wiring, ESD
surges attenuate considerably within the building ac distribution system. However, ESD can
be a serious problem when it occurs to an ac power cord’s conductors on agiven item of ESD
susceptible equipment, since in this case the ESD will occur close to the victim equipment.
Typicaly, the distance in this case will not exceed 4.6 m (15 ft) in length and usually will be
in the range of 1.8 m (6 ft) or less.

Also, ESD occurring to signal, data, and other interface or communications cable circuits can
be a very serious problem because these conductors not only enter the victim equipment, but
after penetration are also both routed in close proximity to, and connect to, sensitive circuits.
Therefore, ESD control is most important for ESD sources that are in close proximity to all
kinds of victim electronic interface circuits.

In general, for el ectronic equipment operating areas as opposed to semiconductor manufactur-
ing and board-assembly and service locations, where discrete devices are routinely handled,
the most effective ESD control methods include

a) Relative humidity (%RH) control viaan HVAC-process cooling system; and

b) Limiting the ESD discharge rate (or path), and slowing the rate of charge buildup by
altering the RC time constant of the ESD circuit.

NFPA 77-1993 should be consulted for detailed design information. A discussion of the ESD
mechanism and general ESD control techniques, along with test procedures for floor-surface
resistance on cellular raised floor systems, is provided in FIPS Pub 94-1983.

4.6.2 Surge coupling mechanisms

Coupling mechanisms for short first-transition time surges can be categorized as free-space
coupling phenomenainvolving near field(s), the far field, or both.
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4.6.2.1 Free-space coupling

Free-space coupling in the near field involves stray reactive coupling of electric lines of force
(e.g., resulting in noise voltages) from high-impedance E fields or, stray magnetic flux lines
of force (e.g., resulting in noise currents) from low-impedance H fields between the aggressor
source to the victim equipment or circuit(s). In similar fashion, free-space coupling in the far
field involves electromagnetic radiation and the subsequent reception of vertically and
horizontally polarized plane-waves (e.g., radio wave transmission) at a characteristic imped-
ance of 377 Q between the aggressor source and victim equipment or circuit(s).

4.6.2.1.1 Inductive (magnetic) coupling (near field)

Electronic circuits that are physically near, but not in direct contact with, a surge path can
experience interference with signal processes and even damage without flashover (discharge)
occurring. This occurs due to inductive coupling in the near field between the victim circuit
and a nearby aggressor conductor of any type that is producing magnetic flux lines generated
in direct proportion to the magnitude of current flow in it.

In most cases the foregoing aggressor conductor is not coiled into a multiturn inductor, but is
asingle conductor that is routed parallel to the victim conductor. However, coiled conductors
are possible and must be allowed for. The general equation for determining the magnetic field
strength in air (or any nonpermeable medium) is shown in Equation (4-13).

H = Iamper% (Nyms (4-13)

2T[ Dmeters

where
H is the magnetic field strength in A/m,
I isthe current in amperes,
N is the number of turns (1 turn for straight wire),

r isthe radius of circle from conductor’s center (1 m for a straight wire).
4.6.2.1.2 Magnetic field strength around a conductor in free-space

Due to the high di/dt characteristic of surges, concurrently high dg/dt rates for magnetic flux
are also produced. This then affects the magnitude of the voltages that can be electromagneti-
cally induced on any nearby conductors. This effect is depicted in Figure 4-30, for the case of
surge current on the down conductor of alightning-interception system. In summary, the volt-
age induced into the adjacent victim circuit (loop) is afunction of
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a) ltsgeometry asit relatesto the area (A = d, % L) enclosed by the victim loop;

b) Its orientation (e.g., paralel to or at some other angle) to the aggressor source for
coupling purposes,

c) Itsdistance from the down conductor; and

d) The time rate of change (di/dt) of the surge current, which produces a related high
rate of change (d/dt) for magnetic flux.

AR
TERMINAL

DOWN CONDUCTOR CIRCUIT
IMPEDANCE

SENSITIVE
CIRCUIT
(LOOP)

d, & d, = DISTANCES FROM DOWN CONDUCTOR

EARTH
ELECTRODE
SUBSYSTEM

NOTE—Enclosed loop area = Stray or deliberate coupling mechanism.
Sources: Based on MIL-HDBK-419 [B41] and MIL-STD-188-124A [B42].

Figure 4-30—Inductive coupling of surge current to adjacent circuits

Figure 4-31 plots normalized induced voltage per unit of length (1) developed in a circuit hav-
ing various loop geometries.

This general unwanted coupling of EMI energy into circuits is possible whenever any set of
similar conductors, with one conductor carrying theinitial EMI currents, isin close proximity.
Thisisimportant since near-field magnetic intensity is subject to cube- and square-law rules.
For example, the H field's intensity between very nearby conductors increases or decreases
according to the cube of the distance between them, and for most other wider spacings the H
field's intensity is related to the square of the distance between them. Using square law is
generaly suitable for most H-field intensity estimatesin real-world building wiring situations.
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As shown in Figure 4-30, the total loop area in meters-squared (mz) (A = length x width)
enclosed by either of the circuitsis avery important parameter, i.e., more enclosed loop area
means more coupling problems. More aggressor loop area means more available coupled
energy being put into the near field and more victim loop area means more victim conductor
interference pick-up in the near field.
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Source: Based on MIL-HDBK-419 [B41] and MIL-STD-188-124A [B42].

Figure 4-31—Normalized induced voltage into circuits
(from a single-turn enclosed loop)

In addition to simple nearness of the aggressor and victim loops, coupling is maximized
when the enclosed |oop areas are parallel to one another. Also, as the loops are positioned at
right-angles to one another, the coupling is minimal. Geometries between 0° and 90° cause
proportionally reduced or increased coupling effects to occur.

The voltages magnetically induced into circuits are not a function of the circuit impedance,
therefore the magnitudes of induced voltages are the same for low- and high-impedance cir-
cuits. This fact can be particularly problematic for low-impedance circuits, and any circuit
without surge protection. However, since H-field coupling problems may involve high cur-
rents and low voltages, most types of SPD equipment will not have much beneficia effect
since it will not operate until a particular voltage threshold has been passed. This is very
important to understand. Instead, simple inductances used as chokes become the preferred
means of limiting currents in the H-field mode since these devices are current and rate of
change for current activated, not voltage activated.
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In further explanation, the relationship between aggressor and victim loop actions can be
thought of as being similar to that of an air-core transformer where the aggressor circuit isthe
primary winding and the victim circuit is the secondary winding. Of course, multiple victim
“secondary windings’ are possiblein real-world situations. This explanation can be extended
to note that for the most part, the voltage produced in the victim “secondary winding” is not
affected by the impedance connected across it to form a “load.” Current then becomes the
variable in this regard as the load impedance is changed and the voltage applied remains
fairly constant. Thisis easy to visualize if one considersthat a12 V ac secondary on atrans-
former is typicaly just that, even with various loads connected across it. Hence, this kind of
coupling produces fairly constant voltage conditions and variable load currents— both a sig-
nature of alow-impedance EMI source-load arrangement where high currents and low volt-
ages are the norm.

From the aboveit should be appreciated that test and trouble-shooting effortswill not fare well
if voltage indicators are used instead of current indicators. Therefore, most successful efforts
involving H-field problems will involve wide-band current transformers (i.e., CTs) and not
voltage probes. Note that the typical CT is a closed-loop system from a magnetics standpoint,
so the CT will normally reject H-field influences that do not pass directly through the CT's
aperture. However, if any air gap is allowed to exist at the point where the CT's jaws contact
while closed, the CT will no longer act in a closed-loop fashion, but will act largely like an
inductor—ready to be unwantedly affected by impinging H fields from external sources.

4.6.2.1.3 Capacitive (electrostatic) coupling (near field)

Capacitive coupling of EMI energy is an electrostatic phenomenon. It occurs between the
metallic portions of circuits that are insulated from one another by a dielectric, such asair or
any other insulating medium. Parameters of interest are spacing, mutually exposed area, and
dielectric constant between the source and the circuit (see Radio Engineers Handbook
[B45]). Capacitive coupling occurs due to the effects of the E-field developing charge across
the dielectric medium. The principal EMI effects are those produced by electric potential
(voltage) as opposed to current flow.

In genera, E fields are coupled between the aggressor source and victim circuit pathwaysin a
manner that isfairly easy to shield. Typical techniques usually involve using simple grounded
metal shields. Such shields may be made from thin metals (e.g., foils) since they normally are
not called upon to carry any RMS currents. Electric field shielding may be thought of as
being akin to providing shading from a light source, except that the shield must be fully
enclosing to completely do the job.

EMI coupling levels to the victim circuit are dependent upon the amplitude and rate of
change of the voltage in the aggressor E field, the coupling capacitance between the aggressor
and victim circuits, stray (e.g., parasitic) capacitance between circuit elements in the victim
circuit itself, and most importantly, the impedance of the victim circuit itself.
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Accordingly, victim circuits of low impedance are generally not much affected by E-field
EMI, but high-impedance circuits are. This occurs because the former are generally current
driven while the latter are voltage driven, and voltage is exactly what the E field couples
using capacitance between the aggressor and victim circuits.

Note that the amount of EMI in the form of an interfering electric charge (Q) that an aggressor
E field can impart to avictim circuit at a given potential between the two, is directly propor-
tional to the product of capacitance and voltage (Q = CE).

Also, since capacitive resctance (e.g., X, in ohms) is inversely proportional to the E field's
frequency, high-frequency E fields produce greater EMI problems for a given capacity
between the aggressor and victim circuit. With lower values of X., greater amounts of EMI
current can be transported between the aggressor and victim circuit per volt of E field.

E-field EMI is not to be confused with ESD phenomena since with E-field EMI no discharge
arc isinvolved. With ESD, there is often definite current flow between the aggressor and vic-
tim circuit that involves a conductive path via an electric arc. Thisis not the case with E-field
EMI.

4.6.2.2 Far-field (electromagnetic) coupling

For victim circuits, far-field coupling of electromagnetic energy occurs when the circuit acts
as a receiving antenna for incident electromagnetic energy (see Blake [B4]) arriving in the
form of aradio wave that contains both E-field and H-field components that are rotated 90°

apart.

In far-field EMI problems, the aggressor circuit itself is not necessarily the source of the
radio-frequency (RF) energy identified as EMI, but the antenna from which this energy is
being radiated aways is. At first glance this seems to be a subtle difference, but in fact it is
not. For example, a circuit may be a prolific generator of RF fields, but if these fields cannot
be effectively radiated into the environment by an antenna, there is no practical EMI problem
except possibly within the equipment where the RF is being generated, and possibly for
intended purposes.

EMI currents or voltages induced into victim circuits from an electromagnetic wave increase
with the intensity of the electromagnetic field (e.g., RF field strength, as typically measured
in pV/m at a given frequency) in the immediate vicinity of the victim circuit, and with the
victim circuit’s effectiveness as a receiving antenna. This latter point is very important since
it underscores how an otherwise relatively EMI-immune victim circuit can be affected if it is
connected into the external environment by a power, grounding, or signal conductor that can
act as an EMI antenna that efficiently transports overwhelming amounts of EMI into victim
equi pment.

Theunwanted effects of RF EMI into the victim circuit are typically exacerbated when the vic-
tim circuit itself, or its interfacing power, grounding, or signa wiring, exhibits conditions of
resonance at the interfering field’s frequencies. Since agreat deal of personal communication
equipment now operates over the entire range from around 150 MHz to about 1.2 GHz, thiscan
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be a critical problem where small lengths of conductors can act as very efficient radiators or
receptors of EMI. For example, electrica half-waves occur on conductors in free-space at
approximately 1 m (3.28 ft) at 150 MHz and 0.125 m (0.41 ft) at 1.2 GHz, and quarter-waves
occur at one-half of each of these lengths.

The strength of the RF field involved in the EMI is an inverse-law function of the cube or
square of the distance from the radiating source. Very close to the radiating source the cube-
law function applies and further away the sguare-law function is applicable. The victim
circuit’s effectiveness (e.g., efficiency) as an antenna depends on its electrical length relative
to the wavelength(s) of the EMI signal(s), its total enclosed area (e.g., EMI signal capture
area), and its physical orientation to the EMI source (e.g., polarization and parallelism).

4.6.3 Interaction with buried cables

Analysis and measurements of transient voltages induced into buried cables (see Boyce [B6]
and Sunde [B51]) indicate that surges are a function of the cable’s electrica and physical
construction parameters, depth of the cable(s), soil resistivity, cable terminations, and the
additional degree of shielding provided by buildings, water pipes, power lines, and other
nearby conductors.

Cable parameters of importance are the cable length, the “transfer impedance” of the cable’'s
shield (if so equipped), and the dielectric strength of the insulating jackets (see Nordgard and
Chen [B43]). Soil resistivity is also important in determining the magnitude of surges
induced by lightning. Nordgard and Chen [B43] and Sunde [B52] indicate that the peak tran-
sient voltages and currents are approximately proportional to the square root of the soil’s
resistivity.

Deeply buried cables generally suffer less from the direct effects of lightning strikes, due to
greater attenuation of the surge's higher frequencies near the earth’s surface. Similarly, guard-
wires above buried cables can be effective in reducing the impact of ground currents.

The earth itself isnot known to be alow-loss medium of fixed resistivity for all frequencies of
current flow within it. Typically, ac earth currents cannot flow without producing substantial
voltage drop and associated fall off of current both as a function of distance and of the fre-
guency of the current. Thisoccurssince all types of earth appear to exhibit increasingly greater
amounts of IR loss within it as the impressed current’s frequency rises. Hence, dc and ac of
lower frequency will not only penetrate more deeply into the soil from a point of injection or
return, but will suffer less attenuation over a given path’s distance than will higher frequency
ones. Hence for agiven ac voltage, the produced current in and through the earth will be trans-
ported with less loss over a given path distance at 60 Hz (and the first several harmonics
thereof) than will alightning current which is comprised of frequenciesin the range of tens of
kHz to tens of MHz. DC will be transported over the greatest path distance with the least loss
of al.

Hence, for agiven voltage, aresulting 60 Hz earth current (and the several harmonics thereof)
will be more efficiently carried in the earth over a given path distance than will a lightning
current driven by an equal amount of voltage, and which has current frequency measured in
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terms of tens of kHz and tens of MHz. Lightning, however, typically makes up for this seem-
ing discrepancy by the sheer amount of voltage applied to the earth during a strike so that
more amperes are initially produced at the point of current injection than is possible with
most 60 Hz systems.

The foregoing is important in that a conducted current flow in the earth itself produces both
an E and H field proportional to voltage and current along the path of current conduction in
earth, and these fields are capable of creating EMI problems with any cables buried in the
earth where these fields can impact the buried cable. In extreme cases, the associated E field
is known to produce localized points of dielectric breakdown along the victim buried cable.
Such breakdown points are also often characterized by predictable spacing at quarter-wave
points along the damaged cable, when high-frequency currents are involved, such as from a
lightning strike.

4.6.4 Interaction with above-ground conductors

The use of aerial conductorsto intercept lightning strikes and protect cables below them from
the direct effects of lightning has been well demonstrated. Several theories have been devel-
oped to explain the size of the protected zone. They are reviewed in Golde [B15]. Use of
these concepts can reduce both the voltage and current surge levels that above-ground power
and signal lines experience for a given lightning strike.

Lightning-generated surges on the electric power supplier’s ac distribution systems, and at
the user’s site, have been studied extensively and have been reported in the literature. Golde
[B15] and Vorgucic [B61] are examples of these studies. Golde [B15] and Keeling [B30] also
provide a history and bibliographies of the problem and a summary of measurements and
operating experiences pertinent to remote ac distribution lines. The types of damage observed
and the surges measured at distribution terminals are also discussed. Protection strategies for
terminal equipment have been well developed and consist of surge current diverters and/or
grounded overhead guard wires. Good earth ground electrode systems, of low-inductance
design at the points of surge-affected conductor interface to or from abuilding or other struc-
ture, are generally important in obtaining maximum protection from the protection strategy
chosen at agiven location.

Elevated conductors (ac distribution, etc.) form geometric loops of various sizes and orienta-
tions with varying degrees of surge-current coupling efficiency. As a general statement, the
open-circuit voltages induced in these loops are a function of loop size and the time rate of
change of the magnetic flux through the loop cross-sectional area (see Golde [B15]). There-
fore, the peak open-circuit voltage is dependent on the peak rate of change of the strike current.
The resulting voltage waveform is determined by the time derivative of the strike current.

In general, induced voltage waveforms on overhead conductors (that result from lightning
strikes) are a quick unipolar pulse followed by along decaying tail. Peak currents in these
loops can be theoretically bounded by considering the load to be a short circuit.
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4.6.5 Potential impact of EMI

Depending on the severity of the surge and the susceptibility of the equipment, three types of
occurrences are possible (in addition to damage caused to cables and conductors): data dis-
ruption, hardware stress, and hardware destruction.

4.6.5.1 Type-l, signal-data disruption

Signal-carrying circuits are susceptible to surge interference via conduction, inductive and
capacitive coupling, and electromagnetic radiation. Both near- and far-field phenomena affect
these circuits as EMI. When surges are actually observed on signal lines, it's often assumed,
just because the signal circuits are still working, that the noise is below the circuit’'s EMI
threshold, and things are therefore acceptable. This is not so (see Greason [B18]), as
explained in the following paragraphs.

Digital circuits characteristically latch in either a“high” or a “low” state in which they are
relatively stable (e.g., they arein afull cut-off or saturated full-on state). Therefore, it takes a
strong randomly applied signal to upset a fully latched circuit from one state to the other.
Moreover, since most such circuits spend most of their working life latched into one state or
the other, they spend very little time in transition between states where they are most suscep-
tibleto EMI.

For example, when a bistable circuit is in transition between states, it is very susceptible to
interference since it is operating in the Class-A region. The circuit behaves as a positive feed-
back amplifier and can amplify very weak signals to the point of saturating its switching
semiconductor. Thus, even very low-magnitude surges can cause data corruption or upset if
they occur at the moment of a deliberately induced state transition. A surge arriving at this
time has a 50/50 chance of driving the circuit in the opposite direction to that which was
intended, causing a data error by changing the digital signal from itsintended “high” or “low”
state. These data errors may be immediately obvious or may only be evident under a unique
set of logical and programmatic conditions that occur infrequently— sometimes only once or
twice daily, or weekly, etc. Coincidence between a state transition® and an EMI event isthere-
fore what determines the frequency of problems at a given site and not just the mere presence
or absence of EMI on the signal path when it is observed during a limited period of
examination.

When recorded line-voltage disturbances coincide with computer malfunctions, it is often
assumed that the line-voltage change was responsible for the malfunction. Although thisis a
possibility, amore likely cause is the secondary effect of a rapid change of current in ground
conductors that creates surge voltages among different parts of the common ground referenc-
ing system interconnections rather than filtering the surge from its supply voltage (see
FIPS Pub 94-1983).

4Typi cally, this means at equipment “clock time” where the state of the latched circuit elements are all permitted to
be changed if the gating conditions are correct.
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For one example of the foregoing, the presence of OEM-installed, low-pass, LC network fil-
ters with line-to-ground/chassis-connected shunt elements (e.g., capacitors) ensures that
some portion of the current from any ac line disturbance is conducted to or from the equip-
ment grounding system associated with the subject electronics equipment and its associated
ac power system. Thisis especially the case with CM disturbances that occur on the ac power
system.

The foregoing is especially important to appreciate since almost all commercially available
equipment using digital logic designs, and for purposes of both enhanced performance and
safety, references one terminal of the logic voltage power supply to the equipment’s frame/
enclosure as “ground”— a point that is also common to the ac system’s EGC system and the
LC filters as just described above. Hence, unwanted currents on the equipment grounding
system have ingress to the logic elements via the indicated OEM provided path. From this
point, the unwanted currents in the form of EMI can be propagated between items of equip-
ment via the typical cabling systems used to provide inter-unit transport of power, signals,
data, or combinations thereof.

In such unusual (and typically undesirable) cases where the above conductive path between the
logic power supply’s conductors and the equipment’s metal frame/enclosure is not provided
dueto dielectricisolation, then stray or parasitic reactive coupling is usually sufficient between
the frame/enclosure and the power supply and signal leads in the equipment to provide for a
nearly equivalent path to exist. Thisisimportant sinceit goesto the heart of why floating or oth-
erwiseisolated grounding systemsrarely (if ever) provide the anticipated protection from EMI
that is involved with the equipment’s grounding system, and which is occurring at high fre-
guency (HF) within the response bandwidth of the victim circuits.

For a variety of reasons, many electronic loads contain amplifiers that are routinely used to
amplify the clock and data signals. Any unwanted signal (i.e., noise) entering the input to such
amplifiers, where that noise signal is completely or partially within the amplifier’s bandwidth,
isamplified along with the desired signals. Once this happens, the unwanted, amplified noise
signal isdistributed within the system in astronger form than when it entered. About the worst
scenario possible is when the noise signal is combined with the clock signal and both are
amplified and distributed throughout the electronic system. This situation makes the noise
appear to come from everywhere so it is very difficult to track the point of origin, and it also
makes the noise available to awider range of circuits that then can be affected by it.

4.6.5.2 Type-Il, gradual hardware stress and latent failures

A single lightning or switching surge often causes immediate, but not readily apparent physi-
cal damage to semiconductor devices. This damage then finally appears at some later time at
which point the failure is obvious. This once controversial, but now accepted condition is
called latent semiconductor device failure. For example, asingle larger surge or several repet-
itive exposures to lower magnitude surges often cause a gradual performance deterioration,
which may finally be associated with intermittent equipment operation as opposed to imme-
diate catastrophic failure of the semiconductor device. In such cases where the semiconductor
itself has had its performance marginalized, it is often difficult to differentiate between soft-
ware- and hardware-induced errors.
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Latent failures relating to ac power and grounding surge conditions are observed primarily in
semiconductor devices used in equipment interface applications or power supplies, but may
aso generally occur ininsulating materials as are used in transformers, chokes, capacitors, etc.

After repeated stress and when overstressed, typical forms of SPDs such as gas-tubes, car-
bon-blocks, zener diodes, silicon avalanche diodes, and varistor elements are al so susceptible
to Type-11 damage over time—particularly if they have not been very conservatively rated for
the intended application.

4.6.5.3 Type-lll,immediate hardware destruction

The third possible impact of surgesis the immediately obvious and total destruction of hard-
ware componentsin asingleincident. Table 4-6 showsthe threshold voltages and energy levels
for destruction of selected semiconductors that are commonly used in electronic equipment
(see Gallace and Pujol [B14] and Greason [B18]). Similarly, larger devices, such assignal and
power transformers, and relay coils; and power supply components, such as chokes and capac-
itors, can be destroyed. Type-lll events also include general arc-over damage within
equipment.

Table 4-6—Thresholds of failure of selected semiconductors

Semiconductor devicetype Disruption energy (J) Destruction energy (J)
Digital integrated circuits 1079 106
Analog integrated circuits 1078 106
L ow-noise transistors and diodes 10~/ 1076
High-speed transistors and ICs 1076 107
Low-power transistors and signal diodes 107 10
M edium-power transistors 10 1078
Zeners and rectifiers 1073 1072
High-power transistors 1072 101
Power thyristors and power diodes 107t 10°
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Typical forms of SPDs such as gas-tubes, carbon-blocks, zener diodes, silicon avalanche
diodes, and varistor elements are also ultimately susceptible to immediate Type-I11 damage
and destruction.

4.6.6 Surge voltage frequency and transmission path losses

Knowledge of the frequency distribution of voltage (or current) within surges can be impor-
tantin ng their impact on electronic equipment. Depending on the surge waveshape, its
voltage and current spectra, V(w) and | (w), can vary considerably. The effective propagation
of current surges having high-frequency components requires paths that are of low loss and
impedance at the same high frequencies.

Typica building power wiring paths are transmission lines that are lossy and are widely
thought of to possess a nonuniform, but roughly 50 Q characteristic impedance. Such build-
ing wiring transmission lines for surge currents at HF have been shown by Martzloff [B35] to
be both lossy and capable of transporting a harmful surge current between the point of injec-
tion to the victim equipment attached as a load. This typically occurs where a sufficiently
large surge current isinjected into the wiring system so that after path losses occur, a destruc-
tive amount is still present at the end of the wiring path where the victim equipment is con-
nected.

In addition, even with lossy pathways at HF, the typical impedance mismatch between the
transmission line (e.g., building wiring circuit) and the terminating equipment (e.g., electrical
or electronic) can alow for surge current voltage or current reflections to occur at the point of
impedance mismatch, and which can then create a doubling of the incident waveform’s ampli-
tude at one or more points on the pathway—particularly at the point of wiring interface to the
load equipment. This is a well-understood phenomena, which is described in FIPS Pub 94-
1983 on the electric supply grid where a radial distribution system ends in an unterminated
stub. The problem isthat the effect also occurs within buildings and on the interior wiring sys-
tems serving electrical and electronic load equipment.

Figure 4-32 depicts the frequency spectra (Fourier transforms) of five standard surge volt-
age waveforms (see |EEE Std C62.41-1991, |EC 60801-4: 1988 [B22], and Standler [B49]).
The 0.0 dB reference level is1V or 1 A. The peak voltage is 6 kV for both the 1.2/50 ms
and 100 kHz ring wave, 4 kV for the electrical fast transient (EFT), and the 0.6 kV for the
10/1000 ps surges, respectively. The peak current is 3 kA for the 8/20 ms surge. Figure 4-20
indicates that most of the commonly utilized surge spectra have relatively large voltage
(current) components between dc and 100 kHz. The shorter first-transition time surges (e.g.,
EFT) have larger fractions of their total energy content at higher frequencies.

128 Copyright © 1999 IEEE. All rights reserved.



IEEE
FUNDAMENTALS Std 1100-1999

Frequency Spectra
10/1000 us  V,=0.6 kV

+0

Bad 8/20 s I,=3kA

—40+ 100 kHz Ring Wave V,=6kV

Decibels

EFT V,=4kV

- 80 e
1 10 100 1k 10k 100k M 10M

Frequency (Hz)
Source: Standler [B49].

Figure 4-32—Frequency spectra of common surge test waveforms

4.7 Grounding subsystems

For purposes of safety only, electronic systems must be solidly grounded, i.e., directly con-
nected with earth and equipment ground as required by either the NEC, NFPA 780-1997, or
both. Grounding systems designed for a typical electronic equipment facility can be concep-
tualized as having four (4) distinct, solidly (e.g., galvanically) interconnected, functional
subsystems. They are asfollows:

a) NEC-described fault and personnel protection subsystems consisting of the following
solidly interconnected items:

1) AC or dc system grounding of the identified conductor;
2) EGC systems; and

3) Earth grounding electrode(s) and related grounding electrode conductor(s)
(GEC).

b) SRS
1) Typicaly installed per the electronic system’s OEM instructions; and

2) Per FIPS Pub 94-1983 and recommendations made in this publication in
Chapter 8.

c) Lightning protection subsystem
1) Asinstalled per NFPA 780-1997; and
2)  In conformance with the NEC.
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d) Telecommunications, data transmission, and signaling circuit surge protection
grounding subsystem
1) Asinstalled per the telecommunications equipment’s OEM instructions;

2) As ingaled per the information and references provided in Chapter 8 and
Chapter 9; and
3) Asingtaled in conformance with the requirements of the NEC.

Note that for well-established purposes of fire and shock safety, these functional grounding
subsystems are all eventually solidly interconnected to a common earth electrode system at
the site's service equipment (SEQ) via the requirements of the NEC, NFPA 780-1997, or
both. Per the NEC, other earth grounding electrodes may also be involved with the various
grounding subsystems (see |IEEE Std 142-1991), but these cannot in any way be isolated
(e.g., by galvanic isolation or earth resistivity) from one another, or from the site’'s main earth
grounding electrode at the SEQ.

All of the above described grounding systems must be made electrically common to one
another by use of a grounding conductor(s) so as to form a single, interconnected earth
grounding electrode system at the site. Failure to provide this necessary bonding will place
whatever equipment that, or personnel who, may be deliberately or accidentally connected
between the two isolated grounding systems at whatever potential that can be developed
between them. Such a potential istypically dueto ac or dc system ground faults, lightning, or
other currents that can produce an IR drop when flowing in the commonly shared grounding
medium—earth.

The above problem still exists even when the earth grounding electrode(s) provided have
excellent low-resistance connectivity to the earth, such asin the 1 Q range. For example, a
lightning strike nearby one electrode with a conservative 2040 kA would produce a ground-
rise (e.g., offset) potentia of between 20 kV and 40 kV between two earth grounding elec-
trodes with only 1 Q of resistance between them (e.g., E = IR). Thisistoo high a potential for
any reasonably constructed signal-level insulation system to withstand, let alone any con-
nected solid-state electronic equipment components. Alternately, such high potentials are
known to produce arcing and dielectric breakdown at points along the current’s path and
within equipment, and which then may cause fi res.®

4.7.1 Basic grounding and bonding concepts

For purposes of grounding, effective bonding consists of a set of grounding conductor inter-
connections and terminations that, taken together, form a usefully low-impedance path (at al
frequencies of interest) for the flow of current though them. If done properly, this arrange-
ment then can be used to successfully limit the development of unwanted potentials across
the ends of the bonding connection.

5The problem of dielectric breakdown, arcing, and possible fire reaches a high level of probability within electrical
or electronic equipment where any insulated conductor referenced to a separate, isolated earth grounding electrode
system is brought into an equipment enclosure and where that equipment isitself equipment grounded by connection
to the NEC described safety grounding system consisting of the metal conduit/raceway, equipment (safety) ground-
ing conductor (EGC) system (e.g., “greenwires’), and equipment enclosure.
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The objective is that each termination (bond) be such that the electrical properties of the total
path are a function of all of the connected elements, and not just the interconnections.
Conversely, poor bonding is often the principal cause of many hazardous and noise-producing
situations, e.g., unacceptable voltage drops, heat generation, intermittent operation, electrical
noise, and high-resistance grounds. A large cross-sectional area grounding conductor (GC) is
of little useif it isterminated via a poorly bonded connection.

It must be stressed that the low- and high-frequency characteristics of most grounding and
related bonding techniques are quite different. Their high-frequency characteristics are of
particular importance for most electronic equipment applications where both low-level and
high-level, short-duration, rapid transition time impulses are the typical currents propagated
through the bonding conductor (see MIL-STD-188-124A [B42]).

The following factors are important when characterizing alternative bonding methods:

a) Contact resistance. Contact resistance of conductor and shield terminations, and their
aging, are of importance.

b) Dissimilar materials. Dissimilar materials are problematic in that they often set up
galvanic half-cells or rectifying junctions that result in EMI generation at the junc-
tion, corrosive failure of the connection, or both.

¢) Skin effect. High-frequency currents do not penetrate deeply into high-conductivity
materials. Therefore, the high-frequency impedance of bonds must be assessed.

d) Bond reactance. Bond size, geometry, and the physical relationship between conduc-
tors being bonded can introduce reactive components into the impedance of the bond.
The minimization of self-inductance in the path is of utmost importance at high
frequency.

€) Conductor resistance. The total resistance of the bonding conductor’s path is of
importance when the IR characteristics (at dc and low frequency) are such that, for a
specific current level, too much potential can be developed across the path for the
connection to be effective.

f)  Overheating and fusing point. The selection of the conductor and bonds must not
place the arrangement into safety conflict with its NEC rms ampacity limits or the
instantaneous fusing 1%t characteristics of the conductor or its bondi ng terminations.

4.7.1.1 Grounding/bonding conductor self-resonance effects

Resonance occurs in conductors, primarily due to their lack of lumped capacitive and lumped
inductive elements that are replaced by distributed ones along the length of the conductor.
Therefore, the conductors of ac electrical distribution systems, which exhibit only distributed
capacitance and inductance, oscillate when excited by certain voltage waveforms. The con-
ductors, in essence, act as inadvertent sources (or receptors) of closely-coupled near-field
noise, and in the far field they can radiate (or receive) noise by acting as antennae. This type
of problem is not often observed in conductors that make up a crude, lossy transmission line,
such as an ac system feeder or branch circuit contained in a conduit/raceway; but it isamajor
concern on overhead suspended power and grounding conductors, externaly installed
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grounding/bonding conductors, aimost all GEC, and with externally installed signal level and
telecommunications cables that are routed in ways that form enclosed-loop areas.

Conductor self-resonance occurs when a conductor’s electrical length equals an even or odd
multiple of quarter-wavelength of an impressed voltage waveform. When the conductor is
self-resonant in odd multiples of quarter-wavelength, the result is a virtual open-circuit of
nearly infinite impedance, with maximum voltage drop from end-to-end across it. However,
under conditions of even multiples of quarter-wavelength resonance, the conductor will
appear as afunctioning electrical connection from end-to-end and with approximately equal
impedance at each end (see FIPS Pub 94-1983). Figure 4-33 depicts this relationship.

The relationship between odd multiples of quarter-wavelength resonant conductor conditions,
length, and frequency is shown in Equation (4-14).

L - _cn (4-14)

resonance 4 f resonance

where
L resonance is the resonant conductor length (m),
n isany odd integer (1, 3,5, ...),
c is the speed of light in free space (3 x 108 m/s),
fresonance is the frequency of excitation in the conductor (Hz).
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Figure 4-33—Resonance characteristics of conductors
In practice, designers must be concerned with the lowest frequency at which a given ground-
ing/bonding conductor length will resonate (n = 1). Therefore, grounding/bonding conductors

should always be chosen so as not to have physical lengths approaching resonant conditions
of near quarter-wavelength and odd multiples thereof for any electrical noise frequencies that
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might be imposed on the conductor. One hedge against this is to employ multiple grounding/
bonding conductors between the items being bonded to and from, and to make each of a dif-
ferent length than the other. Thus, while one path may be undergoing resonance conditions,
one or more of the others will not. Usually a difference of 20% in conductor lengths will suf-
fice (FIPS Pub 94-1983).

The above only works, however, when the multiple grounding/bonding conductors are spaced
far enough apart from one another to minimize the highly unwanted effects of mutual cou-
pling in the near field (principally inductive) between them. The best hedge is therefore to
route them separately and install them on opposing corners of equipment cabinets as com-
pared to attaching them to the same bolt, etc. Thus, the grounding/bonding conductors will
appear as relatively independent inductive paths for current and, since they are inductive and
in parallel, they will present a lower impedance across the path as inductors in paralel are
supposed to do.

4.7.1.2 Minimizing inductance on the grounding/bonding conductor’s path

Grounding/bonding conductors are also subject to the effects of magnetism when transient
currents, such as impulses associated with “noise” and lightning, are passed through them.
Hence, the conductors must be configured in such a way as to minimize the production of
transient voltages across their lengths when carrying such currents. This is usually referred
to as an —e= L (di/dt) effect, and the eguation is very useful in representing the voltage
developed across an inductance when a current is forced to flow in it by an applied volt-
age. There is aso the problem of what voltage will be developed across an inductance
when the driving current through it is abruptly interrupted. What will be the transient volt-
age developed under this condition?

The actual problem involves the consideration of both the peak current through the path’s
inductance and how much voltage can be developed in the distributed or lumped capacitance
that is associated with the grounding/bonding conductor. Hence, the real-world problem is
represented in Equation (4-15).

L
Emac = lposk [0 (4-15)
stray path
where
Enax is the maximum voltage devel oped across the ground path,
I peak is the maximum current flowing in the ground path,
Lpath is the inductance of the ground path in Henries,

Catray path 1S the stray capacitance of the ground path in Farads.
The use of Equation (4-15) is derived from Chapter 7 in Ott [B44] and is necessary in view of

the fact that the stray or parasitic capacitance involved with the typical grounding/bonding
path’s connections and conductor may not be ignored. In short, the problem does not involve
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atheoretical inductance in free space not coupled to anything. Further, the stray capacitance
may be quite large, as when the grounding/bonding connection exists across two closely
spaced-apart metal cabinets or racks, each with significant surface area showing to the other.
This forms a neat air-dielectric capacitance that is integra to the understanding of the circuit
and that cannot be ignored.

From the foregoing, it should be apparent that there is no real substitute for directly abutting
equipment units and multiply bolting them together so as to obviate the need for discrete
grounding/bonding conductors. This action results in atwo-fold attack on the problem:

a) It minimizesthe stray capacitance between the units; and
b) Itvirtually eliminates the inductance across the grounding/bonding path.

As aresult, even for a high peak value of current, the devel oped voltage must be low. Signal
circuits routed between two such cabinets are thereby not subjected to high values of CM
disturbance.

An additional attack on the problem is provided when the designer provides for a an exter-
nally applied grounding/bonding structure of atype that discourages the concentration of any
current flow in any one or afew of the grounding/bonding conductors making up its network.
This is typically accomplished by use of an SRS such as one comprised of a plane or grid.
These are typically and respectively called a signal reference ground-plane (SRGP) and sig-
nal reference ground-grid (SRGG).

When direct, unit-to-unit grounding/bonding and SRS techniques with low self-inductance
grounding/bonding conductors are properly combined, the CM transient voltage and current
problem islargely eliminated in practice.

4.7.1.3 Length restrictions on grounding/bonding conductors

For the reliable operation of the grounding/bonding conductor, it is recommended practice
(see FIPS Pub 94-1983) to install grounding/bonding conductors whose electrical length isa
fraction of awavelength long and where it does not exceed (1/20)A at the highest expected fre-
guency of interest. While this is an adequate restriction for most commercial practice, more
critical applications may require limits approaching (1/50)A or less. The highest frequency of
interest in this case is defined as the fastest transition time in the expected waveform, and not
its duration or repetition rate. For example, the important part of a 100 kHz square-wave
clocking or data signal that might appear on the grounding/bonding conductor with a 50%
duty cycleisthetime it takes the impulse’sfirst transition (e.g., leading edge rise-time) to go
from 10% to 90% of its peak amplitude.

Wave and transmission line theory must also be invoked, in addition to circuit theory, to fully
understand the operation of the typical grounding/bonding connection under transient impulse
conditions. Accordingly, note that a grounding/bonding conductor, whose electrical length is
such that an entire CM current impulse may be contained upon it while it is transported from
one end to the other and with the grounding/bonding conductor acting as atransmission line,
iscompletely useless as ameans of either controlling transient voltages or currentsin the path.
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Since the impul se cannot be present at both ends of the path at the same time, there is no way
that the potential can be equalized between the end-connected items of equipment. And in any
case, since the terminations at the ends of such a transmission line are certain to present
impedance mismatch, the initial and subsequent current and voltage wavefronts will be
reflected and re-reflected back and forth across the path until damped-out by the losses. Thus,
asingle impulse may be turned into many with the ends of the path alternately being placed at
different potential and polarity, and at equipotentia (e.g., with the impulse in transit and no
impulse having yet arrived at either end). Finally, when reflected at a highly mismatched end-
termination, a current or voltage may double or nearly so, as the reflected portion of the wave
algebraically adds to the impinging wavefront just arriving.

4.7.2 Earth electrode subsystem

The earth electrode subsystem establishes the facility earth ground reference for lightning,
electrical fire, and shock hazard purposes only (i.e., safety purposes only). Signal transport
processes and the internal signal processes of equipment are not benefited by this system nor
connections made to it except from a safety standpoint. However, improper connection of
these portions of an electronic system into an earth electrode subsystem is widely known to
produce both performance, safety, and equipment damage problems under conditions of
power system switching and ground-fault conditions, or lightning. Specific design criteriafor
the earth electrode subsystem are provided in the NEC.

The earth connection generally exhibits an increasing impedance with frequency (see
Figure 4-34). This absolutely limits the effectiveness of the earth grounding electrode in rela-
tion to high-frequency “noise” control efforts. This clearly means that the earth grounding
electrode system is a so not an effective means of controlling the unwanted effects associated
with the higher-frequency components of alightning surge event.

From awave-theory standpoint, the earth and the connection to it represents a serious imped-
ance discontinuity to almost all short-duration, fast transition time impulse currents. Hence,
the connection generates large reflections of both current and voltage when such waveforms
areimposed on the earth grounding electrode from either the direction of the earth or the con-
necting GEC acting as an unbalanced transmission line. Such reflections are then propagated
back into the GEC where they are spread to all items of equipment connected into it viathe
power system and any related equipment (safety) grounding conductor (EGC) networks.

Note that any current flow in a GEC generates large near and far fields due to the unbalanced
current flow on the path and which therefore makes the GEC an EMI source. Hence, any and
all current flow in a GEC is unwanted and should be avoided. For example, EMI from GEC
current flow is highly likely to near-field couple into nearby victim conductors of al descrip-
tions, or be far-field radiated into the general environment as a radio-frequency (RF) wave
with the victim conductors or circuits acting as antennae. If the earth grounding electrode and
its associated GEC have been galvanically connected into any signal-level circuits, then they
will be directly affected by EMI current conduction, and in a highly unwanted fashion.
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Figure 4-34—General earth grounding electrode system impedance vs. fre-
quency using two comparative earth grounding electrode configurations,
(A) and (B)

In addition to the above, the earth grounding electrode subsystem is also not generally suit-
able to control the harmful CM potentials that are associated with some forms of power sys-
tem ground-faults. This is reflected in the NEC requirements that clearly state that the earth
shall not (ever) be used as the sole path for a current flow. Instead, good grounding/bonding
techniques are required as are discussed elsewhere in this chapter, and in Chapter 8 and
Chapter 9.

As an example of the foregoing, a 1 Q earth ground connection associated with a 120V ac
ground-fault, limits the current flow to no more than 120 A. Thisis sufficient to operate many
overcurrent protective devices where (by rule of the thumb) 10 times the trip rating places the
trip into the instantaneous portion of the 1%t “trip” curve. Therefore, circuits provided with
overcurrent protective devices such as those in the 10-15 A range may be considered to be
“protected,” but only for so long as the earth grounding electrode’s impedance does not
upwardly change over time (unlikely). In addition and more seriously, even with the much
sought-after 1 Q value, commonly used larger-rated overcurrent protective devices may be
delayed in operation or fail to operate at al on a ground-fault, and this is serious. Further,
efforts to lower the ohmic value of the earth grounding electrode to unrealistically low levels
as a means of compensating for the foregoing, are not normally practical and are generally
unreliable. One or two orders of magnitude of improvement (e.g., from 1.0 Q to 0.1 Q or
0.01 Q) would be required to be achieved, and then maintained long-term in most cases, in
order to ensure reliability; thisis simply not practical.
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Note that in relation to the above, Section 250-84 of the NEC does not require the earth
grounding electrode to possess less than 25 Q of resistance in order to be acceptable. Also,
when two or more earth grounding electrodes are installed in parallel, no measurement of the
subsequent resistance of either electrode, or the combination, is required in order to be
acceptable. These are both strong indications as to why an earth grounding el ectrode system
is not as important as many think it is when installing an electrical system. Further and most
importantly, none of the above discussion has included the impedance of the conductor(s)
used to make the interface to the earth grounding el ectrode and whatever it is being connected
into. This further increases the overall impedance of the arrangement with the current’s fre-
guency and often in unexpectedly large amounts. For example, there are rapid rates of
increase in impedance relating to the approach or achievement of quarter-wave (and odd mul-
tiples thereof) resonance on the GEC's path.

To further illustrate the foregoing important concept, assumethat a1 Q earth grounding elec-
trode has been installed and that it remains 1 Q under the given conditions. Next, assume a
GEC is connected and that at some frequency the GEC exhibits a 1000 Q impedance. The
total impedance of the arrangement, as viewed from either end acting as a port, is 1001 Q.
Hence, a 1000: 1 impedance ratio exists between the far end of the GEC and the earth connec-
tion, as seen at the top of the grounding electrode. This meansthat if only a1 A current flows
in the path, roughly 1 kV will exist between earth and the equipment connected to the far end
of the GEC. With thisin mind, what is the benefit of a 1 Q earth connection from the stand-
point of a CM voltage breakdown standpoint and EMI control?

Per the foregoing, the CM voltage breakdown situation is actualy quite serious. Take the
example of an insulated-isolated signal ground terminal located within equipment that is
metal enclosed and properly connected into the ac power system’'s equipment (safety)
grounding conductor (EGC) system. If the insulated-isolated signal ground terminal is con-
nected into an insulated-isolated earth grounding electrode (a nonrecommended practice in
all cases), then any current flow in the impedance between the power system'’s earth ground-
ing electrode and the signal terminal’s earth grounding electrode will produce a CM voltage
between the terminal and the equipment’s frame/enclosure in which it isinstalled. Since “sig-
nal” level wiring and components are not normally provided with other than low-voltage
insulation means and minimum air-spacing from exposed terminals to the frame/enclosure
are also the rule, a very rea probability of voltage breakdown exists between the two (e.g.,
kVg1-c2 = KAgi_g2 - Qg1 isthe case with the two separate grounding systems). Thus, the
signal level circuits and associated logic and signal level semi-conductors, etc., are placed
into great risk by this approach, and are not benefited in any manner.

4.7.3 Grounding for fault/personnel protection subsystem

This subsystem is known within the NEC as the “equipment grounding system.” This system
consists of the solidly grounded/bonded together metal items comprising the frame/enclosure
system for equipment, metal conduit/raceway of al types, metal cable armor/shields, bare
and insulated® equipment (safety) grounding conductors (EGCs) that are pulled with their

6Typi cally, this conductor is referred to as the “ greenwire.”
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associated circuit conductors, and externally applied grounding/bonding straps or jumpers,
al asrequired or permitted by Article 250 of the NEC.

The primary purpose of the fault/personnel protection subsystem is safety. It generally has
unknown characteristics regarding its impedance (vs. frequency), and it may be single-point,
multiple-point, radial, or hybrid in some manner. Most oftenitisinstalled asaradial grounding
system in accordance with the basic requirements of Article 250 of the NEC. In genera, this
subsystem has an unknown, but severely limited bandwidth. However, the NEC requires that
it must be of sufficient ampacity and of sufficiently low impedance (e.g., per Section 110-10 of
the NEC) at al points to effectively carry power system frequency ground-fault current in a
magnitude sufficient to permit rapid operation of overcurrent protective devices, or of ground-
fault interrupt (GFI) systems.

In addition, the typical wiring used to provide for this grounding system is known to be very
lossy at high frequency7 so that it does not transport high-frequency currents over distance
without considerabl e attenuation (see Martzloff [B35]). It aso only isknown to be constructed
for safety reasons, in a robust fashion per the NEC. The genera grounding configuration for
the basic fault/personnel protection subsystem is shown schematically in Figure 4-35. Note
that this is not a single-point grounding system, but is a radial grounding system for the ac
power branch circuits and the ac system supplying power to the shown equipment. Other
grounding conductors may be connected to the equipment in various ways and for clarity are
not shown in thisfigure.

Note that in order for the fault/personnel protection subsystem to be installed in accordance
with the requirements of the NEC (unless excepted by a specific statement in the NEC), it is
necessary that all of the involved equipment (safety) grounding conductors (EGCs) be routed
with their associated circuit’s feeder or branch circuit power conductors. This means that
except for short, externally applied bonding conductors connected across very limited lengths
of flexible metal conduit (FMC) or liquidtight flexible metal conduit (LTFMC), they must be
run within the same cable sheath, shield, or conduit/raceway, €etc., as the associated neutral
and line conductors for the circuit. Specific design criteria for the EGC subsystem are pro-
vided in Article 250 of the NEC.

The typical fault/personnel protection subsystem is aimost never of sufficiently low imped-
ance to reliably prevent the unwanted development of ground-fault-related potentials (e.g.,
E = 12) sufficient to damage electronic system components that are equipment ground refer-
enced in some direct manner or are bypass coupled to equipment ground via low-voltage
insulated components, such as capacitors and signal wiring. In addition, ground faults take
clearing times that are measured in durations ranging from around 10 ms to several seconds
on a 60 Hz power system. Sometimes no clearing at all takes place except by emergency
manual means or after the ground fault has grown to involve more current than was initially
available, etc.

“For purposes of this discussion, the realm of high frequency begins at approximately 100 kHz.
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NOTE—This may be described as a radial grounding system, as opposed to an SPG system,
since other equipment or ac system grounding connections (intentional or unintentional) may be
involved beside the basic NEC ones shown.

Figure 4-35—NEC-compliant equipment grounding for basic fault/personnel
protection subsystem

The situation concerning equipment damage, stated in the previous paragraph, is the particu-
lar case where two or more separated units are metallically interconnected via a typical
signal-level data or I/O cable and a simple 15-20 A rated branch circuit ground fault occurs
in the immediate vicinity of the equipment. If large ampacity branch circuits or power feeder
circuits should ground-fault, such damage may also be expected to occur at points several
tens of feet away from the fault’s location. SRSs such as those later described in this chapter,
signal reference ground planes (SRGPs), or signal reference ground grids (SRGGs) may be
used in conjunction with the fault protection subsystem to eliminate, or at least minimize, this
problem involving ground-fault events.

4.7.4 Introduction to SRS

An SRS is the externally installed network of conductors used to interconnect the metal
frames, enclosures, and logic or signal level power supply common terminals of the subject
electrical and electronic equipment to one another. This network may be a recommendation
from, or an actual part of, the equipment’s OEM installation package. Most often it may be
part of an after-market, field-installed wiring effort. The SRS is aso an integral part of any
SPD network system that is used on either the ac or dc power, or signal (including telecom-
munications) circuits connected to the electronic equipment that is also attached to the SRS.
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The SRSisaso not intended to be dielectrically or galvanically insulated or isolated from the
building electrical system’'s equipment (safety) grounding conductor (EGC) system that is
part of the fault/personnel protection grounding subsystem.

The principa purpose of the SRS isthreefold. It isintended

— To enhance the reliability of signal transfer between interconnected items of equip-
ment by reducing inter-unit CM electrical “noise” over abroad band of frequency;

— To prevent damage to inter-unit signal circuits by providing a low-inductance, and
hence, effective ground reference for all of the externally installed ac and dc power,
telecommunications, or other signal level, line-to-ground/chassis-connected SPD
equipment that may be used with the associated equipment;

— To prevent or minimize damage to inter-unit signal-level circuits and equipment
power supplies when a power system ground-fault event occurs.

The particular nature of the digital system grounding problem is that unlike analog systems,
or other narrow and limited bandwidth equipment designs, short-duration, fast-transition time
impulses related to the desired signal processes or interference to them, are propagated along
discrete conductors that comprise the usual grounding paths existing between elements of a
logically interconnected system. These paths include

— The NEC-described power system’s equipment (safety) grounding conductor (EGC)
system; and

— Any field-installed grounding/bonding jumpers or straps connected between units in
whatever fashion (e.g., SPG, MPG, “daisy-chain,” and “radia”).

Thetypical grounding systems as described above, are not generally suitable for use with cur-
rents above a few tens of kHz. Therefore, the typical results obtained from misusing them in
this manner (e.g., for digital system process grounding) will range from marginally unreliable
to the totally unworkable.

The foregoing limitations assigned to the indicated grounding system types are generally due
to the typically high overall impedances, impedance discontinuities at junctions and splices
(important when considering the grounding path as a transmission line), and excessive high-
frequency losses that they present to impulses along the subject path.

The need for an SRSis minimal when all of the inter-unit signal-level and telecommunication
circuits are interfaced to the associated electronic equipment via optically or isolation trans-
former coupled means, and where these interfaces have good CM voltage breakdown
characteristics.
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However, the need for an SRS may easily rise to that of arequirement in the event any of the
following three conditions are established:

— When the logic ac-dc power supplies used in the associated electronic equipment are
installed with one of the terminals (e.g., the “common”) connected to the equipment’s
metal frame/enclosure. This is typical and recommended practice in the commercial
information technology equipment (ITE) and electrical business equipment indus-
tries, and others as well;

— When the signal-level circuits and logic ac-dc power supply common terminals are
OEM dielectrically insulated or galvanically isolated from equipment ground against
recommended practice, and are instead connected to an insulated “ground” terminal
that is intended for connection to an externally installed signal ground reference
circuit;

— There are actual performance problems occurring with the equipment, which can be
assigned to CM electrical “noise” or similar CM interference related to the equip-
ment’s existing grounding system, whatever its design, or to the signal-level, inter-unit
cabling system.

4.7.4.1 Single-point grounding

Figure 4-36 shows an electronic system to which a supplementary grounding system has been
attached. Figure 4-36 is developed from Figure 4-35 by adding the shown supplementary
grounding conductors and related earth ground. The arrangement in Figure 4-36 is NEC com-
pliant, but islikely to also be electrically “noisy.” The grounding shown in Figure 4-36 isalso
not in any recognizable form of SPG, but serves to lead one to the idea of how to unwisely
and unsafely modify it to obtain atrue SPG configuration asis shown in Figure 4-37. Further-
more, Figure 4-36 represents a very poor EMC practice because of the cabinet penetration by
the supplementary grounding conductors.

Non-NEC-compliant SPG designs, such as the basic one shown in Figure 4-37, are sometimes
employed as an intended means of “avoiding” whatever “noise” problemsthat are perceived to
exist with the use of the NEC-compliant-style equipment (safety) grounding system as shown
in Figure 4-35 and Figure 4-36. These non-NEC-compliant designs, however, are not suitable
for usein the digital signal and system environment for similar reasons to those discussed in
4.7.4. In addition, almost all attemptsto implement SPG designs most often create serious (and
often subtle) electrical safety conflictswith both the requirements of the NEC and the el ectrical
safety requirementsof NRT L -listed equipment. Notethat theel ectrical instal | ation and operation
requirementsfor NRTL-listed equipment requirecompatibility withthe NEC' srequirementsfor
equipment (safety) grounding. Typically, these kinds of problems occur when ac or dc powered
equipment or rel ated signal circuitsarediel ectrically isolated or otherwisegal vanically insul ated
fromtheac power system’sequipment (safety) grounding conductor (EGC) system asdescribed
inthe NEC.
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The design shown in Figure 4-37 does not meet NEC requirements because of the disrupted
equipment grounding paths in branch circuits at the point of connection to the load equip-
ment. This design is especially vulnerable to lightning and ground fault current damage, and
isgenerally “noisy” aswell.

Note that if LC filters are employed within the equipment, as shown in Figure 4-38 (a varia-
tion on Figure 4-37), then the presence of the line-to-ground connected “shunt” capacitors
will cause the equipment frames to be elevated in potential due to leakage and conduction
currents through them. This represents a ground-fault problem when one of these capacitors
fails short. In addition, normally available power supply generated harmonic and other
impulse currents passed through these capacitors to “ground” actually makes the resulting
ground “reference” noisy in away just opposite to that intended by the designer.

For example, even when there is a designer’s awareness of the need to provide ground-fault
current paths there is still an inherent conflict between the design requirements of the typical
SPG system and the NEC, in that the resulting SPG design typically provides for al of the
grounding and bonding conductors to be installed externally and separately from the equip-
ment (safety) grounding conductors (EGCs) that would normally be installed within the same
conduit/raceway as the associated power circuit conductors under NEC requirements. Thisis
shown in Figure 4-39.

Also, if both the SPG and NEC EGC conductors are connected to the same points at equipment
level, then the wished for performance of the SPG design philosophy is totally compromised
by the myriad paths provided to “ground” viathe EGC system in the form of a“ ground-loop.”
Hence, there is atypical pressure brought to bear in such a situation that allows for the SPG
conductorsto beinstalled as shown and for the NEC-required EGC conductorsto be either | eft
out, disconnected, or misconnected so as to preserve the philosophically based purity of the
SPG design. The general result is alack of a good ground-fault protection subsystem, and a
concurrent and serious electrical safety problem.

Also, and in opposition to the typically stated reasons for the SPG design in the first place,
there clearly exists a lowered level of reliability for the involved electronic equipment (e.g.,
computers, process control, and telephone digital-logic-based switching equipment) due to
the inherent high impedance presented by the SPG design to HF currents such as “noise’
impulses. This occurs since as stated in 4.5.3, it is amost aways a large circuit that must be
analyzed using HF wave-transmission line theory and not LF circuit theory.
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Therefore, the NEC-described EGC system and SPG designs should not be used to provide a
high-frequency or signa reference for digital electronics-based equipment of almost any
kind. Instead, as recommended practice, a modern SRS system design, as described begin-
ning in 4.7.4.3, should be employed.

With great care, the SPG design can be used successfully where large-scale dc power distribu-
tion of some sort is the case, such as with the nominal 48V dc power for atelephone network
and its associated switching equipment and dc power plant such as described in Chapter 9. In
this case, the purposeisactually to prevent dec currents from flowing in the metallic portions of
the building's structural building steel and piping or conduit systems. Thisisimportant to do
since such a current flow will cause serious €electrolytic corrosion over time and a general
weakening of such structuresto the point of failurewherethe corrosion occurs. Notethat in this
singular case the SPG design is only used and is effective in the LF regime as a dc system
ground reference and fault path. It cannot be used in the HF regime as some type of “noise”
control grounding system, whereit would be totally unsuitable, asthisisinherently alarge cir-
cuit where wave-transmission line theory must be applied, and not circuit theory.

The SPG design is typically employed in facilities dedicated to the national telecommunica-
tions network and under the exclusive control of the serving telecommunications utility.®
Under this scenario, the NEC provides avery specific and limited exemption from the require-
ments of Article 250, and several other areas of NEC concern for the telephone equipment’s
installation. Importantly, these NEC exemptions are not applicable in government, private,
commercial, or industrial facilities in which telephone switching equipment may be installed
and be powered from the NEC-controlled building power system. This means that what the
telecommunications utility does with its equipment that is installed within its own facility is
onething, but if an NEC violation would occur in some other facility where equipment would
be installed, the utility or other entity cannot make the installation without careful conform-
ance with the NEC.

The foregoing leads to the inescapable observation that telephone, telecommunications, or
other electrically operated equipment must be OEM produced and certified to be reliably
operable when installed, and especially when grounded, per the requirements of the NEC.
Otherwise, the equipment is not suitable for use from a safety, performance, or both stand-
points and should not be installed. Such a view is aso supported by the requirements
involved in installing NRTL-listed equipment—and it is now NEC required that telephone
and telecommunications equipment be so listed.

8See Section 90-2 of the NEC, Scope, (b) Not Covered. This code does not cover:

(4) Installations of communications equipment under the exclusive control of communications utilities located
outdoors or in building spaces used exclusively for such installations.
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4.7.4.2 TREE configuration grounding

A variation on the SPG design described in 4.7.4.1 is the TREE configuration as shown in
Figure 4-40. This is a grounding system design that generally takes several SPG common
points and collects them as branches on a central grounding-conductor trunk in a design that
looks much like a tree with branches. Thisis a sometimes popular design in buildings where
there are multiple floors and areas, al of which contain separate groups of equipment and

where there is a believed need to be referenced to a single, central grounding point. Thisisa
generally erroneous view since such a remotely located and singular reference point for an
electrically large circuit is not possible to create and effectively operate where HF current-
conditions are in existence as described in 4.5.3. Therefore, as with the SPG design, the
TREE isamost always alarge circuit that must be analyzed using HF wave-transmission line
theory and not LF circuit theory.

Such agenera configuration as the TREE may vary widely in configuration and the design is
typically found in telecommunications-dedicated facilities where large dc power plants and
telephone switching systems are employed together. When configured as part of an SPG
based on Figure 4-37 or Figure 4-38, it will be non-NEC compliant.

A variation on the TREE design where the equipment is referenced to both a signa TREE
ground-reference system and an equivalent design that is normally the result of the typical
feeder, panelboard, and branch circuit wiring used to distribute the power in the building and
to the equipment that is connected into the signal grounding TREE. A typical example of this
is shown in Figure 4-41 where the ac power system’s grounding TREE is composed of the
combination of metal conduit/raceway and equipment (safety) grounding conductor (EGC)
system, such asis provided by either an SG or 1G “greenwire” installation.

Note that in Figure 4-41 a fire and shock hazard situation exists due to the impedance that
may exist between the two electrodes used to reference the two systems, and due to the insu-
lation/isolation that exists within the served equipment where the enclosure and “ electronics’
contained within it are to be kept insulated/isolated from one another because of “noise” con-
cerns. This hazard exists when a current flow in the commonly shared ground reference
medium (e.g., earth, structural steel, and piping system) causes an |Z drop or L (di/dt) related
voltage to be developed across the intervening impedance. Under conditions such as from a
lightning strike, arcing, as shown in Figure 4-41, can occur within the equipment.
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4.7.4.3 Modern SRS

Any grounding system that employs long ground conductors, as generaly illustrated in
Figure 4-42, will exhibit higher impedances at higher frequencies and in general thisis most
undesirable. The impedance in the grounding paths are basically uncontrolled and usually
very high at frequencies above afew kHz. Therefore, useful SRSs require the existence of a
grounding structure that most nearly mimics the ideal of an equipotential ground plane
throughout the frequency range of interest (often from dc to several tens of MHz). Such a
design is shown very generally and in schematic form in Figure 4-43.

Individual Single-Point
Groundng Conductor's
Impedance

Impedance is
Not the Same

Designated as Reslstance-

Commen-Path .Impedan.ce “Single-Polnt" So, Large Wlres do
to/from the Single-Point Ground Not Help Lower

Ground (Designated) HF Ohms In Path

— Commonly Shared Grounding

Actual Earth-Impedance Medium of Ar.\y Kind
for Electrode System Z (Includes General Physical Surroundings)

Figure 4-42—Typical Z= R+ jXimpedance values

The foregoing requirements can be practically met by use of an SRS in the form of a signal
reference ground plane (SRGP) or signa reference ground grid (SRGG) that is grounded/
bonded to the associated electrical and electronic equipment via direct means (ideal) or more
likely in practice, by many and multiple physically short length and low-inductance design
grounding/bonding straps. The typical result is a practical and good-performing grounding
system of broadband character that is quite compatible with modern telecommunications and
other digital-signal-based forms of equipment, such as computers and other ITE. It isalso a
grounding system design that is not known to create safety conflicts with the NEC and related
NRTL-listed equipment installation requirements.
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Figure 4-43—Recommended practice (simplified diagram) for dc—HF
grounding of electronic systems powered from building ac power system

4.7.4.3.1 Signal reference structure (SRS) frequency requirements

SRSs are generally required to operate effectively over a broad range of frequency from dc to
severa tens of MHz. This requirement generally precludes the use of the foregoing SPG and
TREE forms of grounding, and it places some constraints on the recommended practice SRS
methods that are actually used.

Surges having high-frequency components require current return paths that are of low imped-
ance over the same range of frequency that the surge contains. Otherwise, an interfering or
damaging potential may be developed across the high impedance presented at one or more of
the frequencies it contains, and which will then affect the connected equipment. Therefore,
signal reference grounding systems, which provide the required |ow-impedance return paths,
must be designed for low-impedance characteristics over large frequency ranges, e.g., dc to
tens of megahertz. These are correctly referred to as broadband grounding systems.

Figure4-44 showstheresidual voltagevs. conduction bandwidth for thel EEE Std C62.41-1991
100 kHz ring wave. Thiswaveform is selected to show that such a commonly occurring surge
possesses several hundred volts at frequencies greater than 1 MHz. Surge amplitudes of the
order of 100V ¢4 are known to be destructivein digital circuits; therefore, the signal reference
grounding system must exhibit |ow impedances at frequencies >10 MHz. The upper frequency
limit of practical interest (today) for most commercial equipment isconsideredto beintherange
of 25 MHz to 30 MHz.
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An examplewherean EGC “greenwire” only grounded system was compared to one grounded
by broadband means where both “greenwires’ and an SRGG [0.6 m x 0.6 m (2 ft x 2 ft)] are
employed in parallel, are compared in Figure 4-45 (see FIPS Pub 94-1983). While thistest did
not go beyond 7.0 MHz, it well illustrates the example if one extrapolatesit.
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Figure 4-44—Residual surge voltage vs. frequency for 100 kHz ring wave
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Figure 4-45—Impedance of grounding conductors for a computer system
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4.7.4.3.1.1 SPG, TREE, and SRS design bandwidths compared

In general, the SPG and TREE designs are known to be useful for grounding analog-signal
based equipment that operates with slow dc signal level transition times, relatively low fre-
guency continuous-wave (CW) signals, and with very limited bandpass. For example, narrow
bandpass characteristics might be those that range from dc to about 30 kHz or alittle beyond.
However, if the eectrical dimensions of the SPG or TREE grounding subsystems in these
cases are kept modest by using a compact design, the effective upper frequency range and
signal bandpass may sometimes be extended by an order of magnitude to about 300 kHz.
Since 300 kHz is dtill a relatively low frequency in respect to the typical signal transition
times and related bandwidths for signal circuits, as found in modern digital logic and signal-
based equipment, both the SPG and TREE designs are aimost always totally unsuitable for
use with these kinds of equipment.

Note that the SPG and TREE designs are useful where ac power system fundamental and har-
monic currents flowing in the grounding system generate “noise” that can truly interfere with
the operation of limited bandwidth equipment,9 such as for analog data acquisition and con-
trol systems and where no digital-based equipment is also being operated on the same
grounding system at the same time.

Beyond 300 kHz the SPG and TREE designs are almost always totally unsuitable for use in
any application since they are amost aways large circuits in relation to the currents that flow
in and on them (see 4.3.3). Therefore, circuit theory is not useful in analyzing them and wave-
transmission line theory must be used. For example, even if the signa processes have
restricted bandwidth, electrical “noise” and surge phenomena that can appear on the SPG or
TREE grounding system are not so limited and may have very fast transition time, large
amplitude, and from short to fairly long duration. Thus, EMI that can cause problems ranging
from interference with equipment’s operation to actual electrical damage to it cannot be reli-
ably controlled by the typical SPG or TREE grounding subsystem.

Digital signal and logic-based equipment with high-frequency bandpass requirements that
range from dc to above 300 kHz require a compatible signal grounding subsystem to be used
with them in order to obtain best reliability. This can only be accomplished via wide band-
pass, modern SRS methods such as are provided by the signal reference ground plane
(SRGP) or signa reference ground grid (SRGG) and related low-inductance multipoint
grounding/bonding jumper techniques.

Where both low-frequency anal og signal-based equipment and high-frequency digital signal-
and logic-based equipment are used simultaneously within the same electronic system, only
one form of SRS can be implemented and it must be the one most compatible with both
forms of system requirements— and the NEC described equipment grounding system. Since
the modern SRGP or SRGG is a broadband grounding system whose useful operating range
overlaps and far exceeds that of the SPG or TREE designs, and as it does not conflict with

9Thisis not alikely problem with digital-signal and logic-based equipment that operates with a fast transition time
onthesignals (e.g., over 300 kHz). Thisis dueto the impedance transfer function of the involved circuits and the fact
that most of the subject circuits have bandpass characteristics that are not very, or are not at al, responsive to such
low frequencies.
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NEC requirements, it becomes the de facto design requirement in these cases. It is therefore
recommended practice.

A useful discussion of the foregoing subject is presented in MIL-STD-188-124A [B42].
4.7.4.3.1.2 Ground mapping

Ground mapping is a diagnostic and maintenance function almost exclusively carried out in
relation to SPG and TREE grounding subsystems by the telecommunications industry. Typi-
cally, thisis a procedure where each grounding conductor associated with the SPG or TREE
subsystems and the main grounding conductors going back to the main earth grounding elec-
trode are monitored for current flow conditions. Whatever the conditions, they are then logged
for both future reference and for an immediate use in whatever diagnostic or troubleshooting
effort may be underway. Of particular interest in these efforts are changes in comparison to
previous trends or especially static current conditions that have been prior logged.

Thetypical instrumentation used in conjunction with the ground-mapping effort is hand-held,
clamp-on current probe types of instruments. Older equipment was useful for ac only and with
a limited bandwidth up to about 1 kHz. More modern instruments have extended this range
into the dc level (e.g., via Hall-effect transducers) and up to a few tens of kHz. Preferred
instruments are true-RM S reading and indicating as opposed to RM S calibrated, average actu-
ated meters, but these are not in universal use for this application at this time. Peak reading
meters sometimes are also useful.

The typical ground-mapping effort using the tools above is not suitable to determine the cur-
rent flow and “noise” conditions on the typical SPG or TREE grounding subsystem and
related conductors that might be currently used with digital signal-based equipment. Thisis
the specific case where these subsystems are in use with digital signal-based equipment such
as telephone electronic switching systems (ESS), computers or ITE, process control, or simi-
lar equipment operating with impulse types of signal processes. In these latter cases, only HF
instrumentation can be used, which can capture an impulse or atravelling wavefront event for
later examination, etc.

The ground-mapping effort using the typical hand-held clamp-on current indicators is useful
to detect unwanted leakage of ac and fault currents related to the power system, and emanat-
ing from poor insulation, leakage, and other continuous currents from line-to-ground/chassis-
connected circuit elements (e.g., such as filter capacitors, and MOV's and other SPDs), or
misconnections. These test-equipment items are also especially useful to detect the unwanted
flow of dc in interconnecting signal cables between units, and the SPG or TREE grounding
system'’s conductors. These are currents that should not normally be present at al, or may be
present only if balanced or distributed in some fashion according to OEM specifications, etc.
Thislatter situation is very important if, for example, electrolytic corrosion (e.g., electrolysis)
is to be prevented in the related building’'s metallic systems—especially the structural build-
ing steel system, or flammable gas piping.

The readings obtained during the ground-mapping effort may generally be relied upon when
the issue is dc. However, when ac is being considered, coupling paths must be allowed for
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and the failure to do this often leads to a misdiagnosis of where an ac is “coming from” and
where it is “going.” The ground-mapping effort typically looks at the SPG or TREE ground-
ing subsystems much like awater piping system in which thereis no other way except viathe
“pipe” for current to flow in the pathways. Thisis erroneous since agreat deal of leakage cur-
rent can be seen to flow in these systems as a result of reactively coupled currents in the
power system’s fundamental and harmonic current ranges. Hence, a current can be seen to
flow in a conductor being examined, but which can be shown to have only one point of gal-
vanic connection to anything else. Thisis baffling since without understanding of the coupled
paths the “ground loop” isinferred, but cannot be found.

One such commonly misunderstood and nearly ubiquitous coupling path as above, is from
the metal base of an equipment cabinet or rack, through the concrete subfloor and into the
grounded structural building steel or underlying “Q-decking” that is being used to reinforce
it. This latter arrangement is that of aleaky capacitor that will pass impulses and ac between
the equipment’s grounded enclosure and the building's overall structural building steel
grounding system. Related currents are, of course, seen to be flowing in various parts of the
SPG or TREE grounding system and cannot be explained or corrected by efforts designed to
consider galvanically conducted currents alone. In cases such as these, the typical action of
adding an insulating mat below such a cabinet can be seen to have the generally opposite
effect asintended if it creates a better dielectric constant between the two plates forming the
capacitor. DC of course, would be better blocked by such an effort.

4.7.4.3.2 Equipotential plane

An equipotential plane is a mass (or masses) of conducting material that, when bonded
together, provide auniformly low impedance to current flow over alarge range of frequencies
(see EPRI [B13], MIL-HDBK-419 [B42], and MIL-STD-188-124A [B43]). The equipoten-
tial plane is only achievable in practice when the area of coverage may be conservatively
defined as being a small circuit (see 4.3.3), and where circuit theory may be applied to
explain its actions as opposed to having to use wave-transmission line theory as with alarge
circuit.

Because of the foregoing small-circuit restriction, the equipotentia plane is most commonly
found as a component part of an electrically small circuit such as where it consists of the
ground-plane material on atypical logic level printed circuit-board assembly. With the limited
dimensions and careful engineering required for such circuit assemblies, equipotential charac-
teristics can largely be achieved. However, such characteristics are not likely to be realized
except for lower levels of current at dc and for afew tens of kHz when physically and electri-
cally large structures are considered, such as where whole rooms are served by a ground-plane
or grid dedicated to the signal grounding subsystem function. Thisis not to say, however, that
the ground-plane or grid as described is not useful asit is an important and effective means of
providing good, broadband grounding effects that cannot be otherwise achieved.

Advantages of an equipotential plane are as follows:

—  Low-impedance return path for RF noise currents;
—  Containment of EM (noise) fields between their source (cable, etc.) and the plane;
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— Increased filtering effectiveness of contained EM fields; and
— Shidlding of adjacent circuits or equipment.

Embodiments of equipotential plane structures include the following, but only when they are
acting as small circuitsin relation to the current’s wavel ength:

—  Conductive grid embedded in, or attached to, a concrete floor;
— Maetallic screen or sheet metal under floor tile;

— Caeiling grid above equipment; and

—  Supporting grid of raised access flooring (computer rooms, etc.).

4.7.4.3.3 Signal reference planes (SRP)

Thetypical broadband, SRP structure achieves usefully low impedances over large frequency
ranges by providing two effects that directly relate to the current flow in the associated con-
ductor carrying the signal, noise, or transient current of interest.

a) A closely coupled path for near fields; and
b) A multitude of right-angled and parallel paths through the mass of the SRP.

In explanation of item (b), a “plane” form of SRS, it is probably best regarded on an ohms-
per-square basis with each sgquare being described as a shorted-turn of four impedances ar
right angles as shown in Figure 4-46. Thisworks since this provides afairly uniform and con-
sistent point of reference for any size SRP structure that may be considered, whereit isall of
the same construction. This view of the SRP dovetails with the correct notion that it normally
and most desirably exhibits a low amount of current density on a per-square basis when a
given current flow within it is being considered.

From asignal transport standpoint, the foregoing effect initem (a) is predominant at the higher
frequencies while the effect in item (b) extensively appears at dc through the lower frequency
range, after which it diminishes as the frequency is raised. For example, with high-frequency
current flowing in a conductor that is closely coupled to the SRP, the mirror or image current
for it will flow in the volume of the SRP just beneath the subject conductor and concentrated
in a narrow strip that closely follows the exact route of the conductor. At dc and at low fre-
guency thisis not the case, and the current tends to widely spread out through the network of
interconnected shorted turns in the plane.

Hence, “ground current” in the SRP is directly related to frequency, the amplitude of the cur-
rent in the image grounding conductor coupled to it, and the image conductor’s geometry. A
gradua transition from the diffused form of current flow in the SRP to the image following
path, is the typical case as the current’s frequency is raised. This is important since it indi-
cates the difficulty in defining a sharp cutoff point between one way of looking at the situa-
tion as compared to another. Again 4.3.3 can be used as a guideline to establish the boundary
of performance on the SRP between circuit analysis at low frequency and wave theory appli-
cation at higher frequency.
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Figure 4-46—General view of the impedance of an SRP considering its
impedance using the ohms-per-square method

For transient currents (e.g., faults and noise) injected into the SRP and that are considered
using low-frequency circuit analysis techniques, the impedance presented by the design is
more like that of a nearly infinite number of junctions with a somewhat uniform surge
impedance Z, for each. This allows for the current to flow in these paths between the injec-
tion point and to any number of exit points for the current to make its return from. Hence,
currents through the SRP in amperes are quickly dispersed from an injection point with mil-
liohms of resistance into numerous other junctions, each also of milliohms of resistance.
This causes injected amperes to be quickly reduced to mA, and mA to pA, and so on, as
shown in Figure 4-47, as the current moves through the plane's junctions to the exit point(s).
This significantly minimizes the voltage drop that can be developed between any two points
of the SRP due to the small amount of current that can flow though whatever the impedance
of the path is between these points.

In the same manner as current density in the SRP is reduced as the current moves away from
the injection point, the current can be reconcentrated as it approaches a singular exit point for
return. This clearly implies that sensitive equipment referenced to the SRP will be subject to
lessinterference when it is located on and grounded/bonded to/from the SRP at a point sepa-
rated from either an injection or exit/return current point. In practice, this simply means that
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the el ectronic equipment should be kept away from the perimeter of the SRP and any penetra-
tions of it by metallic items likely to act as current injection or return points. A meter or so of
separation is sufficient in most cases.

Current density is greatest as shading increases.
Density becomes constant across plane after its
equipotential line is crossed. Near-field effects
are therefore greatest in shaded area and lessen as current
density decreases across plane's surface. This is

true for any area SRP or SRG

n{'), A

Figure 4-47—General configuration of an injected and return current flow
through an SRP considering its impedance using the
ohms-per-square method

Notethat asthe current density isreduced asit progressively movesthrough greater areaon the
SRP, there is a concurrent reduction in near-field effects, especially the H field, which is
directly related to the amplitude of the current producing the magnetic field. Thisisanear-field
phenomena that is often most troublesome at power system fundamental and harmonically
related frequencies through several tens of kHz (especially during ground faults). This highly
beneficial effect therefore means less unwanted H-field coupled EMI into nearby, paralel-
routed signal-level cables and other grounding/bonding straps, etc. Thisoccursasthereisonly
afinite amount of injected and concentrated current at one point, which must then be divided-
up and therefore become less concentrated as current flow occursinto greater, and till greater
SRP area.
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The electrical and grounding system’s “build-up” is shown in Figure 4-48 and Figure 4-49
where the overall relationship between the load equipment and ac power system’s equipment
and ac system grounding is shown in Figure 4-48, and where the recommended signal
reference system is then added as shown in Figure 4-49. As can be seen, the two are con-
nected in intimate electromechanical parallel and are not isolated or insulated from one
another in any way.

ITE

Power Center

Input

Local
Grounding
Electrode

ITE and Power Grounding
Points are the Same

Figure 4-48—Electronic system grounded by ac power safety grounding sub-
system only as a radial grounding design using the ac system as the “hub”

4.7.4.3.3.1 The SRGP at higher frequencies

At higher current frequencies, where wave-transmission line theory must be used to explain
the action of the SRGP, a dightly different view must be taken from the one given in
4.7.4.3.3. Thismostly occurs due to the large circuit characteristics that the SRGP now exhib-
its so the effects of path resonance within the SRGP must be considered. In these cases it
must be understood that for each current flow path within the SRGP that appears as a quarter-
wave (or odd multiple thereof) resonant path, there will also be a multitude of nonresonant or
half-wave (or even multiple thereof) resonant parallel paths provided. These act to shunt the
high-impedance path that a quarter-wave (or odd multiple thereof), may present between any
two most direct points on the SRGP. Hence, even when the effects of resonance within the
SRGP are allowed for, the overall impedance between any two points on the SRGP may be
significantly lower than one might otherwise expect.

The impedances presented by an SRGP to any current in a frequency range where the SRGP
appears as a small circuit provide an infinite number of parallel paths for current flow in the
plane. The combination of these paths resultsin very low current densities in any area on the
plane. Low current densities throughout the plane imply equally low voltage drops through-
out the plane.
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Figure 4-49—Recommended practice of a combined safety and SRG
subsystem employing a plane or grid structure as permitted by the site’s
construction requirements

Therefore, externally applied SRSs, with internally constructed equipotential ground plane
structures (e.g., as provided at circuit board level), provide the overall best approach to true
equipotential signal-grounding means available. This is the typical case as when signal fre-
guencies range from dc to several tens of megahertz, since the use of the combined approach
ensures that minimal CM voltage variances exist among the connected signa circuits and
interconnected equipment.

4.7.4.3.4 Signal reference ground grids (SRGG)

The SRGG is closely related to the SRGP in that, up until its waveguide beyond cutoff fre-
guency is reached, it behaves ailmost exactly as does the SRGP. The SRGG may generally be
thought of as being an SRGP that has “holes’ in its surface where the hol€e's perimeter con-
ductor’s dimensions describe the cutoff frequency above which the SRGG quickly beginsto
loseits effectiveness in comparison to an SRGP. The foregoing information and figuresin this
chapter on the SRGP therefore generally apply to the SRGG with the noted difference.

An everyday example of an SRGG may typically be seen in the transparent window located
in the front of most microwave ovens and where an SRGG has been either imbedded or
applied to the inner surface of the window’s material. Here the SRGG is being used as a
shield and the spacings between the grid elements have been chosen to be a small fraction of
awavelength to the microwave energy. This allows the grid to act as an effective barrier to its
escape, but light is passed with little attenuation due to its much shorter wavelength. The light
is transmitted past the cutoff point, while the microwave energy “sees’ the SRGG in the win-
dow as almost the same thing as a solidly filled metal shield.
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Practical SRGG assemblies in facilities therefore have a limited upper frequency beyond
which they do not function very well as compared to solid form SRGP assemblies. However,
the SRGG is typically much more cost-effective and practical to install as aroom- or facility-
level means of signal reference grounding subsystem compared to a solid form SRGP.

Typicaly, an SRGG will beinstalled using a conductor intersection modulus of about 0.6 m x
0.6 m (2 ft x 2 ft). Thisis mostly because thisis compatible with all of the standard U.S. cel-
lular raised floor systems since they come with the same pedestal spacing and square floor tile
dimensions. Larger SRGP spacings are possible, but the upper frequency limit for such
designs degrades rapidly as the spacing increases. The recommended spacing for an SRGG is
0.6 m x 0.6 m (2 ft x 2 ft) since thisis both compatible with standard cellular raised floor sys-
tems and as it provides a good, useful high-frequency performance. For example, such a
modulus as recommended provides an effective bandpass range from dc to approximately
25-30 MHz, and thisisjust what is necessary in almost all cases, to be provided (see FIPS
Pub 94-1983, EPRI [B13], MIL-STD-188-124A [B42]). Larger modulus dimensions are
therefore not generally recommended to be used except where installation conditions make
the recommended dimension impractical, or where al of the associated equipment’s OEMs
have specific knowledge and experience that a larger modulus dimension will provide suit-
able operational characteristics.

Smaller modulus dimensions than recommended may be used to achieve better performance
across the board. However, the use of a smaller modulus means that the SRGG is not likely to
be installed as a suspended SRGG just below the level of the floor tile on a cellular raised
floor system. This is avoided since an unworkable “fishnet” problem would be created for
persons needing access to cables and other support equipment located beneath the floor. The
use of smaller modulus SRGG designs is, however, quite practical if they are installed
directly atop the structural subflooring and piping, and conduits, and similar items are then
installed atop the SRGG. Welded wire meshes and screens are one way in which this form of
design becomes practical.

Practical examples of an SRGG may be constructed using the metal bolt-in, horizontal sup-
port elements (e.g., “stringers’) of a cellular raised floor. However, thisis not as effective as
an SRGG that is built in-place using copper conductors and exothermically welded joints
(bottom of Figure 4-50) or mechanical conductor clamps at the X-Y junctions (top of
Figure 4-50) and where it is either laid directly upon the structural concrete subfloor, or is
suspended by combination X-Y and U-bolt types of clamps to the pedestal posts of the cellu-
lar raised floor at a point just beneath the top-cap assemblies, all as shown in Figure 4-50.

The metallic composition of the removable floor tiles used with the cellular rai sed floor appar-
ently has some practica effect on the overall performance of the assembly when they are
closely coupled to the SRGG elements comprising the 0.6 m x 0.6 m (2 ft x 2 ft) shorted turns.
For example, these effects are most pronounced when the cellular raised floor's stringers
themselves are used as the SRGG, or where a made SRGG is installed in suspended fashion
just below the pedestal post’s capsin a manner that permits close coupling between the floor
tiles and the SRGG's shorted-turn elements.
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Figure 4-50—Typical cellular raised floor’s pedestal post and later-made
ground connections to/from it

The effects of metal in the floor tile are reduced almost to nothing when the shorted-turn
SRGG elements are spaced away from the floor tile's undersurface, such as when the SRGG
is laid directly upon the structural concrete subfloor and it is several tens of centimeters (a
foot or so) or more in separation distance from the floor tiles. Thisis an exponential reduction
in effect that isinversely related to spacing distance.

Metal-backed floor tiles and solid-cast backplate floor tiles seem to react in about the same
manner. In both cases, floor tiles with metal composition such as sheet-metal backing or cast
backplates, primarily act as “Q-dampers’ to the resonant LC circuit described by the closed
loop of the SRGG's perimeter conductors at each opening. This reduces undesirable “ringing”
when these circuitsare excited by animpinging current at or near their self-resonant frequency.

4.7.4.3.5The spatial capacitor

At the point above which circuit analysis can be used to describe the action of the typical
SRGP or SRGG, wave-transmission line theory must be used to explain itsfunction. Thisalso
implies that the SRGG's surge impedance (Zp) is generally necessary to be considered as a
part of the explanation. It also must be considered that the SRGP or SRGG acts as one-half of
alarge area and as an undefined value capacitor—with all other nearby metallic items acting
as the opposing plate in the capacitor. The form of the SRGG constructed in this fashion is a
capacitor constructed in space, or that of a spatial capacitor. Another way to look at thisis that
the spatial capacitor acts as an extremely large area and physical size bypass capacitor to
facility ground at each of the points where it is connected to something such as structural
building steel, equipment ground, and earth grounding el ectrodes.
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Taking the typical SRGG as an example, if a surge current is injected into one point on the
SRGG it does not matter to the surge current if the SRGG is conductively connected into any-
thing at all in order for the surge current to flow into and across the surface of the SRGG.
What the surge current’s leading edge of the waveform is trying to do is to charge the spatial
capacitor that the SRGG represents to it. Since the leading edge of the surge current’s wave-
form has not yet made much penetration into the area of the SRGG, it does not “know” if
there are any conductive exit ports from the SRGG or not. It ssmply “sees’ a given value of
surge impedance at each junction of every ohms-per-square it encounters from the point on
injection. The surface of the spatial capacitor then represents a continuing part of the original
transmission line that is of changing dimensions, geometry, and impedance as the area
involved increases. Hence, the surge waveform enters the SRGG at the injection point and
immediately encounters a junction, and also an impedance discontinuity in most cases, which
forces areflection of some current to occur. For current entering the junction, adivision of the
current occurs in inverse proportion to the specific Z presented by the junction that is now
splitting the surge into two more paths. This action is repetitive at each junction and is highly
beneficial. This action is repetitive at each junction and is highly beneficial from an EMI
reduction standpoint, as discussed in the following paragraphs.

Since the energy level cannot be raised from that available in the original surge current’'s
wavefront and its subsequent body, the splitting of the current at the first and subsequent
junctions on the SRGG forces a concurrent reduction in energy density as the wavefront
progresses across the SRGG. Thus, the net energy charge in the overall spatial capacitor
remains near that of the original surge waveform'’s energy content, except for losses incurred
dueto

a) IR"heat” radiation losses;
b) Far-field radiation losses;

¢) Impedance mismatches at junctions that cause reflected energy back into the trans-
mission line; and

d) Near-field coupling losses into other conductors.

The current, and therefore energy density at any given point on the surface of the SRGG, is
also progressively reduced as the surge current’s wavefront and body move into it and
through it as a travelling wave. This action a so affects the surge voltage at the leading edge
of the travelling wave in that it is progressively reduced along with the current. As less cur-
rent moves through a relatively constant impedance in the SRGG, progressively smaller
amounts of 1Z drop are going to occur— thus the described actions continuously occur. The
indicated losses al so affect the frequency content of the surge current’stravelling wave in that
HF components are diminished greatly over distance while LF ones are not. This is highly
beneficial from an EMI control standpoint.

Once additional points of connection to/from the SRGG are reached by the travelling wave
that is filling the SRGG with energy, current is diverted from the SRGG into these return
paths and the net overall energy contained in the spatial capacitor is steadily diminished by
that amount. This can be thought of as being equivalent to a resistive leakage current in a
capacitor that is usually treated as a discrete component. As a result, the SRGG acting as a
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spatial capacitor will not effectively hold charge over time. Anything that reduces higher-
frequency components, current density, and di/dt in a given path is very beneficial from an
EMI control standpoint.

Note that while the SRGG has a finite number of junctions of characteristic surge impedance
Zg, an SRGP has an infinite number of junctions that can only be described on a per-square
basis of area. Hence, the action of the SRGP is always generally superior to that of the SRGG.

Note also that an SPG or TREE design may be described as a somewhat lossy and linearly
constructed transmission line equipped with a few junctions, with each of some differing Zo
and likely unwanted resonance characteristics. Also note that the conductor system used to
construct the SPG or TREE design hasvery limited surface areaas compared to an SRGG, and
especialy to an SRGP. Hence, these designs do not perform as effective spatial capacitors and
do not very effectively divide the surge current wavefront that can be propagated through the
SPG or TREE conductor system as atravelling wave. Thisfurther explainsthereal limitations
on these grounding methods in the higher-frequency regime when they act as large circuits.

4.7.4.3.6 Interconnection of multiple SRGP and SRGG levels

The concept of an SRGP or SRGG can be employed within a portion of a single equipment
enclosure, among various interconnected equipment, or over an entire facility. In al cases, it
is bonded to both the “local building ground” and to the GEC per the NEC. Large-scale, con-
tinuously constructed SRGGs are also possible and can cover considerable areain a facility
as shown in Figure 4-51.

ZSRS Edge-View (Typ.)
Floor No. 4 1 /l Floor No. 4 \ \ I Floor No. 4
e e

This is Generally
Preferred as Floor-

Floor No. 3 to-Floor Path is Floor No. 3 Floor No. 3
Shorter r—
\ This is as /
\ Acceptable as
Floor No. 2 Floor No. 2 This is Floor No. 2
This is NOT =~ @————— ¢ ——
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Preferred as Floor-

to-Floor Path is

Longer, but Wil

Floor No. 1 Often Work Floor No. 1 Floor No. 1
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NOTE—Type (a) is less desirable than the recommended methods shown in Types (b) and (c).

Figure 4-51—Edge view of several SRS installations that are continuous and
routed between floors of a facility

Copyright © 1999 IEEE. All rights reserved. 163



IEEE
Std 1100-1999 CHAPTER 4

Within equipment cabinets, all related components, signal return leads, backplanes, etc., must
be connected via short [less than (1/20)A of the highest frequency of concern] conductors to
the equipment chassis that form the SRGP or SRGG. All similar equipment-level SRGPs and
SRGGs should be connected to aroom-level SRGP or SRGG via multiple (short) conductors
and to the associated building electrical power system’s GEC. Theroom-level SRGP or SRGG
must, in turn, be connected to one or more building-level SRGPs or SRGGs via multiple
(short) conductors. This process continues until the total amount of electrical and electronic
equipment of interest is interconnected to one large continuous network of SRGPs or SRGGs
(see MIL-HDBK-419 [B41]).

The interconnecting conductors between SRGPs and SRGGs are preferred to be multiple,
and have thin, wide cross sections to minimize their impedance at higher frequencies (e.g.,
use straps not round wires). This arrangement extends dc and low-frequency benefits to large
areas of the facility in which it is used, but only the individual contiguous SRGP or SRGG
areas possess full broadband grounding capability extending into the high-frequency range of
25 MHz to 30 MHz.

With a sufficient number of interconnections of small circuit dimensions installed between
two separate SRGP or SRGG areas, the end result may approach that of a contiguous SRGP
or SRGG. For example, the most practical location for such a construction often occurs when
one SRGP or SRGG is installed directly above or below the other on different floors of the
same building.

4.7.4.3.7 Attachment to earth electrode subsystem

SRSsthat are externally applied to equipment in aroom, etc., must be grounded per the NEC
and NFPA 780-1997. These connections are for safety and protection from lightning surge-
related sideflashes. Since intense and destructive sideflashes are known to occur up to, and in
excess of, 1.8 m (6 ft) horizontally, thisis not a concern to be taken lightly.

Connection by short, robust grounding/bonding conductors between the SRS and any
grounded metallic items that are within the above sideflash range is recommended practice.
Such connections would typically mean multiple points of grounding/bonding being
established between structural building steel, cold water piping and grounded metal ducting
systems, and any electrodes or their conductors that might be within sideflash range.

4.7.5 Lightning protection subsystem

The sole purpose of the lightning protection subsystem is the safe transport of lightning-
related currents through the facility to the earth grounding electrode subsystem. This is
accomplished by providing highly conductive paths to direct the lightning strike current to/
from earth, while minimizing alternate paths via other items within the building. These con-
ductors also form important waveguide paths for the ionized air in the arc channel at higher
frequency, but do not particularly control potentials over their paths at any frequency. This
latter point is very important to take note of asit relates not to the conductor’s cross-sectional
area and related low amounts of dc resistance, but to the conductor’s self-inductance and the
—e =L di/dt effects along its length.
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The lightning protection subsystem is not required by code to present any particular value or
range of impedances to the lightning current that may be impressed upon it. Neither the NEC,
NFPA 75-1999, nor NFPA 780-1997 establish impedance limits on the earth ground elec-
trode subsystem associated with the lightning protection system. Instead of lower resistance
connections to earth, these codes favor increased frequency of bonding of the lightning con-
ductor system to other grounded conductors within the building. This approach resultsin a
means of reducing dangerous sideflashes and the use of more (paralel) down-conductor
paths throughout the building that are terminated to a buried ring ground.

4.8 Shielding concepts

The objective of both electromagnetic and electrostatic shielding is the significant reduction
or elimination of the incidence of magnetic (or electric) fields from circuits. The basic
approach is to interpose between the field source and the circuit a barrier of conducting mate-
rial. Then, as changing field flux attempts to penetrate the barrier, it produces eddy currentsin
the barrier whose fields oppose the field of the inducing source. This alows the circuit to
experience only the net field which, depending on the barrier material and geometry, can be
considerably less than the source field (see Greenwood [B19]).

Closed-form analytical solutionsfor several geometries are possible (see Carter [B7]). Gener-
ally, it is necessary to solve the Laplace equation in the free space regions on either side of the
barrier and the diffusion equation within the barrier material. These solutions are then
matched at the boundaries. Severa approximation techniques are also known (see Stratton
[B50Q]). Specific shielding-design considerations are presented in Chapter 8.

4.8.1 Electrostatic shielding

Electrostatic shielding consists of conductive barriers, metal enclosures, or metal conduits or
cable coverings around circuits. The spatial electrostatic shield acts as a capacitive voltage
divider between the field source and circuit, as shown in Figure 4-52. For a shield on a cable,
the voltage divider action appears as shown in Figure 4-53. A low inductance means for con-
nection of the shield to ground is required to facilitate the capacitive voltage divider effect.

Per Figure 4-53 it is seen that less capacitance between the shield and the inner conductor(s)
isbeneficial and that having alow impedance longitudinally along the run of the shield with a
low-impedance termination to ground is most important. The shield’simpedance is where the
voltage will be built-up to ultimately be capacitively coupled between the shield and inner
conductor, so this path must be of low impedance in relation to “ground” if the noise to be
coupled isto be minimized.
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In addition to electrostatic shielding as employed on cables, the interwinding Faraday shield
installed in a shielded isolation transformer is an excellent example of the benefits of electro-
static shielding. Its operation is amost identical to that of the shield in the cable.

In order to be effective, shields must be grounded via low-impedance paths at the frequencies
of interest. Long grounding conductors and long (single-grounded) shields exhibit reduced
effectiveness at high frequencies due to inductive reactance in the grounding conductor or
shield (e.g., +jX israndomly being placed in series with -X). Therefore, very short ground-
ing/bonding leads must be used, and they must be connected at the nearest equipment ground.
Long shields need to be grounded at multiple locations along their length. Cable shields must
be either grounded at both ends or grounded at one end and grounded via an SPD at the oppo-
site end.

4.8.2 Electromagnetic shielding for EMI

Effective electromagnetic shielding also consists of schemes such as high-frequency
grounded conductive barriers, metal enclosures, metal conduits, and cable coverings around
circuits. The objective of electromagnetic shielding is the minimization of magnetic flux cou-
pling (mutual inductance) from an aggressor (e.g., power) source to the victim (e.g., control
or signa) circuit. The following generalizations are al so pertinent:

a) Physically separating the aggressor source from the victim circuit minimizes the
mutual inductance, and hence near-field EMI coupling, between them.

b) Theenclosed area of the victim circuit can be reduced so as to reduce the number of
near-field flux lines intercepted from the aggressor H-field EMI source.
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¢) Twisted pair conductors in the aggressor and victim circuits take advantage of the
twisting wherein about half the stray magnetic flux couples into the circuit in each
direction on the twisted pair, thus giving asmall net flux coupling to be radiated from
an aggressor EMI source or into avictim circuit.

d) Where twisting is not practical, such as with ac power conductors, close spacing of
the conductors can be accomplished so that they appear as one conductor with equal
and opposite currents, producing aminimally radiating H field.

e) Enclosing the signal conductors inside of a shield and then grounding the shield at
both ends. Thisis a key concept for protection of the contained conductors from the
H-field effects produced by nearby lightning and other surge currents.

4.8.2.1 Cable shields grounded at both ends

The “golden rule” of cable shielding requires that the shield on a cable only be grounded one
time and at one end only. This “rule” has been established in order to prevent conductive
“ground loops” from being established that would cause unwanted current to flow in a shield
that isgrounded at more than one place, e.g., at each end. The problem isthat thisisnot avalid
“rule” except sometimeswhen dealing with dc through L F signal s (particularly analog signals)
and where the signal circuits are not connected in the differential mode (see Lewis [B33]).

Modern digital signal transport circuits that require EMI protection of the signal from near-
field magnetic effects require that the shield be grounded at both ends in order that shield
current be developed as a result of the near-field magnetic related EMI. This shield current
is then utilized to create a “bucking” current in the victim signal conductors, which will
then attenuate the originally induced EMI. This is an important concept and is one that does
not have any adverse effects on the cable shield’s ahility to provide electrostatic shielding as
discussed in 4.8.1.

What occurs per the above is that any EMI current induced in the shield by the original
aggressor magnetic field EMI, also produces a proportional magnetic field around the shield
itself. This magnetic field is also an EMI-related field that causes a current flow in the con-
tained victim signal conductors just as the original, externally applied EMI magnetic field
does. The difference is that the EMI current induced into the victim signal conductors by
the shield’'s EMI magnetic field produces approximately a 180° phase shift from the exter-
nally caused EMI current in the victim conductors. Hence, the two EMI induced currents
are flowing in the CM on the victim signal conductors and are in opposition to one another,
thus producing the desired “ bucking effect.”

Cable shields grounded at both ends can carry unwanted shield current such as that caused by
potential difference between the two grounded ends of the shield. In general, these currents
will be related to the power system’s fundamental and harmonic frequencies thereof.

DC and LF currentsin the shield, as described above, can be eliminated or significantly atten-
uated by placing a blocking device between the shield and its ground connection point at one
end. For example, a series-connected, back-to-back arranged stack of rectifier diodes can be
used to establish a hold-off voltage due to the forward voltage drop across the diodes. If this
hold-off voltageis slightly higher than that measured between the shield and its ground point,
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with the shield open at the measurement end, there will be no current flow in the shield until
this voltage level is exceeded. For example, normal power system currents won't flow but a
lightning strike will cause a current flow, and the desired bucking current action can then
ensue. The use of transient or surge-current-rated zener diodes such as silicon avalanche
diodesis generally a better approach than the use of typical rectifier diodes.

Another approach that is very practical, and is used by many telephone companies to break
ground-loops in the shield of the subscriber loop cable that is brought into the customer’s pre-
mises, is to place an ac capacitor between the shield and the associated ground termination.
This arrangement blocks dc completely, and due to the high reactance of the capacitor at LF
almost compl etely blocks power-system-related shield currents. Currents at HF, such asthose
produced by lightning, however, will “see” the capacitor as a very low ohmic value and will
cause the desired shield current to flow in order to produce the bucking effects described
above.

Note that when a significant difference in frequency exists between the undesired shield cur-
rent caused by potential difference at the cable's ends and the signal process being carried on
the contained conductors, the shield's transfer impedance parameter becomes highly impor-
tant. Simply put, the signal process in unlikely to be affected in this case even if unwanted
shield current is observed to be flowing for whatever reason. This is the typical case with
high-speed digital signal processes as are normally the case on modern designs.

4.8.2.2 Hazards associated with cable shields grounded at one end only

When a cable's shield is grounded at one end only there must be an opposing end with the
shield ungrounded, and such an ungrounded end represents a significant fire and shock safety
hazard should the cable's shield become energized for whatever reason (see Lewis [B33]).
Three common forms of energization are

a) Lightning;
b) AC power system ground faults; and

¢) Accidental contact of the shield at some point along its length with a conductor of
another system of higher voltage.

In any of the three cases above the shock hazard is readily apparent in that no one would wish
to be in contact with the exposed end of an ungrounded shield and, for example, equipment or
earth ground during the time of energization. Thefire hazard is not as readily apparent since it
generaly requires that an arc be established between the cable shield's end and some nearby
grounded item (such as the metal enclosure of the terminating equipment) and with some
flammable material being nearby. However, if the ungrounded end of the shield is brought into
the equipment, then there may be anumber of combustible items that an arc can affect such as
printed circuit boards, air filters (with lint and dust in them), and other materials. In addition,
even if afire does not result in this case the arc may cause serious damage to internal elec-
tronic circuits where it strikes, or damage from the effects from the near fields surrounding it.
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The NEC addresses the foregoing hazard by requiring that any cable’s signal conductors and
related shield be protected or grounded at the point where the cable passes from outside to
inside of a building. This point of penetration is called the demarcation point. NEC require-
ments are that all of the signal conductors be equipped with a properly installed and rated
SPD at the demarcation point. If the shield is to be brought into the building across the
demarcation point, then the shield is required to be solidly grounded at this point or be
equipped with its own SPD connected between the shield and ground.

4.9 References

This recommended practice shall be used in conjunction with the following publications.
When the following standards are superseded by an approved revision, the revision shall

apply.

ANSI C84.1-1995, American National Standard for Electric Power Systems and Equip-
ment—Voltage Ratings (60 Hz).1°

FIPS Pub 94-1983, Guideline on Electrical Power for ADP Installation. 1t

|EEE Std 142-1991, |IEEE Recommended Practice for Grounding of Industrial and Commer-
cial Power Systems (IEEE Green Book).12

|IEEE Std 446-1995, |IEEE Recommended Practice for Emergency and Standby Power Sys-
tems for Industrial and Commercial Applications (IEEE Orange Book).

|IEEE Std C57.12.00-1993, |IEEE Standard General Requirements for Liquid-Immersed Dis-
tribution, Power, and Regulating Transformers.

IEEE Std C57.12.01-1998, |EEE Standard General Requirements for Dry-Type Distribution
and Power Transformers Including Those With Solid-Cast and/or Resin-Encapsulated
Windings.

IEEE Std C62.41-1991 (Reaff 1995), IEEE Recommended Practice on Surge Voltages in
Low-Voltage AC Power Circuits.

NFPA 70-1999, National Electrical Code® (NEC®).13

10ANSI publications are available from the Sales Department, American National Standards Institute, 11 West 42nd
Street, 13th Floor, New York, NY 10036, USA (http://www.ansi.org/).

ys. Regulatory Guides are available from the Superintendent of Documents, U.S. Government Printing Office,
P.O. Box 37082, Washington, DC 20013-7082, USA.

IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, PO.
Box 1331, Piscataway, NJ 08855-1331, USA (http://www.standards.ieee.org/).

BThe NEC is published by the National Fire Protection Association, Batterymarch Park, Quincy, MA 02269, USA
(http://www.nfpa.org/). Copies are also available from the I nstitute of Electrical and Electronics Engineers, 445 Hoes
Lane, PO. Box 1331, Piscataway, NJ 08855-1331, USA (http://www.standards.ieee.org/).
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NFPA 75-1999, Standard for the Protection of Electronic Computer/Data Processing
Equipment.1*

NFPA 77-1993, Recommended Practice on Static Electricity.

NFPA 780-1997, Standard for the Installation of Lightning Protection Systems.
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Chapter 5
Instrumentation

5.1 Introduction

Power quality (PQ) site surveys and longer-term monitoring programs both require proper
instrumentation in order to be effective. A wide variety of measuring equipment is available
to support the PQ investigator. The challengeisin selecting the most appropriate instrumenta-
tion for a given test or measurement (see Clemmensen [B4]).1

The intent of this chapter is to provide the reader with an overview of the available tools that
may be used to perform a power quality site survey. Emphasis is placed on the fact that most
building electrical systems support utilization equipment that does not draw sinusoidal cur-
rent, which contributesto distortion of the voltage sine wave, therefore, true root-mean-square
(rms) instrumentation should be used to measure these voltages and currents. This issue will
be discussed in more detail in 5.5.

The chapter is subdivided into four main clauses.

— 5.2 lists the range of instrumentation available to perform the various levels of a
power quality survey.

— 5.3 describes the range of methods and hardware used to measure voltages and
currents.

— 5.4 describes each measuring device and its use during the site survey.

— 5.5 describes factors related to measurement accuracy and the limitations that can be
encountered when incorrect instruments are selected for voltage or current
measurements.

5.2 Range of available instrumentation

Chapter 6 describes the recommended practice for conducting measurements with the appro-
priate instruments during various levels of a site survey based on the following steps:

a) Determine the soundness of the power distribution (wiring) and grounding system
supplying the equipment.

b) Determine the quality of the ac voltage supplying the equipment.

¢) Determine the sources and impact of power system disturbances on equipment per-
formance.

d) Analyze the survey data to identify cost-effective improvements or corrections, both
immediate and in the future.

1The numbers in brackets correspond to those of the bibliography in 5.7.
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Recommended instruments required to implement these steps are shown in Table 5-1. These
instruments are discussed further in 5.4.

5.3 Voltage and current measurements

The tools used to analyze components of power flow rely on accurate information gathered
from either voltage or current measurements, and in many cases both. As previoudly stated,
recommended practice is to use true rms metering equipment when conducting the site sur-
vey because algorithms used for computing power flow parameters such as harmonic distor-
tion, power factor, efficiency, etc., rely on the accuracy of the sampled voltages and
currents. This clause describes the various techniques and hardware used to obtain correct
measurements of voltages and currents. Emphasis is on the techniques that lend themselves
to ease of use when conducting the site survey.

5.3.1 Voltage measurements

AC meters are designed to measure the “effective value” of the ac voltage (or current) in
delivering energy to the load, so that 1 W of ac voltage and current produces exactly the same
amount of heat as 1 W of dc voltage and current. Mathematically this “effective value” is
found by taking the square root of the mean of the sum of the squared values and hence the
name “rms.”

Before the advent of digital electronics, ac meters had magnetic movements with a needle
attached to them. The most common was the D’ Arsonval meter in which the meter movement
responded to the average of arectified sine wave. A scale was placed on the face of the meter
with a “form factor” built in to convert the reading to an equivalent rms value. Note that the
meter actually measures the average of the rectified wave and the form factor converts it to
rms based on the assumption that the waveform is sinusoidal.

Early digital meters (and low-cost ones today) utilize this same method of either averaging a
rectified wave, or measuring the peak of the wave and multiplying the result by a scaling fac-
tor to obtain the equivalent rms. As with the analog meter movement, the rms value obtained
is correct only when the measured waveshape is sinusoidal. To address the issue of nonsinu-
soidal waveshapes, “true rms’ meters have come into widespread use. These true rms meters
will accurately measure the rms value, regardless of the waveshape.

5.3.1.1 True rms voltmeters

True rms reading voltmeters indicate the square root of the sum of the squares of all instanta-
neous values of the cyclical voltage waveform. A variety of true rms voltmeters are in use,
including the thermocouple type, square-law type, and sampling type. These meters will indi-
cate the correct or true rms value for every type of waveshape from sinusoidal waves to pure
square waves, and are therefore the preferred voltage measuring instrument for the site survey.
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Table 5-1—Recommended test instruments for conducting a site survey

Instrument

Minimum required instrumentation

Multiple function or special purpose instrumentation

Ground
impedance
tester

Truerms
clamp-on
ammeter

Truerms
multimeter

Earth
ground
tester

Oscilloscope
with current
transducer

Oscilloscope
with line
decoupler

Power line
monitor

Spectrum
analyzer

M easurement

Voltage

continuity Current

Impedance

Resistance
impedance

Current
waveforms

Voltage
waveforms

Voltage
current
harmonics

Harmonics
noise spectra

Neutral-ground bond

(1) Grounding electrode conductor
connections

3

(2) Main bonding jumper connections

(3) Extraneous bonds downstream from
service entrance and/or separately derived
secondary bond

Neutral conductor sizing, routing

(1) Parity or greater than phase conductor neu-
tral sizing

(2) Shared (daisy chained) neutrals

Equipment grounding system
(1) Equipment grounding conductor impedance

(2) Equipment grounding conductor integrity
when used with supplementary grounding
electrodes

Dedicated feeders, direct path routing
(1) Other equipment on the circuit of interest

(2) Equipment grounding conductor impedance

(3) Mixed grounding means problems

Grounding electrode impedance
(1) Resistance of the grounding electrode

(2) Grounding electrode conductor integrity

Conduit/enclosure ground continuity

(1) Metallic enclosure, conduit, raceway,
panelboard continuity

(2) Bonding jumpers where nonmetallic con-
duit is used

(3) Continuity of expansion joints telescoping
raceway, and wiremolds

Separately derived system grounding

(1) Verify neutral as separately derived and not
interconnected

(2) Impedance of neutral-ground bond on
secondary

(3) Grounding electrode conductor connections

Isolated ground systems

(1) Conductor insulation from conduit ground
systems

Power linevariations
(1) Undervoltages or overvoltages

(2) Momentary sags and swells

(3) Subcycle transient events

(4) Voltage notching

(5) Voltage interruptions

(6) Electrical noise

(8) Harmonics (voltage and current)

(9) Frequency variations

3microohm meter
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5.3.1.1.1 Thermocouple type

The rms value of a voltage is defined in terms of the heat it will produce in a resistive load.
Thus, anatural way to measure true rms voltage is by means of athermocouple device, which
includes a heating element and a thermocouple in an evacuated chamber. The heating element
produces heat in proportion to the rms voltage across it, and the thermocouple produces a dc
voltage in proportion to the generated heat. Since thermocouples are affected by inherent
nonlinearities and by environmental temperature, a second thermocoupleistypically added in
a feedback loop to cancel these effects and produce a workable rms-responding voltmeter.
The major drawback to this type of measurement isthetimeit takesfor the temperature of the
measuring element to stabilize.

5.3.1.1.2 Square-law type

This voltmeter uses the nonlinear characteristics of a P-N junction to produce an analog
squaring circuit. From this, the rms voltage is calculated as the square root of the mean of the
squared values.

5.3.1.1.3 Sampling devices

The ac voltage is sampled at relatively high rates; the sasmpled values are squared and then
averaged over one or more complete ac cycles. The square root of the result is then displayed
as the true rms value. This technique lends itself nicely to digital manipulation without the
drifting overtime and temperature inherent in analog square-law devices.

5.3.1.2 Average responding rms voltmeters

All rms meters are calibrated to read in rms units. AC voltmeters that respond to average,
peak, or rms values are commonplace. Typical analog voltmeters are an “average actuated,
rms calibrated” device. The assumption is that the measured wave is sinusoidal, and that the
ratio between the rms and average values is aways a constant. A multiplier called the “form
factor” is used to convert the averaged value to the equivalent rms value. The 1.1 multiplier
used by these instruments is based on the assumption that the waveform is sinusoidal, and
that the rms value of asine waveis 1.1 times the average value of the same sine wave.

5.3.1.3 Peak responding voltmeters

AC voltmeters that respond to the peak value of the waveform are also calibrated to display
an rms value. The peak value of the waveform is detected and a multiplier is used to convert
the peak value to the equivalent rms value. Like the average responding circuit, the waveform
must be sinusoidal or the displayed value will be erroneous.

5.3.2 Current measurements

AC current measurements are slightly more difficult to perform during a site survey compared

to voltage measurements, but there are many instruments available to simplify the process.
This subclause will focus on the techniques and hardware used in conjunction with ametering
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deviceto obtain current readings. As with voltage measurements, recommended practiceisto
use true rms-reading meters when performing a site survey because of the nonlinear nature of
the electronic loads likely to be encountered. True rms ammeters include two types of indirect
reading ammeters: current transformers and Hall-effect types.

5.3.2.1 Current-transformer (CT) ammeters

A transformer is commonly used to convert the current being measured to a proportionately
smaller current for measurement by an ac ammeter. There is very little resistive loading with
these ammeters, and when a split-core transformer is used, the circuit to be measured is not
interrupted. Caution is recommended when interpreting readings obtained with a CT-type
device because some of these ammeters may not be true-rms-reading meters.

The transformer inductively couples the current being measured to a secondary consisting of
N turns of wire (Ng). If the current being measured is I, and if we assume the primary is
equivalent to asingle turn, the secondary current, I, is calculated as follows:

Is = I/Ng (5-1)
5.3.2.2 Hall-effect ammeters

The “Hall-effect” is the ability of semiconductor material to generate a voltage proportional
to the current passed through the semiconductor, in the presence of amagnetic field. Thisisa
“three-dimensional” effect, with the current flowing along the x-axis, the magnetic field along
the y-axis, and the voltage along the z-axis. The generated voltage is polarized so that the
polarity of the current can be determined. Both ac and dc currents can be measured.

Negative-feedback technology has eliminated (or greatly reduced) the effects of temperature
variations and high-frequency noise on Hall-effect current probes. Hall-effect anmeters are
affected by temperature variations (as is any semiconductor device) and by extreme high-
frequency noise. Filtering is added to reduce this effect.

5.3.2.3 Direct-reading ammeters

Direct-reading ammeters employ a current shunt and carry some of the line current through
them for measurement purposes. They are part of the circuit being measured. Direct-reading
ammeters include electrodynamometer types, moving-iron-vane meters, and thermocouple
types that drive dc-responding D’Arsorval meters. All of these ammeter types respond
directly to the current squared, and are not true rms meters. The direct-reading ammeter does
not lend itself well to the power quality site survey because the circuit to be measured must be
broken to insert the device.

5.3.2.4 Current measurement considerations
When using a current measurement device, there are several factors that must be considered

in order to insure that the intended measured parameter has been accurately obtained. These
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include issues with dc currents, steady-state vs. transient measurements, and high crest-factor
loads.

5.3.2.4.1 DC component on ac current

All the ac ammeters discussed here are capable of responding to ac currents with dc compo-
nents. The low-frequency response of CT-type ammetersfalls off rapidly asthe dc component
of the measured current increases. Thisis due to nonlinear characteristics of the core near the
saturating region. Another possible effect of dc current arises from the fact that any magnetic
core can become magnetized by passing relatively large dc currents through it. Theresultisa
need for periodic degaussing.

5.3.2.4.2 Steady-state values

Most multimeters commonly used by the electrical industry are intended for providing
steady-state values of current or voltage. The measured rms current or voltage is sampled or
“averaged” over severa cycles. By necessity, real-time meters cannot display cycle-by-cycle
activity for a 60 Hz system. The response time of analog-meter movements is much greater
than the 16 ms period of 60 Hz. In fact, digital meters deliberately delay updating the display
to eliminate bothersome flicker that occurs with updates quicker than about 0.1 s.

Steady-state load current in all phases and neutral conductors should be measured with atrue
rms ammeter as per the wiring and grounding tests described in Chapter 6. Steady-state peak
current should be measured with an oscilloscope and current probe or power monitor. Mea-
surements with a moving coil or “peak hold” ammeter can give erroneous information.

5.3.2.4.3 Inrush and start-up current values

It is often desirable to accurately measure the transient currents and voltages that result from
the turn-on of electronic loads and other equipment. For example, during start-up of an induc-
tion or dc motor, theseinitial currents can be several times the steady-state value.

To measure such brief currents, afast-responding ammeter is required, along with amatching
circuit to either display the peak current, or record it. It is also possible to use an oscilloscope
or power monitor with a fast responding CT-type current probe.

Direct-reading ammeters are far too slow to respond to rapid changes. Both the CT-type and
Hall-effect ammeters are capable of response up to hundreds of megahertz, or even gigahertz,
although additional circuitry must be added to hold the desired peak values. In any case, the
specifications of the probe and ammeter selected should be reviewed to insure that the current
range and frequency response are within the window needed to accurately record the event in
question.

5.3.2.4.4 Crest factor

The ratio of peak-to-rms current is known as crest factor. This measurement is important in
the assessment of nonlinear loads. As an example, personal computers and many other loads
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that use switchmode power supplies contain a bridge rectifier and storage capacitor. These
loads can produce current waveshapes with typical crest factors of 2.5. When many of these
loads are paraleled, the high crest factor contributes to the total harmonic distortion of both
the voltage and current waveforms at the site.

Measurement instruments typically specify an accuracy limit when measuring high crest-
factor loads. If a high crest factor is measured, it isimportant to make sure the instrument is
capable of interpreting the waveshape correctly.

5.4 Descriptions of site survey tools

Site survey instrumentation can be divided into two categories. These categories are instru-
ments used to

a) Measure or analyze power flow components such as voltage, current, energy, and
harmonics;

b) Measure or verify the physical power delivery infrastructure such as grounding integ-
rity, solid wiring connections, and proper wiring configuration.

The available measurement equipment commonly used to perform various portions of the
power quality survey was shown in Table 5-1, along with the applicable analysis function.
Subclauses 5.4.1 through 5.4.12 describe each tool with more detail as to the benefits or limi-
tations associated with each instrument.

5.4.1 Infrared detector

The overheating of transformers, circuit breakers, and other electrical apparatus is often
impossible to detect from current and voltage measurements. Infrared detectors produce
images of the area under investigation. Overheated areas become apparent in contrast to nor-
mal temperature images. The availability of small handheld versions of these devices has
made them more feasible for the power quality site survey.

5.4.2 Receptacle circuit testers

Receptacle circuit testers are devices that use a pattern of lights to indicate wiring errors in
receptacles. These devices have some limitations. They may indicate incorrect wiring, but
cannot be relied upon to indicate correct wiring especially in cases where poor connections
exist.

5.4.3 Ground circuit impedance testers

Ground impedance testers are multifunctional instruments designed to detect certain types of
wiring and grounding problems in low-voltage power distribution systems. Some instru-
ments are designed for use on 120 V ac single-phase systems while others can be used on
both single- and three-phase systems up to 600 V ac. The primary test function is impedance
measurement of the equipment grounding conductor or neutral (grounded conductor) from
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the point of test back to the source neutral-ground bond. Additional test functions include
detection of wiring errors (e.g., reversed polarity, open equipment grounding conductor, and
open neutral), voltage measurement, the presence of neutral-ground shorts, and isolated
ground shorts.

5.4.4 Earth ground resistance testers

In practice, the resistance of the earth grounding electrode is tested when the building is
inspected, following its construction, but at no other time. It is recommended that ground
resistance tests be conducted with a fall-of-potential method instrument (see IEEE Std 81-
1983 [B7]).

5.4.5 Oscilloscope measurements

In its simplest form, the oscilloscope is a device that provides a visual representation of a
voltage plotted as a function of time. Even a limited-feature oscilloscope can be quite useful
in detecting the presence of harmonics on an electrical system. The use of oscilloscopes in
site surveys has become more popular with the introduction of lightweight, battery-operated
handheld versions.

5.4.5.1 Line decoupler and voltage measurements

Voltage measurements are relatively straightforward using an oscilloscope. The input is con-
nected to the voltage of interest with the appropriate lead. If a voltage above the range of the
oscilloscope is to be examined, probes with resistance-divider networks are available to
extend the range of the instrument by a factor of 10 or more. Capacitively coupled voltage
step-down devices are also available. The frequency responses of the capacitively coupled
voltage step-down devices are nearly constant from the power frequency to the lower radio-
frequency range.

Careisadvised when attempting single-ended voltage measurements on energized power con-
ductors. Only phase-to-neutral or phase-to-ground voltages should be measured, such that the
ground of the oscilloscope probe is never connected to a hot conductor. This condition could
produce a hot chassis and a ground fault condition. Even if the scope is battery powered, care
must be taken to insure that the use of two single-ended probes does not provide a fault path
in the event that one of the probesis reversed. Two channels should be used to measure line-
to-line voltages as a difference between the channels. Whenever possible it is recommended
that a voltage isolator be used to measure power line voltages. The practice of opening the
equipment ground at the oscilloscope power cord is strongly discouraged and is prohibited
(see |EEE Std C62.45-1992).2

5.4.5.2 Clamp-on current transducer and current measurements

The oscilloscope cannot measure current directly, only a voltage produced as a current is
passed through a resistance. Measurements of currents based on the use of a shunt (current-

2 nformation on references can be found in 5.6.
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viewing resistor) can be made with a differential input provided on oscilloscopes. If only a
single-ended input is available, the signal isthen applied between the high input and the oscil-
loscope chassis, creating a ground loop. Attempts are sometimes made to break this ground
loop by disconnecting the equipment grounding conductor of the oscilloscope. As previously
stated, this practice of “floating the scope” is asafety risk and is strongly discouraged.

Clamp-on current transformers provide a means of isolating the oscilloscope from the circuit
being tested. Some models have aresistance in place across the secondary of the current trans-
former to facilitate use with test equipment. In cases where the user must supply the secondary
resistor, the resistance should be kept to a minimum to prevent saturation of the current trans-
former core. If the core becomes saturated, the oscilloscope waveform will show a different
harmonic content than is present in the primary circuit.

One bothersome characteristic of current transformers, in general, is a nonlinear frequency
response. Typical current transformers give accurate current reproduction only over the range
of 50 Hz to 3 kHz. Unitswith “flat” frequency response up through several kilohertz are avail-
able but costly. In some current probes, digital correction of frequency response is possible.

5.4.6 Power line monitors

Power monitors are a new class of instrumentation developed specifically for the analysis of
voltage and current measurements (see Figure 5-1). Time-domain and limited frequency-
domain measurements are possible. Where their cost can be justified, power monitors are
recommended instruments for conducting site surveys or longer-term monitoring programs.
Table 5-1 lists the measurements power line monitors can make. It is a matter of user prefer-
ence as to whether power monitors that are likely to concentrate on wiring and grounding
measurements should be employed in the early stages of a site survey. The multiple-featured
power monitors often contain true rms voltage and current measurement capability, which is
necessary for most of these measurements.

Although developed for the common application of detecting voltage aberrations that affect
the operation of electronic equipment, it should be understood that simply because a power
line variation was detected, the event was not necessarily damaging or disruptive to the load
equipment. A few examples of typical power anomalies recorded by power line monitoring
equipment can be found in Dorr [B5], Hughes and Chan [B6], and Sabin et al. [B11]. Power
line monitors are of four basic types: event indicators, text monitors, wave-form analyzers,
and steady-state power analyzers.

At present, there are no standards for categorizing types of events recorded by these power
monitors. Consequently, the type of event recorded by different power monitors may vary
from manufacturer to manufacturer. The IEEE Std 1159 Working Group on monitoring power
quality has provided a set of termsto describe power line variations (see | EEE Std 1159-1995
[B8]). This recommended practice is likely to impact the future terminology used by power
line monitor manufacturers to describe or categorize each kind of power line variation.
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Caution
Workers involved in opening energized power panels are required to abide by the prescriptions of
NFPA 70E-1995 [B10] concerning appropriate protective equipment, aswell as government regula-
tions codified in OSHA CFR 1910 [B2] and CFR 1926 [B3], and in the National Electrical Safety
Codeld] (NESCO) (Accredited Standards Committee C2-1997 [B1].

Source: Courtesy of Angus Electronics Co.

Figure 5-1—Power line monitor

5.4.6.1 Event indicators

The simplest and least expensive types of power line monitors are known as event indicators.
Event indicators detect, classify, and indicate power line variations when they occur. Individ-
ual events are not identified by time of occurrence. Data output consists of an illuminated
display or alarm that indicates the prior occurrence of an event. Event indicators are recom-
mended for identifying the need for additional power line monitoring with more sophisti-
cated instrumentation.
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5.4.6.1.1 Data capture techniques

Event indicators capture disturbance data by comparing the monitored parameter, usually ac
voltage, to one or more threshold parameters. When the threshold parameter is exceeded, an
event is detected and indicated. The comparison of monitored parameter to threshold param-
eter may be accomplished by analog techniques, digital techniques, or by combinations of
analog and digital comparison circuits. Threshold parameters may be fixed or adjustable by
the user over a specified range to accommodate different monitoring circumstances. Some
examples of common threshold parameters include the following:

a) AC rms voltage. With rms sensing or average sensing, the measurement interval
should be an integral number of half cycles of the fundamental power frequency.
With peak sensing, the measurement interval should be one-half cycle of the funda-
mental power frequency.

b) Surge (transient) voltage. Peak detection should be used for disturbance events of
short duration.

¢) Frequency. The measurement interval should be small in comparison with the dura-
tion of the event to be measured.

Characteristics of threshold parameters determine the types of events that are detected.
Therefore, a complete understanding of the threshold parameters of a given instrument is
essential for proper application of the event indicator.

5.4.6.1.2 Recording and reporting mechanisms

Having detected the power line variation, event indicators store the data as a count, an ampli-
tude, or both. Event data are then reported as a cumulative count or as an amplitude, possibly
accompanied by blinking lights, audible alarms, or other forms of annunciation.

5.4.6.1.3 Analysis functions

Event indicators provide minimal analytical capability. The user is aerted to the prior occur-
rence of a disturbance event, but lacking descriptive information and time of occurrence of
individual events, the user is unable to analyze causes or consequences of the events that
occurred. Therefore, very little guidance concerning the nature and solution of the suspected
ac power problem is possible.

5.4.6.2 Text monitors

Text monitors detect, classify, and record power line abnormalities. Individual events are
recorded by time of occurrence and alphanumeric descriptions that are representative of
events occurring during a given time interval. Data output may be reported on paper or elec-
tronic media, possibly accompanied by alarm annunciation.
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5.4.6.2.1 Data capture techniques

Text monitors use threshold comparison techniques, which are similar to those of event indi-
cators (see 5.4.6.1.3), to detect events. Monitored parameters are continually compared to one
or more threshold parameters. When a threshold parameter is exceeded, an event is detected
and numerous characteristics of the event may be stored. As with event indicators, threshold
comparison may be analog or digital, fixed or adjustable over a specified range. Some exam-
ples of common threshold parameters are as follows:

a) AC rms voltage. With rms sensing or average sensing, the measurement interval
should be one or more periods of the fundamental power frequency. With peak
sensing, the measurement interval should be no more than one-half period of the
fundamental power frequency.

b)  Surge (transient) voltage. Peak detection should be used for disturbance events hav-
ing short duration.

¢) Frequency. The measurement interval can be less frequent than that for transients but
should still be small with respect to the rms change being measured.

Characterigtics of the threshold parameters determine the types of events that are detected.
Therefore, a complete understanding of the threshold parameters and detection methods of a
given instrument is essential for proper usage of the text monitor.

5.4.6.2.2 Recording and reporting mechanisms

The recording and reporting mechanisms of text monitors facilitate the incorporation of
numerous measurement capabilities. When an event is detected, these measurements are
recorded to comprise an alphanumeric description that is representative of the event. The
accuracy of this aphanumeric representation depends upon measurement parameters, mea-
surement techniques, and the extent of recorded detail. An extensive variety of measurements
are possible, but the most common include the following:

a) Time of occurrence. The time that the event begins should be measured with as much
precision as may be required for a given application. Specifications range from the
nearest second to the nearest millisecond.

b) ACrmsvoltage. Each half-period of the fundamental power should be measured.

c) Surge(transient) voltage. Peak voltage amplitude measured with respect to the power
frequency sine wave. Duration, rise time, phase, polarity, and oscillation frequency
may also be measured.

d) Freguency. The measurement interval should befrom0.1sto1s.

€) Total harmonic distortion. The measurement interval should be from 0.1 sto 1 s.
Amplitude and phase of individual harmonic numbers may also be measured.

The text monitor stores all recorded characteristics of the event and then composes the mea-
sured data into an alphanumeric format that is representative of the original recorded event. A
sequential series of alphanumeric descriptions is then reported to paper printout or electronic
media
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Text monitors may have other features, beyond the five most common. Examplesinclude com-
mon-mode noise detection, temperature, humidity, and dc voltage and current measurement.

5.4.6.2.3 Analysis functions

The sequential recording of events, with precise time of occurrence, by text monitors enables
the user to correlate specific power line disturbances with misoperation or damage of sus-
ceptible equipment. Furthermore, the alphanumeric description of the event is useful in
determining the cause and probable consequences. Other data contained within the a phanu-
meric description can be statistically related to determine the probability of various power
line deviations occurring at the monitored site. Analysis functions are limited only by the
extent of the alphanumeric description and by the skill and experience of the user. Therefore,
the analysis capabilities of text monitors may be very extensive.

5.4.6.3 Waveform analyzers

Waveform analyzers are power line monitors that detect, capture, store, and record power line
aberrations as complete waveforms supplemented by alphanumeric descriptions common to
text monitors. The ability to capture, store, and recall waveforms makesthe waveform analyzer
the preferred choice for intensive analysis of ac power quality. Individual events are re-corded
by time of occurrence with waveforms and al phanumeric measurementsthat are representative
of events occurring during agiven timeinterval. Data output may be reported on paper or elec-
tronic media, possibly accompanied by alarm annunciation.

5.4.6.3.1 Data capture techniques

Waveform analyzers use sampling techniques to decompose the ac voltage waveform into a
series of discrete steps that can be digitally processed, stored, and eventually recombined to
represent the original ac voltage waveform. Waveform sampling occurs continuously at a
fixed or variable rate. High sampling rates result in better representation of the disturbance
waveform and greater storage requirements.

Although waveform sampling is continuous, waveform analyzers store only the sampled data
when an “out-of-bounds’ event is detected. Event detection is determined by comparison of
threshold parameters with the monitored parameter. As with text monitors, threshold compar-
ison may be analog or digital, fixed or adjustable, over a specified range.

Due to the continuous waveform sampling, threshold comparison algorithms tend to be more
complex than those of text monitors. However, this complexity provides tremendousflexibility
in controlling the types of disturbance waveforms that are detected. As with all power distur-
bance monitors, a complete understanding of the threshold parameters and detection methods
of agiveninstrument is essential for proper usage of the waveform analyzer. It should also be
understood that the waveform analyzer processes data based on the assumption that proper wir-
ing and grounding preexists.
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5.4.6.3.2 Recording and reporting mechanisms

When an event is detected, the digitized samples are stored in memory. As subsegquent process-
ing, measurement, and reporting of the event will be based entirely upon the stored samples,
the waveform analyzer must retain sufficient data from before and after the detection point to
accurately reconstruct the entire power line variation.

Having captured and stored the digitized data, the waveform analyzer is able to compute
numerous parametersrelated to an event. These measurements of power quality characteristics
are at least as extensive and as accurate asthose available from text monitors. Furthermore, the
digitized data can be formatted to provide a detailed graphic representation of the waveform
associated with the recorded event.

This graphic reporting may be accomplished by paper printout or electronic media such as
magnetic tape, diskettes, and cathode-ray tube (CRT) displays. With accuracy of the graphic
and alphanumeric representation of the event limited only by measurement techniques and
storage capacity, waveform analyzers can provide the most complete description of a power
line variation that is practical from a power analyzer.

5.4.6.3.3 Analysis functions

The graphic reporting of the recorded waveform enables the user to perform several addi-
tional analysis functions. First, the time-based correlation of disturbance waveforms with
misoperation of electronic equipment can facilitate more meaningful susceptibility testing
followed by corrective design improvements. These design improvements, both at the system
and equipment levels, can lead to improved immunity against disturbing types of ac power
line variations. Second, the characteristic waveform of certain disturbance sources can facili-
tate the identification, location, and isolation of these disturbance sources. These analytical
functions make the waveform analyzer most suitable for analyzing complex power quality
problems when properly applied by the knowledgeable user.

5.4.6.4 Steady-state power analyzers

A counterpart to the transient event analyzer is the steady-state type, which is very useful in
performing analysis of the nominal energy demand characteristics of afacility. By sampling
voltage and current on multiple channels, these monitors can display or calculate a large
number of power line or load parameters such as voltage, current, distortion power factor,
displacement power factor, watts, volt-amperes, reactive volt-amperes, total harmonic voltage
distortion, total harmonic current distortion, phase imbalance, and efficiency.

5.4.6.4.1 Data capture techniques

Steady-state analyzers use sampling techniques to decompose the ac voltage waveform into a
series of discrete steps that can be digitally processed, stored, and eventually recombined to
represent the original ac voltage waveform. Waveform sampling occurs at a fixed or variable
rate. Although waveform sampling is continuous, steady-state analyzers only update their dis-
play or readout every second or so to eliminate nuisance toggling of reported values.
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5.4.6.4.2 Recording and reporting mechanisms

The steady-state analyzer is able to compute numerous parameters based on the sampling of
voltages and currents. The reporting mechanism is typically a digital display and an addi-
tional paper-tape printout is usually available.

5.4.6.4.3 Analysis functions

The reporting of numerous power flow parameters enables the user to gain valuable insight
into the characteristics of load and power distribution. The signature waveforms of certain
loads can facilitate the identification, location, and isolation of these loads when they are
found to be disturbing to parallel equipment. These analytical functions make the steady-state
power monitor most suitable for analyzing site and load characteristics when properly
applied by the knowledgeable user.

5.4.7 Harmonic measurements

In order to obtain measurements of harmonic distortion relative to the power frequency, atrue
rms sample of the voltage or current of interest is required. The most popular method is to
obtain a digitized sample of the waveshape and perform a fast Fourier transform (FFT) com-
putation. The result of the FFT analysis yields the percentages for the fundamental frequency
and for the multiples of the fundamental. Power line waveshape analyzers and oscilloscopes
with FFT options are popular choices to perform this harmonic analysis.

Low-frequency or broadband spectrum analyzers may also be used to perform harmonic anal-
ysis. The newest devicesavailableto measure harmonicsarelightweight handheld instruments,
similar in size to a multimeter, which are capable of both waveshape display and harmonic
analysis.

5.4.8 Expert systems

Knowledge-based and expert-system software are available for recording and analyzing
power quality site survey data and reporting the results.

5.4.8.1 Data collection techniques

Expert systems use data input by the user, data encoded as procedures or as rules, and possi-
bly data from instrumentation. Embedded and other instrumentation-based expert systems
have data capture (of collected data) mechanisms that are specific to the instrument being
used. Instrument-independent expert systems collect data by presenting questions to the user
for response. Both instrumentation-based and instrument-independent expert systems use
data encoded in the form of knowledge structures to process measurement or input data.

5.4.8.2 Recording and reporting mechanisms

M easurements and user-input data are typically recorded onto mass storage media. Commu-
nications interfaces may be used to accomplish data recording. A common technique in data
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recording is to store the datain an electronic database that can be accessed by the expert sys-
tem. Processed data and analysis results are reported on the computer screen or by means of
printed reports. Reports typically include tutorial information explaining the expert system’s
reasoning.

5.4.8.3 Analysis functions

Expert systems for power quality analysis differ in scope and depth; hence, in analysis capa-
bilities. Embedded and instrument-based expert systems are designed to assist in the analysis
of specific measured data, including one or more types of power disturbance. Expert systems
that are not instrument-dependent have broader scope, but perhaps |ess depth relative to ana-
lyzing measured data. Site survey analysis softwareisan example of thistype of expert system,
the scope of which includeswiring, grounding, surge protection, power monitoring, data anal-
ysis, and power conditioning equipment recommendation.

Expert systems can provide consistency and help in the collection, analysis, and reporting of
power quality dataif appropriately applied by the user.

5.4.9 Circuit tracers

L ocation of a specific phase or breaker may be easily accomplished with a circuit tracer. Var-
ious methods are used to draw or inject a special frequency or signal at the receptacle to be
traced. A receiver is then used back at the panel box to detect the signal. Typicaly the
receiver will have an adjustable gain so that the circuit in question can be pinpointed.

5.4.10 Electrostatic discharge

Electrostatic charge can be measured with special handheld meters designed for that purpose.

5.4.11 Radio-frequency interference (RFI) and electromagnetic
interference (EMI)

Electric and magnetic field probes measure broadband field strength. A field-strength meter
equipped with a suitable probe for electric or magnetic field sensing can be used to assess RFI
or EMI more generally.

5.4.12 Temperature and relative humidity

Measure temperature and relative humidity with a power monitor equipped with special
probes. The rate of change of these parameters is at least as important as the absolute values
of the temperature and relative humidity.

5.5 Measurement considerations

There are severa factors related to either capabilities or limitations of measurement equip-
ment that must be taken into consideration before deciding upon the appropriate instrument
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for a given measurement. These factors include, but are not limited to bandwidth, sampling
rate, refresh rate, resolution, and true rms response capability. These general considerations
to be aware of are described in 5.5.1, 5.5.2, 5.5.3, and 5.5.4. Caution should be exercised
when choosing instrumentation to investigate a problem. For example, though a transient is
not recorded by a waveform analyzer it cannot be assumed that no transient occurred, unless
it is certain that the bandwidth, sampling rate, and resolution are such that the transient was
within the instrument’s capture capabilities.

5.5.1 Bandwidth

The frequency spectra within which accurate measurements can be obtained is limited to the
bandwidth of the equipment being used. The bandwidth of the instrument used should be
wider than the frequency spectra of the expected events to be monitored. For 60 Hz steady-
state monitoring this bandwidth issue is likely not a problem, but if the event of interest is a
high-frequency transient caused by a switching event or by a lightning surge, the bandwidth
must be higher than the rise time of the event to be captured (typically MHz ranges).

5.5.2 Sampling rate

This specification is important when the power waveshape in question must be digitized in
order to perform computational analysis. The sampling rate should be at least twice the high-
est frequency of interest for a given computation. For example, a harmonic analysis out to the
50th harmonic (3000 Hz) would require a sampling rate of at least 6000 Hz. For sampled
data, anti-aliasing filters built in to the metering device are typically necessary to insure accu-
racy of the reported information.

5.5.3 Resolution

The vertical resolution of a waveshape is dependent upon the sampling rate as well as the
number of bits available for storage or processing of the acquired sample. Most digitizing
instruments utilize at |east 8 bits to obtain reasonable vertical resolution. Thisyields measure-
ment accuracy roughly within £3% of the actual value for ac voltage waveshapes.

5.5.4True rms considerations

It is extremely important to understand the potential limitations of the instrumentation being
used to measure either voltage or current. Table 5-2 and Table 5-3 illustrate the point that
there can be considerable differences in the displayed or reported quantities for different
types of instruments. Table 5-2 shows the differences one might encounter when measuring
some typical waveshapes with several popular handheld multimeters. Note that only the true
rms type meter was able to correctly report the actual rms value for all of the waveshapes.

Because the electrical environment contains loads that are typically nonlinear in nature, it is
recommended practice to use true rms measurement equipment to monitor voltage and cur-
rent parameters.
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Table 5-2—Displayed values from different meters for some typical
current waveforms

Meter type Circuit Sinewave Square wave Distorted wave Light dimmer Triangle wave
JA ! ™

Peak 100% 82% 184% 113% 121%

method

Average Sine avg. 100% 110% 60% 84% 96%

responding x1.1

Truerms RMS 100% 100% 100% 100% 100%
converter

Table 5-3—Reported event magnitude and duration for some common power line monitors

Event description

Possibletext reported or
response by monitor A

Possibletext reported or
response by monitor B

Possibletext reported or
response by monitor C

Capacitor switching
transient

May missthe event if
thresholds are set
incorrectly

Reported as atransient
with amplitude equal to
theinitial falling edge
vaue

May report the event as
both a subcycle variation
and as atransient

1/4 cycleinterruption

May missthe event if

Reported as a sag to 50%

Reported as a sag to 90%

(dropout) thresholds are set of Vi,om With duration of of Vi,om With duration of
incorrectly 10 ms 100 ms

1cycleinterruption Reported asa 1 cycle Reported as an interrup- Reported as a sag to 83%
interruption tion with duration 20 ms of Vi,om With duration of

100 ms

duration of 10 cycles

duration of 10 cycles

Extraneous zero Reportsmultipletransients | Reports multipletransient | Reports multiple transient

crossings with same amplitude events with same events with same
amplitude and may report | amplitude and may report
frequency variations frequency variations

10 cycle voltage sag to Reports voltage sag to Reports voltage sag to Reports voltage sag to

80% of Viom 80% of Vpo With 80% of Vjom With 80% of Vjom With

duration of 10 cycles
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Table 5-3 illustrates the differences that one might encounter when analyzing the text reports
from several common power line monitors. Note that even though all of the monitors are true
rms type the reported text is not the same (even when the graphical display is).

The point of Table 5-3 is not to find fault in any particular monitor brand, but merely to point
out that there can and will be differences in the way the various monitor brands capture and
report short duration events (microseconds to several cycles). Therefore, the user of a particu-
lar monitoring instrument should become familiar enough with that instrument to be able to
correctly interpret the information that is collected and recognize the fact that two different
instruments connected at the same point may not capture and report eventsidentically.

Provided the event is within the capture capability of the monitor, and the printed or dis-
played waveform has enough resolution to display the captured event clearly, actual capture
of the graphical voltage or current waveshape is the best way to insure that a monitored event
istruly what was reported.

5.5.5 Instrument calibration verification

As afina point for consideration, it is recommended that measurement equipment be cali-
brated periodically to insure accuracy. It is also a good practice to periodicaly compare the
readings of the site survey instruments to a second piece of equipment that is known to read
accurately. Thisis particularly important when the measuring devices are frequently shipped
or transported to survey locations. Mishandling of the equipment during shipping can cause it
to become less accurate. Simply having a valid calibration sticker does not necessarily guar-
antee accuracy.

5.6 Reference

This recommended practice shall be used in conjunction with the following publication.
When the following standard is superseded by an approved revision, the revision shall apply.

IEEE Std C62.45-1992 (Reaff 1998), |IEEE Guide for Surge Testing for Equipment Con-
nected to Low-Voltage AC Power Circuits.?
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Chapter 6
Site surveys and site power analyses

6.1 Introduction

Electronic systems and equipment may be more sensitive to disturbances in the ac power
system than are conventional loads. The effects of power disturbances on electronic load
equipment can take a wide variety of forms, including misoperation, data transfer errors,
system halts, memory or program loss, and equipment damage. In many cases it is difficult
to determine whether the system hardware and software malfunctions are actually caused by
disturbances in the power system supplying the equipment, since frequently these symptoms
are identical to those resulting from other causes. For this reason, it is necessary to perform
some level of survey and analysis of the ac power system to determine the cause. The site
survey isthe primary tool utilized in locating the source of the disturbance.

6.2 Objectives and approaches
The basic objectives of surveys and site power analyses are as follows:

—  Determine the soundness of the premises wiring and grounding system supplying the
equipment.

— Determine the quality of the ac voltage supplying the equipment.

— Determine the sources and impact of power system disturbances on equipment per-
formance.

— Analyze the survey data to identify cost-effective improvements or corrections, both
immediate and future.

It is important to keep these approaches in mind when a site is experiencing problems that
appear to be power-related. All too often, corrective action (in the form of some type of power
conditioning equipment) isinstalled in a hurried attempt to solve the problem. Although this
method will sometimes minimize the problem, in other cases it may do little or nothing to
solve the problem and can even aggravate conditions resulting in further degradation of sys-
tem performance levels.

To successfully resolve problems in the power system serving electric loading equipment, a
thorough analysis of the power system and loads should be conducted to define the areas of
concern as accurately as possible before attempting to solve the problem. This approach can
enable cost-effective solutions to be implemented that not only correct the existing conditions
but also minimize future problems.

The key is to understand and define the problem before attempting to solve it. The following
are some of the parameters that need to be defined:
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a  When did the problem start?

b)  What type of equipment is experiencing problems? A secondary concern to this ques-
tion would be determining the sensitivity of the device.

c¢) What types of equipment malfunctions or failures are occurring (e.g., dataloss, lock-
ups, component damage)?

d) When do the problems occur (e.g., time of day, day of week, particular system
operation)?

e) Are coincident problems occurring at the same time (e.g., lights flicker and motor
slowdown)?

f)  What are the possible problem sources at site (e.g., arc welders, air conditioning,
copy machines)? What is the proximity to the equipment?

g) Isthere any existing or recently installed protection for equipment (e.g., transient
voltage surge suppressor, or isolation transformer)? This would be necessary to deter-
mine if the premises wiring system or the equipment is compatible with the mitigat-
ing device.

h) Has the addition of protection or power conditioning equipment alleviated the prob-
lem or made it worse?

i)  Are there any possible environmental concerns [e.g., lightning, electrostatic dis-
charge (ESD), and radio-frequency interference/electromagnetic interference (RFI/
EMI)]?

j)  Arethere any recent changes to the premises wiring distribution system (e.g., ground
scheme, additional electrical service entrances, and equipment rel ocation)?

k)  Arethere any recent changes to the electric utility’s distribution system?

These parameters should provide information for a preliminary analysis to decide if immedi-
ate recommendations for remedial action can be taken.

6.3 Coordinating involved parties

Generadlly, it isthe responsibility of the end user, electronic equipment owner, or the building
owner to provide and maintain a proper supply of ac power from the utility service entrance
to the equipment. In addition to the end-use equipment owner, other involved parties should
be informed as to the objectives of the site survey. Effective communication between these
parties can help ensure that the recommendations for improvement or correction may be
implemented in a mutually acceptable manner.

6.3.1 Equipment user or owner

The user of electronic equipment is primarily concerned with the productivity of the equip-
ment. Downtime tranglates into loss of production, increased operating costs, and decreased
revenues and profits. Technical details on power disturbances are normally of little interest to
the end user who cares only that the equipment is not performing as intended and it is costing
the company money. It is often necessary to educate the equipment user or owner so they may
realize that it isin their best interest to provide and maintain a sound power source to operate
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the egquipment. Keeping an accurate log of equipment errors and malfunctions can provide
valuable information in solving site power problems. This log should include the time and
date of the disturbance as well as the type of equipment and associated error messages.

6.3.2 Electronic equipment manufacturer/supplier

Initialy, it is the responsibility of the equipment manufacturer or supplier to provide the
power, grounding, and environmental specifications and requirements for their equipment. If
this has not been done, the effectiveness of the service representative may be reduced when a
power-related problem develops since it is the service engineer who normally determines the
problem and relates this information to the end user.

When the problem areas have been defined, the recommended methods of correction should
be clearly communicated to the end user so that an incorrect or partial solution does not occur.
For example, some equipment manufacturers require a grounding system for their equipment
that may not conform to the National Electrical Code™ (NECY) (NFPA 70-1999).1 Although
grounding practices that go beyond the NEC requirements may be necessary for electronic
equipment to operate properly, it is never acceptable to violate the NEC.

6.3.3 Independent consultant

In many cases, a practical approach isto enlist the services of an independent consultant who
specializes in solving power quality problems. The judgment and opinions of a qualified,
independent consultant are normally acceptable to both the end user and the equipment man-
ufacturer/supplier.

Care should be used in the selection of the consultant to ensure that the consultant has experi-
ence in solving power quality problems for electronic equipment and does not have a vested
interest in the recommended solution. For example, vendors of power conditioning equipment
may have significant experience in solving power quality problems but their recommended
solutions may be biased toward their product line.

It is also recommended that a written agreement be reached with the consulting company that
pertains to what they will, or will not, do regarding their services (i.e., time frame to compl ete
the work, the cost of the survey, etc.)

6.3.4 Electrical contractor or facility electrician

The facility electrician or an electrical contractor is a necessary assistant in the verification of
the power distribution and grounding system for the layout of the power system feeders,
branch circuits, and panelboards. They may have knowledge of the electrical system and
recent changes (e.g., wiring/grounding and equipment additions) that could provide clues to
locating the problem. In addition, the electrician is essential for performing work necessary to
correct or improve unsatisfactory wiring and grounding conditions.

L nformation on references can be found in 6.9.
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6.3.5 Electric utility company

An effective site survey should include the involvement of the local electric utility. Utility per-
sonnel can provide site-specific information on disturbances (e.g., capacitor bank switching,
and distribution circuit interruption history and reliability) that can occur on the utility system.
Many power companies have an established power quality department whose staff includes
engineers that have expertise on effects of power quality problems on electronic equipment.

It isimportant to involve someone familiar with the local power system and the various factors
that affect power quality from location to location. The utility engineer can fill thisrole in
evaluating which disturbances may occur on the utility system and which protective equip-
ment may be required by the user. Potential changes to the utility system that may improve
power quality can also be evaluated. Some electric utilities offer preliminary site surveys prior
to construction of facilities or installation of electronic loads. The monitoring equipment used
can provide useful data on power disturbances at the point of common coupling. A growing
number of utilities offer in-depth site surveys to pinpoint the source of power disturbances
and, if necessary, provide assistance in selection of the appropriate power conditioning equip-
ment. In many areas, electric utility companies have recognized the importance of power
quality and are taking an active role in helping their customers solve power-related problems.

6.4 Conducting a site survey

Site surveys and analyses can be conducted in various levels of detail depending on the mag-
nitude of the problem, amount of data desired, and economic factors.

A recommended breakdown of site survey levelsis asfollows:

— Leve 1 survey. Visual inspection, testing, and analysis of ac distribution and ground-
ing system supplying the equipment.

— Level 2 survey. Level 1 plus monitoring of applied ac voltage and load current for the
equipment.

— Level 3 survey. Levels 1 and 2 plus monitoring of site environmenta parameters.

It is important to note that the systematic approach in performing the survey and promptly
locating the cause of the problem will almost always depend upon

a) The experience of the survey team member(s). The more experience an individual
has in solving problems pertaining to varying electrical environments (e.g., telecom-
munications, health care, and commercial/industrial), the greater the flexibility in
successfully altering investigative methods to quickly locate and/or confirm the
problem source.

b) The type of industry and environment in which the survey will be performed. For

example, the survey practices to discern the cause of nuisance circuit-breaker trip-
ping and overheated transformers for adjustable-speed drives may entail an entirely
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different procedure than used to find the cause of random computer failures within a
commercia office building. The former may require a detailed harmonic analysis
and the latter may require an investigation of the wiring and grounding system.

The level of the survey performed is a combination of how quickly the problem is located
and the severity of the problem. In many cases, a Level 1 survey locates and corrects the
problem. If it does not readily identify the cause, then the survey progressesto a Level 2 (or
3) as needed. When the desired level of the survey has been determined, the proposed analy-
sis of results should be defined before any testing or power monitoring is initiated. Specific
types of instruments are designed to detect specific problems and no single instrument has
the capability to detect all types of problems. For example, a power monitor is designed to
detect problems in the quality of the ac voltage; it will not detect wiring or grounding prob-
lems. Unless the quality of the wiring and grounding system is tested and verified, the data
produced by a power monitor can be practically useless. Therefore, it is important that all
premises wiring and grounding deficiencies be corrected before engaging in power line
monitoring.

To conduct a site survey effectively, problem areas should be subdivided into at least three
categories:

—  The condition of the ac premises wiring and grounding system;
— Theac voltage and current levels of the power system;

— The equipment environment, including temperature, humidity, ESD, and radiated
EMI and RFI disturbances.

The order in which these categories are analyzed is critical. Premises wiring and grounding
should be tested and analyzed before any testing is conducted to determine the quality of the
ac voltage and equipment environment. In many instances, the problem could be eliminated
by employing proper wiring and grounding, thus making voltage and current monitoring no
longer necessary.

6.4.1 Condition of the premises wiring and grounding system

Problemsin industrial/commercial premiseswiring and grounding account for alarge share of
all reported power quality problems. The greatest number of wiring and grounding problems
isin the feeders and branch circuits serving the critical loads. The first activity in checking for
power problemsis to survey the integrity of the premises wiring and grounding system sup-
plying the equipment. Problems in this category include such items as missing, improper, or
poor-quality connections in the power wiring and grounding from the source of power to the
load. They can be generaly classified as mechanical problems. Through error or oversight,
intentional or unintentional, the premises wiring and grounding system in many cases is not
installed in accordance with the requirements of national, state, or local electrical codes and
other specifications. For example, the NEC only permits a neutral-ground bond at the source
of power (service entrance or transformer secondary of a separately derived system), yet
improper neutral-ground connections are a common problem encountered on power systems
in the field. Experience has shown that many el ectronic-equipment installations experiencing
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malfunctions and failures have one or more problems in the premises wiring and grounding
system supplying the equipment.

Once the installation has been placed in service, vibration can loosen connections. Loads
cycling on and off create heating and cooling that can eventually result in poor-quality (high-
impedance) connections. Also, periodic additions or modifications to the distribution system
can result in missing, improper, or poor-quality connections.

Branch circuits are of lower power rating and are open to a greater variety of construction
techniques and retrofit options, many of which cause problems. Caution should be exercised
in the selection of test instruments used to conduct a verification of the power and grounding
system. Use of the commonly available three-light circuit tester is not recommended and
should be discouraged. These devices have some severe limitations and can provide a “ cor-
rect” indication when the circuit being tested actually has one or more problems. In addition,
they are incapable of indicating the integrity of the power conductors.

See Chapter 5, Table 5-1, for a discussion of recommended instruments to conduct the site
survey.

6.4.1.1 Safety considerations

Safety considerations come first when making measurements on energized power systems.
Some saf ety issues to consider are

a) The use of safety gloves and safety glasses—OSHA requires electrical maintenance
workers/electricians to complete basic electrical safety and first-aid training courses
prior to working on energized ac electrical systems.

b)  Working in pairs—an extra person can review test-equipment configurations, review
test results, secure the test location while another person performs the actual mea-
surements, and provide emergency medical assistance when necessary.

¢) Instruments should be used and grounded using the manufacturer’s recommendations.

d) Continuity measurements should be made on de-energized circuits. Some measure-
ments may require the use of licensed or qualified electrical personnel.

WARNING

Workers involved in opening energized power panels are required to abide by the pre-
scriptions of NFPA 70E-1995 [B14] concerning appropriate protective equipment, as
well as government regulations codified in OSHA CFR 29 Part 1910 [B3] and CFR 29
Part 1926 [B4].
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6.4.1.1.1 Neutral-ground bond

The neutral and equipment grounding conductor are required by the NEC to be bonded at
the main service panel and at the secondary side of separately derived systems. Improper,
extraneous neutral-ground bonds are arelatively common problem that not only create shock
hazards for operating personnel, but can also degrade the performance of electronic equip-
ment. Improper neutral-ground bonds at receptacles can often be detected using a wiring and
grounding tester designed for that purpose.

A voltmeter can also be used to indicate if improper bonds exist at receptacles. A voltage
measurement between neutral and ground at the outlets can indicate voltage ranging from
millivolt to several volts under normal operating conditions and depending on loading, circuit
length, etc. However, areading of 0V can indicate the possible presence of a nearby neutral-
ground bond. Excessive current on equipment grounds in distribution panels also indicates
the possibility of aload-side neutral-ground bond. Visual inspection of the neutral bus within
distribution panelboards is necessary to verify and locate these bonds.

6.4.1.1.2 Measurements for neutral conductor sizing

Measurements of load phase and neutral currents should be made to determine whether the
load is sharing a neutral conductor with other loads and whether the neutral conductor sizing
is adequate. For three-phase circuits supplying single-phase |oads that have nonlinear current
characteristics and share a common neutral, current in the neutral can exceed current in the
phase conductor. This should be taken into account when sizing neutral conductors. Phase
and neutral conductor measurements must be made with a true rms clamp-on ammeter to
avoid inaccurate readings.

6.4.1.1.3 Transformer sizing

Procedures for ensuring proper transformer sizing must include the measurement of true root-
mean-square (RMS) voltages (phase/phase and phase/neutral), true RMS currents (phases
and neutral), and the harmonic analysis of the loads being served. The harmonic analysis of
the voltages and the currents at the transformer determine the additional losses within the
core and windings where nonlinear loads are being served. Chapter 8 discusses transformer
derating for nonlinear loads or situations in which the load type cannot be determined in
advance.

6.4.1.1.4 Equipment grounding conductor impedance

Electronic equipment is required by the NEC and local codes to be grounded through the
equipment grounding conductor and bonded to the grounding electrode system at the power
source. Impedance of the equipment grounding conductor from the electronic equipment
back to the source neutral-ground bonding point is a measure of the quality of the fault return
path. Impedance of the insulated equipment grounding conductor that is used for isolated
grounding (IG) schemes and the metallic conduit in which the IG and circuit conductors are
contained must both be tested for alow grounding impedance.
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Measure the impedance of the equipment grounding conductor using a ground impedance
tester. An “open ground” indication reveal s no equipment grounding conductor connection. A
high-impedance measurement indicates poor-quality connectionsin the equipment grounding
system or an improperly installed equipment grounding conductor. Properly installed and
maintained equipment grounding conductors will exhibit very low impedance levels. Recom-
mended practice is to verify an impedance level per Table 6-1. Achieving these levels based
on the amperage rating of the overcurrent device for the feeder or branch circuit will also help
assure personnel protection under fault conditions (see Kleronomos and Cantwell [B10] 2). In
many cases, with larger-sized equipment grounding conductors, the impedance could be
much less than the prescribed levelsin Table 6-1.

6.4.1.1.5 Neutral conductor impedance

Impedance of the neutral conductor from the electronic equipment back to the source's per-
missible neutral-ground bonding point is another important measurement. A low-impedance
neutral is essential to minimize neutral-ground potentials at the load and reduce common-
mode noise. The high levels of neutral current created by phase imbalance and nonlinear
power supply operation contribute to these problems.

The instrument used to conduct the equipment ground impedance measurementsin 6.4.1.1.4
may aso be used to measure the neutral conductor impedance. The impedance level of the
neutral conductor should be based on the feeder or branch circuit ampacity. The frequency of
the load circuit should also be considered where a conductor may exhibit varying levels of
impedance where harmonic currents are present. High impedance in the neutral conductor
can be the result of poor-quality connections.

6.4.1.1.6 Grounding electrode resistance

The purpose of the grounding electrode system is to provide an earth reference point for the
facility. This may alow stable line-to-ground voltages as well as establishing a0V reference
for non-current-carrying conductors. Earthing also provides a path for lightning and static
electricity discharge currents. The grounding electrode system is typically buried or inacces-
sible except during construction of the facility or major remodeling.

The resistance of the grounding electrode system should be checked at the time of construc-
tion. As a practical matter and for safety reasons, it is usually not measured again. In order to
take the measurement accurately, the grounding electrode system should be disconnected
from all other earth grounds. For new construction, measure the resistance of the grounding
electrode system with an earth ground tester using the fall-of-potential method (see
|EEE Std 81-1983 [B8] and Michaels[B13]).

2The numbersin brackets correspond to the bibliography in 6.10.
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Table 6-1—Impedance values in Zfor effective grounding of systems and

equipment rated 600V or less

Overcurrent device Circuit voltage to ground
rating (A) 190V 77y
10 16 —
15 10 10
20 0.8 0.7
25 0.6 0.6
30 0.5 0.5
40 0.4 0.3
60 0.10 0.10
100 0.10 0.07
125 0.06 —
150 0.05 —
200 0.04 —
250 — —
300 — —
400 — —
500 — —
600 — —
800 — —
1000 — —
1200 — —
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The integrity of the grounding electrode conductor isimportant because it serves as the con-
nection between the building grounding system and the grounding electrode system. To ver-
ify a conductive connection to an earthing reference, use a clamp-on ammeter to measure
current flow in the grounding electrode conductor. Ordinarily there may be a small but finite
current flow. A lack of current flow may be an indication of an open connection. Current flow
on the order of the phase currents may indicate serious problems within the premises wiring
system.

WARNING

Interrupting the current in grounding el ectrode conductor paths can be a shock hazard
and should not be attempted.

6.4.1.1.7 Two-point bonding testing between multiple earthing references

Most lightning damage to electronic equipment occurs when a facility employs the use of
multiple earthing references that are not intentionally, and effectively, bonded together. Under
lightning and electrical system fault conditions, “step,” “touch,” and “transferred earth”
potentials can develop between multiple earthing connections that are not part of a common
grounding electrode system. Proper bonding between electrode systems can reduce the volt-
age drops between them and establish an equipotential plane within the facility so as to
enhance personnel safety. For example, lack of bonding between the electrical system elec-
trode and the communications system electrode may result in damage to modems, telephone
answering machines, etc., during lightning and system fault conditions.

Bonding measurements should be performed to determine if there are intentional bonding
connections made between multiple earthing references. A three-termina or four-terminal
earth ground resistance tester can be configured to a two-terminal device, which alows
measurements between each of the different grounding electrode systems. This includes
supplemental electrodes established for the electrical service, aternate power sources, and
lightning protection systems.

Thistest procedure can al so be used to show potential equipment damage and personnel shock
hazards where improper remote grounding electrodes are commonly driven to reference
industrial controllers in order to comply with an equipment manufacturers' specifications.
Where the electrode can be safely disconnected, a measurement can be made between the
electrical system’s ground and the electrode for the industrial controller to verify ohmic dif-
ferences between them.

6.4.1.1.8 High-frequency grounding

Many electronic loads, such as data processing and process-control equipment located in
controlled environments, employ a grounding system that has alow impedance at higher fre-
guencies. These signal reference structures (SRSs) are connected in a prescribed manner that
provides signal and power cabling, equipment frames, and other conductive items with an
equipotential plane. The SRS should be bonded to the site's el ectrode grounding system.
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6.4.1.1.9 Continuity of conduit/enclosure grounds

Electronic loads are recommended to be grounded with a separate equipment grounding con-
ductor. The termination of the equipment grounding conductor can be either in an isolated
ground system, insulated from the conduit ground, or it can be terminated in the conduit
ground system. Either termination is ultimately connected to the building ground system.
Both the isolated ground and the conduit ground should terminate at the first upstream neu-
tral-ground bonding point. Ground impedance testers can be used to measure the quality of
both the isolated ground and conduit ground systems from the equipment to the power
source.

Routing of phase, neutral, and equipment grounding conductors through continuously
grounded metallic conduit is recommended practice for electronic equipment performancein
addition to meeting safety codes. Continuously grounded metal conduit acts as a shield for
radiated interference.

6.4.1.2 Performance considerations

Recommended methods for the determination of performance-related parameters are dis-
cussedin 6.4.1.2.1 and 6.4.1.2.2.

6.4.1.2.1 Multiple earth ground references

Interconnected electronic devices that do not share a common ground reference between
them (e.g., equipment in different buildings linked together via phone or data cable) are par-
ticularly susceptible to equipment damage during lightning strike conditions. This condition
exists in facilities that have multiple buildings where the earthing system for each structure
can be at a different potential. Furthermore, continuous noise currents can develop and travel
along the shields. These noise currents can change the intended information by atering the
“bit” structure of the transmitted signals.

Separate earthing systems can also exist within the same building. For example, the improper
application of a remote-driven ground rod to establish an isolated ground system for elec-
tronic equipment can elevate remote electronic devices to a potential above or below other
devices to which it may be interconnected.

If electronic equipment has a conducting connection to other devices within a structure, it is
important that all interconnected devices be referenced at the same potential to minimize
lightning damage. Otherwise, it may become necessary to provide some degree of optical iso-
lation to create separation from the different grounding connections.

6.4.1.2.2 Separately derived systems
Separately derived systems have no direct electrical connection between the output supply
conductors and the input supply conductors. Separately derived systems are required by the

NEC to have a load-side neutral-ground bond that is connected to the grounding electrode
system. All equipment grounding conductors, any isolated grounding conductors, neutral
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conductors, and the metal enclosure of the separately derived system are required to be
bonded together and bonded to the grounding electrode conductor. Visua inspections and
measurements with a ground impedance tester can be used to determine the quality of these
connections.

6.4.1.3 Wiring and grounding verification procedures

The services of qualified electrical maintenance personnel, when conducting verification and
testing of the premises wiring system, should aways be utilized. Their services will be
needed to provide access to power panels and assist in conducting the tests with maximum
safety. In addition, they may be able to provide valuable information (e.g., history and modi-
fications) about the distribution system.

While conducting the testing program, close visual inspections of power panels, transformers,
and all other accessible system components should be made. Loose connections, abnormal
operating temperatures, and other such items that can provide cluesto the quality of the distri-
bution system are particularly important to note. A good point at which to start the distribution
and ground testing is the main building service panel or supply transformer. If the quality of
the earth ground system is questionable, an earth ground tester can be used to measure the
resistance of this connection. Additional tests at this location should include measurement of
rms voltage levels (phase-to-phase, phase-to-neutral, and phase-to-ground), current levels
(phase, neutral, and ground), and verification of proper neutral-ground bonding.

From this point, each panel in the distribution system serving the equipment should be tested
and verified. Tests should include voltages, currents, phase rotation, ground impedance, and
neutral impedance. Verification should include proper isolation of the neutral conductor,
proper conductor sizing, tightness of connections, and types of loads being served.

Upon completion of the pand testing and verification, all branch circuits supplying the sen-
sitive equipment should be verified. These tests should include voltages, proper conductor
termination (wiring errors), and the absence of neutral-ground and isolated ground shorts, as
well as measurement of ground and neutral impedance levels.

The recommended practice is to develop a systematic method of recording all observations

and test results. Thiswill enable efficient data analysis aswell as ensure that no tests are over-
looked. Figure 6-1 illustrates a sample set of forms for recording test resullts.
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Power Distribution Verification Test Data
System Type:
Site:
Date:
Location:
Contact:
Phone:
Source Transformer:
kVA: _ Primary Voltage: Secondary Voltage:
Taps: #1  ; #2_  #3_ #4_ #S_ ,H6_ [ #T_ [ H8
Tap Position:

Measured Voltages and Currents:

Primary Voltage Primary Current

A-B A

B-C B

C-A C

Phase Rotation: G

Secondary Voltage Secondary Current

A-B A-N A
B-C B-N B
C-A C-N C
Phase Rotation: N
N-G Bonded? Yes No G
Remarks

Figure 6-1—Sample set of forms
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Data Summary: Power Distribution and Grounding

Location: Date:
Panel: Room: User:
Power Source:
Panel Description:
Manufacturer: Model:
Total Poles: Amperes:
Main Disc: Y N Amperes:
Total Branch Circuits: 1 Pole 2 Pole 3 Pole
Feeder Description:
Phase Conductors:  Size Color Copper: Y___ N
Neutral Conductor:  Size Color Copper: Y___ N
Ground Conductor:  Size Color Copper: Y__ N
Neutral Bus:
Isolated Neutral Bus Installed? Y N
Total Number of Neutral Conductors?
Ground Bus:
Isolated Ground Bus Installed? Y N
Insulated Main Grounding Conductor? Y N
Conduit Main Grounding Conductor? Y N
Secondary Grounding Conductor? Y N
Total Number of Ground Conductors?
Panel Status:
Minimum NEC Working Clearance? Y N
Branch Circuits Correctly Labeled? Y N
Panel Name and Feeder Displayed? Y N
Panel Hardware Working Correctly? Y N
All Wiring Freely Accessible? Y N
Abandoned Wiring in Panel? Y N
All Connections Checked and Tight? Y N

Figure 6-1—Sample set of forms (Continued)
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Data Summary: Power Distribution and Grounding

Ground Impedance:

Location: Date:

Panel: Room:

Voltage Readings: AtoB AtoN
BtoC BtoN
Cto A CtoN
NtoG Nto IG

Current Readings: Ph. A Neutral
Ph.B Isol Gnd
Ph.C Ground
Phase Rotation:

Neutral Impedance:

Remarks:

Figure 6-1—Sample set of forms (Continued)
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Data Summary: Power Distribution and Grounding

Location:
Panel: Room:
Branch Circuit Loads
Po CB Size Load Po CB Size Load
1 2
3 4
5 6
7 8
9 10
11 12
13 14
15 16
17 18
19 20
21 22
23 24
25 26
27 28
29 30
31 32
33 34
35 36
37 38
39 40
41 42
Remarks:

Figure 6-1—Sample set of forms (Continued)

Copyright © 1999 IEEE. All rights reserved.



SITE SURVEYS AND SITE POWER ANALYSES

IEEE

Std 1100-1999

Data Summary: Power Distribution and Grounding

Location: Date:
Panel: Room:
Branch Circuit Tests
Circuit # Voltage Wiring N/G Short Ground Z Neutral Z

Figure 6-1—Sample set of forms (Continued)
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6.4.1.3.1 One-line diagram

A complete and up-to-date one-line diagram of the premises wiring and grounding system is
extremely useful in helping to analyze the system. If a one-line diagram does not exist, one
should be developed. This can alow the survey team to correctly identify the relevant power
distribution for the problem area and can make the problem-solving process less tedious.

6.4.1.3.2 Visual media

Photographs and video-camera recordings can enhance a written report and show exposed
problem areas as they appeared during the course of the survey. It can be especially useful
where litigation between involved partiesis concerned and it can also be used as a base prod-
uct to reveal whether or not recommended changes have been implemented. Furthermore, it
can become a valuable training tool to show “before” and “after” conditions of a power qual-
ity survey.

6.4.2 Quality of ac voltage and current

Upon compl etion of the power distribution and grounding verification portion of the site anal -
ysis, the next step is to determine the quality of the power being delivered to the equipment
having problems. This would include analysis of the waveforms for voltage and current. Var-
ious studies (see Allen and Segall [B1], Allen and Segall [B2], Dorr [B5], Hughes [B7], Key
[B9], Kleronomos[B10], Lim [B11], and Sabin et a. [B15]) have been conducted to quantify
the types and frequency of occurrence of power line disturbances on circuits supplying elec-
tronic equipment. Generally, voltage disturbances as recorded by power line monitors can be
classified into the basic groups shown in Chapter 3.

6.4.2.1 Detection of voltage disturbances

Subclauses 6.4.2.2 through 6.4.2.6 discuss the methods of detection for the various types of
voltage disturbances included in Chapter 3. Recommendations for correction of these distur-
bances are covered in Chapter 8. A recommended practiceisto periodically connect the power
monitor to a disturbance generator and create known disturbances. Other recommended prac-
ticesto aid in theinstallation of power line analyzers and interpretation of disturbance dataare
presented in IEEE Std 1159-1995.

6.4.2.2 Power monitor connections

Hookup of the monitor is an important consideration. Today’s available technology allows
the user to monitor both ac voltage and current waveforms. This would provide for a more
complete analysis of the power distribution to correlate disturbances with equipment use. For
example, if current levels increase substantially when voltage disturbances occur, the most
probable cause for the voltage disturbance is the loads downstream from the monitoring
point. If multiple channels are available, they should all be used to maximize the data
obtained, enabling improved analysis of the number and the types of disturbances that have
occurred. This analysis can then be applied toward the correct selection of power condition-
ing equipment to eliminate the problems. Figure 6-2, Figure 6-3, and Figure 6-4 illustrate
suggested hookups for various power systems.
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Figure 6-4—Recommended power monitor hookup procedure for
three-phase wye applications

A technique that can be used to determine what, if any, effect disturbances have on equipment
isto connect the dc channel of the monitor directly to the output of the equipment power sup-
ply. Events detected by the dc channel can then be correlated to events detected by the input
ac channelsin determining the level of the disturbancein the logic circuits.

WARNING
When connecting the monitor to a power panel, aways use aqualified person to make the
connections. The person shall insure that the connections are made safely and will remain
secure for the duration of the monitoring period.

6.4.2.2.1 Monitor input power

Recommended practice isto provide input power to the monitor from a circuit other than the
circuit to be monitored. Some manufacturers might include input filters or transient voltage
surge suppressors on their power supplies that can alter disturbance data if the monitor is
powered from the same circuit that is being monitored. If the separation of the power line
monitor input power and the circuit being monitored cannot be maintained, then it may
become necessary to supply the monitor with a properly sized, plug-in type isolation trans-
former in order to separate the two connections. In some cases, the power monitor can be
powered from a dc power supply and thus eliminate the need for alternative methods by
which to connect the monitor.
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6.4.2.2.2 Monitor grounding

Care should be used in the grounding of the monitor. Since a monitor chassis ground may be
provided through the ac input power cord, any monitor chassis ground connections to the cir-
cuit being monitored can create ground loops that result in additional noise being injected on
the sensitive equipment feeder. To avoid this problem, it is recommended that no monitor
chassis ground connection be made to the circuit being monitored. The instrument manufac-
turer should be contacted for guidance as required. Where a dc power supply is used to power
the monitor, or a ground connection does not exist through the power cord, then a grounding
connection should be made to the power monitor’s chassis ground terminal.

6.4.2.2.3 Monitor placement

A power line monitor should be placed in a secured areathat can allow the safe connection of
the power monitor sense leads and the prevention of physical injury to nearby persons who
may travel through the area. Locating the power monitor in an area that is safe and secure
may reduce the possibility of physical damage to the monitor and ensure that connections
cannot become loose, and that monitor settings are not disturbed.

Care should be given as to the environment the power monitor is expected to operate. As with
many microprocessor-based devices, apower line monitor has limitations regarding tempera-
ture, humidity, dust, dirt, contaminants, and other environmental parameters. For example, low
humidity levels within the area of the power line monitor increases its susceptibility to ESD.
Mechanical shock and vibration should al so be taken into account when setting up the monitor.
Some monitors are not designed for outdoor use and should be in a protective covering.

Vibration of the monitor or the circuit being monitored can weaken connections and result in
meaningless data generation. The power monitor should also be inspected prior to hook-up to
the power distribution system to inspect for any damage that may have been incurred during
transportation of the instrument. Any obvious physical damage to the outside packaging or
frame of the monitor during transportation to the site should alert the user to possible internal
damage to the instrument. It is recommended that the user verify proper equipment operation
prior to use under these conditions.

Certain levels of RFI can also be introduced through the monitor sense leads or the power
monitor itself and could cause erroneous data to be produced. Therefore, some shielding for
the monitor under these circumstances may be necessary.

6.4.2.2.4 Quality of monitoring sense lead connections

The connection of the power monitor senseleads should be connected in amanner that does not

violate the power monitor manufacturer’s recommendations for monitoring voltage and cur-

rent. Other recommended practices for monitor sense lead connections include the following:
a) Have a qualified person assist in the connection of the monitor to a switchboard,

panelboard, transformer, and other electrical apparatus that have exposed electrical
connections.
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b)  Review connections with the power monitors equipment manufacturer’s manual and/
or with an experienced person to verify safe and proper lead hook-up.

¢) Reduce the use of jumper wires between channels and providing two wires per chan-
nel to minimize EMI/RFI coupling created from a disturbance on another channel. It
may also become necessary to twist the sense leads for each channel and route along
the grounded equipment enclosure chassis to reduce the EMI/RFI effects.

d) Make hard-wired power monitor connections to switchboards, panelboards, and
transformers where the monitoring period may extend for an indefinite period of
time. This could prevent monitor connections from being accidentally removed by
unauthorized personnel.

Sense lead cables for power monitors can range in construction for a variety of applications
(e.g., “adligator” clips and “button-hook” connectors). When concerned with equipment-
operator safety, a fused clip lead is available from some monitor equipment manufacturers.
Although these connections are properly constructed for safety, the weight of the sense lead
cable can cause it to be separated from the fused clip, thus opening up the conductive path to
the monitor channel input.

6.4.2.3 AC current monitoring

Simultaneous voltage and current measurements with power line monitors should be made
where possible. This configuration would be useful to correl ate equipment startup or operation
with voltage disturbances. Clamp-on current transformers (CTs) must be verified as having a
quality connection to the monitor. It should also be investigated that the split core ends of the
CT are cleaned of any dirt or other contaminants that would otherwise compromise the valid-
ity of the current measurement.

To further decrease accuracy errors, it is recommended that the conductor or busbar that is
being measured be positioned as close as possible to the center of the clamped area. It isalso
recommended that the user verify that no return conductors for the circuit being measured are
contained within the same CT. Thismay result in apartial or total cancellation of the magnetic
fields and can prevent the monitor from displaying accurate current measurements. Further-
more, the user should verify that the correct polarity exists for the CTs. Incorrect polarity
could mislead the user asto the origin of the current impulse.

6.4.2.4 Setting monitor thresholds

It is important to understand how the monitoring instrument being utilized gathers its infor-
mation. The variety of instruments that are commercially available differ in their data-capture
techniques. For example, certain power monitors do not require any setting of the thresholds
but instead plot the captured events on preprogrammed graphs. The differences in these tech-
niques (such as how RMS voltage is determined, sample rate, method of capturing and
recording transients, and method of cal culating harmonic distortion) should be understood to
ensure that the appropriate instrument is selected. This would help maintain that proper set-
tings or thresholds are programmed so that meaningful data are obtained. The instrument
manufacturers’ instructions should be consulted to determine the appropriate method of pro-
gramming the monitor for the application in which it is being used.
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In situations where little is known about the electrical environment in which the power moni-
toring istaking place, it may be helpful to use the “summary mode” of the instrument to char-
acterize the environment over a 24-hour period prior to gathering detailed disturbance data.

Once the hookup of the monitor has been determined, the next step is the selection of thresh-
olds at which disturbances will be recorded. The thresholds shown in Table 6-2 can be used as
aguideline in setting up the power line monitor in most single-phase and three-phase config-
urations. The actual thresholds set by the user would depend on the threshold of the equipment
experiencing problems as well as the parameters of the electrical system.

Table 6-2—General equipment tolerances to assist in data capture methods

Phase voltage thresholds
Sag —10% of nominal supply voltage
Swell +5% of nominal supply voltage
Transient Approximately 100V over the nominal phase-neutral voltage
HF noise Approximately 1% of the phase-neutral voltage
Harmonics 5% THD—the voltage distortion level at which loads may be
affected
Freguency +0.5Hz
Phase unbalance Voltage unbalance greater than 1%
Neutral-ground voltage thresholds
Swell 1-2.5% of nominal phase-neutral supply voltage
Impulsive 50% of nominal phase-neutral voltage
Noise Typical equipment susceptibility can vary—consult operating
specifications for the affected equipment

In the varying levels of electrical environments that can be experienced through power quality
investigations, some of the guidelines may not apply. It isimportant to review the performance
specifications of the affected equipment before blindly setting up the monitor. If these specifi-
cations are available, then it would make the recommended threshold settings more specific to
the equipment and its environment. For example, high and low thresholds should be set
slightly within the voltage operating limits of the equipment. This should permit detection of
voltage levels close to the critical maximum or minimum voltage limits that can result in
equipment overstress or failures. If equipment tolerance limits are unknown, a high threshold
of 126V, and alow threshold of 108V, is recommended for monitoring 120 V circuits.
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Transient thresholds should be set to detect transients that cause component degradation or
destruction. If no equipment transient limits are specified, a threshold of approximately
100V e could be used. If the monitor has high-frequency noise detection, a threshold of
2-3 Vpea should be used for detection of high-frequency noise between neutral and
ground.

Information such as the site, name, date, circuit being monitored, hookup scheme, and other
related data, should be recorded at the beginning of the data printout to facilitate future refer-
ence to the data. Some monitors have the ability to be accessed viaan RS-232 port or modem
connection by aremote terminal or computer. Thisfeature can be very helpful in the output of
data, changing thresholds, and performing other functions on several monitors in the field
from asingle terminal in the office.

6.4.2.5 Monitor location and duration

When monitoring a site that is serving several loads, it may be advantageous to initially
install the monitor at the power panel feeding the system to obtain an overall profile of the
voltage. The monitor can then be relocated to the circuits serving individual loads, such as
central processing units (CPUs), disk drives, or other such loads that are experiencing mal-
functions and failures. Comparison of disturbance data can provide clues as to the source of
the disturbances and how to most effectively remedy the problem. It is generally recom-
mended that the minimum monitoring period include at least one full work cycle, which
would normally be 7 or 8 days. Longer monitoring periods are often needed to record distur-
bances that occur on arandom or seasonal basis.

6.4.2.6 Analysis of recorded voltage disturbances

Perhaps the most difficult task in conducting a site power survey is the analysis of the data
provided by the power monitor. These data will be used in determining the source of the dis-
turbances as well as making decisions on cost-effective methods for correction or elimination
of the disturbances.

Theindividual responsiblefor the interpretation of data should have athorough understanding
of the disturbance capture and reporting characteristics of the specific monitor used in the site
survey to minimize the possibility of misinterpretation. One of the factors to be determined is
whether a particular disturbance is causing an equipment malfunction. This relationship is
relatively easy to determineif an equipment malfunction occurred at the same time the distur-
bance was recorded.

In many cases, disturbances are recorded and appear to have no effect on equipment perfor-
mance. These disturbances could still be severe enough to cause degradation of components
that eventually result in premature failure. Part of the data analysis is a determination of the
source of the disturbances, which can prove to be a very elusive task. Disturbances can be
caused by the equipment itself, by other equipment within the facility, by equipment external
to the facility, by power utility operations, by lightning, or any combination of these sources.
Although a complete description is not possible in this recommended practice, some general
guidelines can be helpful.
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If the equipment is supplied by an isolation transformer or a power conditioner, and distur-
bances are recorded on the output of the conditioner only, then the conditioner or the equipment
itself may be the source.

Compare disturbances on the dc output of the power supply to events on the ac input to the
equipment. If no time correlation can be made, the events on the dc channel could be origi-
nating at an external device and being reflected into the system by the data or communication
cables. If disturbances are occurring about the same time during the working day, try to deter-
mine what equipment is being operated in the facility at those times. If no correlation can be
obtained, then the source may be external to the facility.

Disturbances that occur at exactly the same time each day are caused by equipment that is
time-clock controlled. One such type of equipment is a switched capacitor bank used by
power utilities. Contacting the power utility company to determine what operations are being
conducted on their system, which supplies power to the facility at various times of the day,
can often provide helpful information.

6.4.3 Electronic equipment environment

Electronic equipment malfunctions and failures can be caused by improper environmental
parameters such as temperature, humidity, EMI, and ESD. A site survey should include test-
ing or monitoring of these parameters to confirm a proper environment for the equipment.

6.4.3.1 Temperature/humidity

Some monitors that are used to measure voltage disturbances have transducers available to
measure temperature and humidity. Once the temperature and humidity specifications from
the equipment manufacturer have been obtained, set the high- and low-threshold points
dightly within those limits in order to capture variations that are close to the limits of the
electronic equipment. Recommended practice is to program the monitors so that long-term
(12 or 24 hour) reports of temperature and humidity levels are documented. Compare any
sudden changesin temperature and humidity to the site error-logsto seeif any correlation can
be made. High levels of temperature can cause overheating and premature failure of compo-
nents. High humidity can cause condensation resulting in intermittent contacts on circuit
boards. Low humidity can be a contributing factor to causing increased levels of ESD.

6.4.3.2 EMI and RFI

Radiated EMI and RFI can impact the performance of electronic equipment. In attempting to
confirm whether the problem is EMI, the first step is to establish the method of site opera-
tions. Are any transmitters or other communication devices being operated near the electronic
equipment? Can correlation be made between the radio operation and equipment malfunc-
tions? A visual inspection of the surrounding area can be conducted looking for external
sources of EMI such as radio/TV towers, microwave towers, and airports.

Generally, two levels of EMI measurements can be conducted. The first is measurement of
high-frequency fields using a field-strength meter or EMI transducer coupled to a power
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monitor. This technique is recommended as a preliminary step to either confirm or eliminate
EMI as a problem. Consult the electronic equipment manufacturer for the equipment suscep-
tibility limits. If excessive levels of radiated fields are indicated, recommended practice is to
conduct a complete EMI survey using a spectrum analyzer, which is the second level of EMI
measurement. This survey is intended to pinpoint the frequency and direction of the signal
source so that corrective measures can be taken.

Cable sheath currents at radio frequencies can be measured with a wideband CT similar to a
clamp on meter coil. There are units available with bandwidths that are flat from 50 kHz to
over 100 MHz. The transfer ratio is 1 to 1 when properly terminated. The output when con-
nected to an oscilloscope or a spectrum analyzer can indicate levels in volts, which is the
same as amperes with the 1 to 1 correspondence.

A current level of up to 7 mA (rms) at a radio frequency (normally in the broadcast band)
should not give any trouble to electronic equipment. Levels up to 15 mA or higher probably
will cause problems and might require EMI filters. Higher levels require filters and higher
degrees of shielding depending on the shielding designed into the equipment. Recommended
corrective measures for EMI problemsinclude the following:

a) Reorienting or relocating the sensitive equipment or source;
b) Removal of the source;
¢) Shielding of the source or affected equipment.

6.4.3.3 ESD

ESD can severely impact the performance and reliability of electronic equipment. A site can
experience failures from ESD and not immediately be aware of the problem since voltage
levels that can cause component failure are below the perception threshold of the individual.
Meters are available to measure the level of static charge on personnel and equipment. Rec-
ommended practice is to measure static charge on personnel, furniture, and other such items
located in the vicinity where the sensitive equipment is being operated. If equipment failures
are caused by ESD, recommended corrective measures include the following:

@) Maintaining proper humidity levelsin the equipment areas;
b) Using antistatic wriststraps and mats on floor and work surfaces;

¢) Replacing static-generating items, such as chairs, and styrofoam and plastic cups,
that aggravate the ESD problem;

d) Training operating personnel to discharge themselves before operating the sensitive
equipment.
6.5 Harmonic current and voltage measurements
Currents generated by nonlinear loads should be investigated to determine what adverse

affects it may have for the premises wiring system. Test procedures and acceptable limits for
harmonic distortion should conform to IEEE Std 519-1992.
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6.5.1 Harmonics measurement instruments

Many instruments can be used to measure the extent of harmonic currents and steady-state
ac voltage waveform distortion. These meters may present their results via graphic display or
as statistical data on printed strip charts. Some examples of meters used to make harmonic
measurements on the power system are oscilloscopes, true RMS voltmeters and clamp-on
ammeters, spectrum analyzers, harmonic analyzers, and power line monitors.

It is recommended that the user follow the test equipment manufacturer’s guidelines when
connecting the meter to the premises wiring system to prevent a safety hazard and to assist in
gathering meaningful data. The recommended instruments needed to perform these measure-
ments are discussed in Chapter 5.

6.5.2 Harmonic measurement location

Harmonic measurements can be made at many locations throughout the premises wiring sys-
tem. Harmonic voltage and current measurements can be made at the service entrance of the
facility to reveal the overall harmonic content of the currents and voltages for the premises
wiring system. Measurements can also be made at specific locations of the power system
(i.e., secondaries of isolation transformers, feeder or branch circuit panels, equipment loca-
tions, etc.) to determine their contribution to the overall harmonic content of the facility.

6.5.3 Harmonic measurement techniques

The key to gathering meaningful harmonic data is understanding the issues that precede an
investigation. Harmonic distortion of the voltage is a primary concern for disturbance-type
problems and compliance with specifications where a device is experiencing control difficul-
ties. Distortion of the current is the primary concern in transformer and premises wiring
overheating problems, and can aso be an issue for compliance to specifications. Some com-
mon examples are listed below.

— |EEE Sd 519-1992 compliance. Measure the voltage and current at the “point of
common coupling” (PCC), which is usually the service entrance.

— Premises wiring overloads. Measure the current distortion at the distribution panels,
paying particular attention to the neutral current. Check the current distortion of
interconnecting wiring in any modular furniture.

— Transformer overheating. Measure the transformer’s secondary current distortion.
This could provide a better indication of the harmonic distortion than the line cur-
rentsin the primary.

— Equipment compliance to specification requirements. Measure voltage and current
distortion as required by the specifications. For a variable-frequency speed drive it
will normally be the input to the drive. The specifications for a uninterruptible power
supply may require specific input and output distortion levels.
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6.6 Applying data to select cost-effective solutions

Upon completion of the field testing and power monitoring portion of the site survey, it isrec-
ommended that all data be classified into distinct categories before analysis. Thiscan assistin
defining problem sources as well as identifying means of correction.

For example, a high-impedance neutral conductor on the incoming feeder to a power panel
may be the cause of common-mode noise that is being reflected into the entire system. Since
distribution and grounding problems are mechanical (loose), missing, or improper connec-
tions, the means of effective correction is also mechanical (a screwdriver). It is recommended
that problems found in the power distribution and grounding system be corrected before
attempting correction of problems in the quality of ac voltage. These distribution problems
can normally be remedied at minimal cost, and in some cases may be the only correction
needed to assure a high degree of system performance and reliability.

Careful analysis of the power monitoring data is necessary to determine the types, quantity,
and severity of the disturbances recorded, as well as the immediate or long-term impact on
equipment performance and reliability. It isthis datathat may form the basis for making deci-
sions about what type of power conditioning equipment should be required to eliminate the
problem. A discussion of the various types and applications of power conditioning equipment
is provided in Chapter 7.

6.7 Long-term power monitoring

Studies have been conducted using power monitors to determine the quantities and types of
disturbances that occur over an extended period of time (see Allen and Segall [B1], Allen and
Segall [B2], Dorr [B5], Goldstein and Speranza [B6], Hughes [B7], Key [B9], Martzloff and
Gruzs[B12], and Sabin et al. [B15]).

Although these studies can provide some helpful information, caution should be exercised in
applying thisinformation to correct problems at any given site. Numerous variables enter into
the equation that determine the types and quantities of voltage problems occurring on any
given site utilizing electronic loading equipment. They include the following;:

a) Type and configuration of the electronic system installed (e.g., data processing, tele-
communications, process measurement and control, and point-of-sale terminals);

b)  Configuration and condition of the premises wiring and grounding system supplying
the equipment;

c) Quantity, location, and type of power protection equipment installed;

d) Other equipment operating from the premises wiring system in the facility;

€) Location of the facility on the utility power system;

f)  Other facilities in theimmediate area served from the same power utility system;
g) Geographic location of the facility (exposure to lightning).
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6.8 Conclusions

Conducting a site power analysis or site survey can be an effective means of detecting and
correcting power-related problemsiif it is properly applied. A systematic approach to investi-
gating power quality problems is an essential prerequisite to providing cost-effective
solutions. One possible procedure to resolve power quality problems is illustrated in
Figure 6-5 (see Lim [B11]). Careful testing and troubleshooting techniques are necessary to
collect meaningful power quality data. Classification and thorough analysis of all data must
be conducted in order to define the problem areas.

Receive the Complaint: Gather data and perform meaurements
1. Equipment malfunctions 1. Site survey of premises wiring system
2. Power fluctuations 2. Perform measurements/monitoring

/

|dentify the power quality concern

1. Grounding

2. Voltage quality

3. Harmonic distortions
4. Other

Perform simulations Evaluate results

1.Transients, Harmonics 1.ldentify the cause of the problem

Solutions and recommendations

1. Power conditioning equipment
2. Premises wiring modifications
3. Equipment design modifications
4. Other

Figure 6-5—Systematic procedure for resolution of power quality complaints
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Chapter 7
Specification and selection of equipment and materials

7.1 General discussion

This chapter describes the many types of power correction devices that accept electrical
power in whatever form it is available, and modify the power to improve the quality or reli-
ability required for sensitive electronic ac equipment. These devices perform functions such
as the elimination of noise, change, or stabilization of voltage, frequency, and waveform.

The power handling and performance requirements vary depending upon each application. A
wide variety of power correction products are available that utilize a range of technologies
and provide different degrees of protection to the connected load. The requirements of the
application need to be understood, and then a cost-effective solution applied using one or
more of the available products.

The job of selecting the appropriate power correction device is fairly straightforward when it
powers a single load. The requirements of only one load need to be considered. For larger
systems that support many loads, the requirements of all loads need to be considered, as well
as the potential interactions between them, to decide the appropriate enhancement equipment
and system construction.

Prior to addressing the selection of power-enhancement equipment, the following should be
considered:

a) Ispower quality realy a problem? Poor power quality is only one of many reasons
for operational problems with critical loads. Examples of other problems that could
interfere with proper operation of a critical load include software and hardware trou-
bles within the system, temperature and humidity beyond the limits of the critical
load, electrostatic discharge, improper wiring and grounding, and operator errors.
The power quality requirements of the load need to be known. Refer to Chapter 3 for
several guidelines.

b)  What type of power disturbances are occurring? To determine what type of condition-
ing isrequired, refer to Chapter 6 for guidelines on site power analysis. In addition to
the present power quality profile, some anticipation of the future needs of quality and
reliability of the power supply should be considered.

c) What level of expenditure is justified to eliminate or mitigate the power-related
problems? Some estimate should be made of the costs associated with power distur-
bances. Thisincludes the value of the loss of profits, hardware damage, lost data, lost
productivity, and processing errors.
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7.2 Commonly used power correction devices

Table 7-1 gives a summary description of the most commonly used power correction devices,
and Figure 7-1 shows a summary of performance features of the various types of power con-
ditioning equipment.

POWER CONDITIONIMNG TECHMNOLOGY

POWER EE E e |B |d5|¥e
QUALITY g 1 Eg EE 3: Eg EE
CONDITION 218 |- E gl zE EE
|.|.|R ﬁl: o = EM E =
L iz AENEHEE
Eﬂ E E =1 L
GO
TRARSIENT oE
WO TAGE
EROE m"-m
COMTY

'rlul"llll'ur'l..'.'..""n.- UMOERVCLTAOE
I'Il,u""..|r||l|rll ‘I. |'.|r||||- CVERNOLTAGE
I.Il.'rll.ll_ﬂll.' ml.ﬂu_E EMTAFY

|'| i e LONO-TERM
(1R} MNTERFLIPTION

VW Sornn

ITI5 AEASOMARLE TD ENFECT THAT THE IKDICATED COMDITION WILL BE
DQOAARITED 0 THE IKDICATED PDWER ODROITIOHIMNG TECHMOLOGET.

THERE 15 A SIGNIFICANT VARRATICR K POWER CONDITIONRG FRODUCT
PEAFORMANCE. THE INDICATED QCORDITION RAAY DR WAY KOT IE FULLY
COARECTABLE BY THE INDICATED: TRECHMDLOGY,

Figure 7-1—Summary of performance features for various types of power
conditioning equipment
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Table 7-1—Summary of power-enhancement devices

Device and principal functions

General description

| solation transformers

Attenuates common-mode disturbances on the
power supply conductors. Provides alocal
ground reference point. With taps, allows com-
pensation of steady-state voltage drop in
feeders.

Transformer with physically different winding
for primary and secondary. Often has single or
multiple electrostatic shields to further reduce
common-mode noise.

Noisefilters

Common or transverse-mode noise reduction
with attenuation and bandwidth varying with fil-
ter design.

Series inductors with parallel capacitors. Good
for low-energy, high-frequency noise.

Harmonic filters

Reduction in input current harmonics of nonlin-
ear loads, which can cause heating of power
conductors, transformers, motors, etc.

Series inductors with harmonic trap to prevent
harmonics from being fed back to line.

Surge suppressors

Divert or clamp surges.

Various types of surge suppressors are available
to limit circuit voltages. Devices vary by clamp-
ing, voltage, and energy-handling ability.
Typical devices are “crowbar” typeslike air
gaps and gas discharge tubes; and nonlinear
resistive types like thyrite valves, avalanche
diodes, and metal oxide varistors. Also available
are active suppressors that are able to clamp, or
limit, surges regardless of where on the power
sinewave the surges occur. These devices do not
significantly affect energy consumption.

Voltage regulators

Provide arelatively constant steady-state output
voltage level for arange of input voltages.

A variety of voltage regulation techniques are
utilized. Common techniques include ferroreso-
nant transformers, electronic tap switching
transformers, and saturable reactor regulators.

Power line conditioners

Most often a product providing both regulation
and noise reduction. Some products provide
multiple noise-reduction methods, e.g., trans-
former and filter, but usualy no voltage
regulation.

Shielded ferroresonant transformers (including
voltage regulation) or shielded transformers
with tap changers (including surge suppressors
and filters).

Magnetic synthesizer

Voltage regulation, common- and transverse-
mode noise and surge attenuation and correction
of voltage distortion.

Three-phase, ferroresonant-based device that
generates an output voltage by combining
pulses of multiple saturating transformers to
form a stepped waveform.
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Table 7-1—Summary of power-enhancement devices (Continued)

Device and principal functions

General description

Motor generators

Voltage regulation, noise/surge elimination, and
waveform correction for voltage distortion.

Most often two separate devices, amotor and an
alternator (generator), interconnected by a shaft
or other mechanical means.

Standby power systems (battery-inverter type)
Inverter and battery backup, operating as an
uninterruptible power supply (UPS), when nor-
mal power fails. In standby mode, theload is
fed directly from the utility.

An inverter to which the load is switched after
utility failure. There is some break in power
when the transfer to and from utility power
occurs. Usually comprised of a solid-state
inverter, battery, and small battery charger.

Uninterruptible power supplies

Lineinteractive or rectifier/inverter technolo-
gies are most common. A battery supplies the

Maintain supply of regulated voltage, wave- power to the inverter during loss of input power.

shaping, and noise/surge violation for